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Abstract. GCM and CCM are block cipher (BC) based authenticated encryption modes. In multi-user (mu)

security, a total number of BC invocations by all users ¢ and the maximum number of BC invocations per

up+u?
2k

k and n are respectively the key and block sizes, u is the number of users, p is the number of offline queries.
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In contrast, the CCM’s mu-security bound is still unclear. Two bounds of uzi“ + up;,;u and %7 + - 4 ;Cua have

been derived by Luykx et al. (Asiacrypt 2017) and Zhang et al. (CCS 2024), respectively, but both are not tight
and worse than the GCM’s bound. Moreover, methods to enhance mu security without disruptive changes in
the scheme have been considered for GCM, namely nonce randomization (NR) to improve offline security
and nonce-based key derivation (NKD) to improve online security, but their applicability to CCM has never
been discussed.

In this paper, we prove an improved mu-security bound of CCM, which is tight, and reaches the GCM’s
bound. We then prove that NR and NKD applied to CCM result in the same bounds for the case to GCM. An
important takeaway is that CCM is now proved to be as secure as GCM. Moreover, we argue that NR and
NKD can be insufficient for some applications with massive data, and propose a new enhancement method
called nonce-based and tag-based key derivation (NTKD) that is applied to GCM and CCM. We prove that
the resulting schemes meet such real-world needs.

user oy are crucial factors. For GCM, the tight mu-security bound has been identified as Uz“na +

, where
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1 Introduction

Privacy and message authenticity are two fundamental properties required for secure and reliable
information systems. An authenticated encryption (AE) scheme is a symmetric-key cryptosystem
that provides both properties and has been widely deployed, especially standard AE schemes,
AES-GCM [11], AES-GCM-SIV [13], ChaCha20-Poly1305 [28], and AES-CCM [10, 40]. Hence,
proving the security of these AE schemes is an important research topic.

Conventionally, AE security has been discussed only for a single user (su) with a fixed key. On
the other hand, in recent years, multi-user (mu) security, which ensures security for all users with
their own keys, has been discussed. In mu security, in addition to the behavior of each user, the total
amount of data for all users (o) affects the security. The value of ¢ that can be processed securely
depends on the maximum message size and the maximum number of messages that each user can
process. A superior AE scheme ensures large o without imposing strong limitations on each user.

Researchers have studied mu-security of widely standardised algorithms, including AES-GCM (3,
16, 24], AES-GCM-SIV [6], and ChaCha20-Poly1305 [9]. Mu-security impacts how the schemes are
used in real-world protocols. In particular, TLS, DTLS, and QUIC determine the rekeying intervals
of AES-GCM according to the mu-security limit [32, 33, 37]. Moreover, the ongoing discussion on
the usage limit of AEs, published as Internet-Draft [15], considers mu-security for other schemes,
including AES-CCM.
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Both GCM and CCM are block cipher (BC) modes that build an AE scheme by combining
encryption and message authentication code (MAC). GCM uses the counter (CTR) mode for
encryption and a polynomial-hash-based authentication for MAC. CCM uses the CTR mode for
encryption and CBC-MAC for MAC. Those can be computed efficiently with hardware accelerators
available in devices. GCM has been widely standardized e.g. by ISO/IEC 19772 [19] and NIST SP800-
38D [11]. GCM is used in many practical protocols, including Ethernet security [36], WPA3 Wifi
security protocol [41], IPSec [38], and TLS [35]. CCM was designed as a patent-free solution for the
IEEF 802.11 standard for wireless LANs [34, 39], and was subsequently standardized as RFC 3610 [40]
and NIST SP800-38C [10]. Several practical systems now use CCM, such as ZigBee [44], IPSec [5, 17],
and Bluetooth [42]. In particular, TLS 1.3 defined in 2018 recommends AES-CCM [25, 32].

GCM’s mu-security bound has been already identified. With a BC with n-bit block and k-bit
key, Hoang et al. [16] in their work show that the GCM’s mu-security bound is represented by
ST+ ‘2]—? +Advj;1uID P wherein ¢ is the tag length, g4 is the number of decryption queries, o is the total
number of BC invocations in online queries (queries to the encryption and decryption oracles), o,
is the upper bound of the number of BC invocations in online queries for each user, and Adv muPrp
is the mu- pseudorandom permutation (mu-PRP) advantage of E, the underlying BC. Assumlng
that 4} < the bound matches the collision finding attack on CTR and is tight regarding online
securlty.

CCM’s mu-security bound is, however, still unclear Jonsson [21] proved that CCM’s su-security

2"5

bound in the ideal cipher (IC) model is 2"—5 9+ zk , wherein p is the number of offline queries to
IC. The aforementioned Internet-Draft document [15] evaluates mu-security of AES-CCM with a
generic bound, i.e., an mu—bound obtained from an su-bound with a hybrid argument. The generic
mu-bound is given by %% . AR up ug
users u.

Such a generic mu-bound is not guaranteed to be tight, and improving it with dedicated proofs
has been the central research challenge [24, 43]. Luykx et al. [24] showed a condition on deriving
an mu-bound from an su-bound without security degradation, providing the improved mu-bound
of CCM, given by uzi‘% q—f + Advmulorlo In the IC model, AdvmuPrlO is bounded by up+uz .

At CCS 2024, Zhang et al. [43] showed another mu-bound of CCM, 2" , + upr . They showed
the tightness of the bound under some conditions. The second term 4 is tight Wlth generic forgery
attacks that exhaustively guess the tags. The third term “Z% o corresponds to attacks with offline
queries, and thlS is tight when the offline query overwhelms the online query, i.e., o < p.In contrast,

, which is degraded from the su-bound by the number of

the first term £, 2—n is proved to be tight only in the extreme case with o, = o, i.e., an adversary sends
all online queries to a single user. This case is essentially equivalent that the adversary performs an
su-attack even the access to multi-users is given, thus it does not demonstrate truly meaningful

tlghtness wrt mu- securrty

2. is better depends on parameters u, oy, and o; Zhang et al’s Z; is better

(e.g. oy = 0*/* and u ~ o), but Zhang etal’s
bound is worse in other cases, such as o ~ uoy, i.e. each of u users is queried with o, BC invocations.

However, both bounds have critical problems. Zhang et al’s 7 - indicates that CCM’s security is
broken when o reaches the birthday bound, and th1s cannot be avoided no matter how strong

The adversary has access to u users and makes encryption queries such that all plaintexts are zero strings and the number
of plaintext blocks per user is oy, thus o = uoy. Since no colhslon occurs in the BC’s outputs within the same user, the

auo)

birthday analysis offers the distinguishing probability Q( 57" ua” ) =Q(
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Table 1. Mu-bounds of GCM, CCM, and their enhancements with NR and NKD. For NKD, the mu-PRF
advantage of KDF is omitted in this table, since it can be negligible by choosing a KDF and its key length
appropriately.

Reference Target Bound
Hoang et al. [16] GCM L4 1 ”p+u
Hoang et al. [16] GCM w/ NR 442 dP
Hoang et al. [16] GCM w/ NR + NKD 4 ‘;’f

Generic Bound CCM uz_tjf + a0 upiue up+u0
Luykx et al. [24] CCM u + qt + M
Zhang et al. [43] CCM < 4 Ly e “P““’

This Work CCM Ty qt + ”p*'”

This Work CCM w/ NR %o 4 444 90 dP

This Work ~ CCM w/ NR + NKD 4 4 ‘;’f

This Work ~ TAEw/NR+NTKD Yo7 + &4 4 22

per user, and thus non-tight when data from some users do not reach the maximum. Moreover,
both bounds are worse than GCM’s mu-bound of 27 [16].

Another line of research work aims to enhance the security without disruptive changes in
the scheme. For example, both GCM’s and CCM’s mu-offline security is already tight bounded

by Biham’s attack [4], which lowers the amount of offline queries to 27 and there is no room
for improvement as long as GCM’s and CCM’s specification are maintained. GCM in TLS 1.3
implements a countermeasure called nonce randomization (NR) that preprocesses the nonce without
changing the GCM’s implementation interface. NR uses a randomized nonce Nyand = Norig ® R with
the original v-bit nonce Noig and a user-specific random mask R € {0, 1}V. With this modification,
Biham’s attack additionally requires a collision in Ny,q and the offline security is improved from
% to 2k,

Bellare and Tackmann [3] proved confidentiality of NR, but the analysis is merely non-tight
and did not consider integrity. Hoang et al. [16] formalized NR by introducing the d-bound model,
where the number of the same randomized nonces across distinct users is bounded by d; in the
d-bound and the IC models, the new mu-bound of GCM with NR becomes %7 + q, + ‘Zif , as
summarized in Table 1.

Nonce-based key derivation (NKD) [14] is another method that enhances online (cf. offline)
security. Note that NKD is a meaningful technique for real-world applications, and in fact, NIST
recently announced their interest in revising NIST SP800-38D to standardize the combination
of GCM and NKD [27]. In NKD, each pair of a randomized nonce and a key for key derivation
function (KDF) generates a fresh key of an AE scheme, and combining it with the mu bound in the

d-bound model provides the following mu-bound of GCM with NKD, %7 + , + 2 + Adv muPrf

mu rf
where oy, is the maximum number of BC invocations per nonce in a single user and Adv b
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Table 2. Upper-bounds of BC invocations for online mu-security with concrete parameters: n = 128 and
several per-user usage limits, (i) oy = 2345 (i) oy = 2%, and (iii) oy = 2°%, from practical standards. on
is upper-bounded by about vf and this table evaluates ¢ for v = 210 and ¢ = 2%*. We approximate that
k —log,d ~ k.

Online Offline
Reference Target
Generic o, = 23% ¢, =2% ¢, =2 Generic
Zhang et al. [43] CCM <2V g<2% g<2 g<2% k-log,u
This work CCM c<ZL 5<% 5<2% 5<2" k-logyu
This work CCM w/ NR c<L g<2%5 5<% 5<2” k
This work CCM w/ NR + NKD s<Z o<2% k
This work ~ GCM/CCM w/ NR+NTKD ¢ < 30— o <2 k
is an mu-pseudorandom-function (mu-PRF) advantage of the KDF F. Note that AdernuPrf can be

negligible by choosing a KDF and its key length appropriately. Since o, < g, NKD enhances the
security of GCM. In particular, we can significantly improve security by limiting the number of
decryption failures to some constant, i.e., 0, < 0y.

So far, enhancing methods such as NR and NKD have only been discussed for GCM, but their
applicability to CCM has never been discussed. CCM is far behind GCM also in this respect.

It is also necessary to consider whether the enhanced security by NR and NKD is sufficient.

The offline security term ‘Zi—f is almost tight, because k —log, d ~ k. Hence, possible concerns are

on online security. Amazon AWS showed that AE schemes should allow to encrypt 2°2 messages
[22]. By combining it with the limitation of TLS 1.3 [32] that the maximum size of each message,
¢, is 219 blocks, AE schemes must be secure for o = 2192 BC invocations. Let us assume that the
BC is AES having n = 128. With the original GCM and only with NR, the online term is 3i%.
TLS 1.3 [32] limits o, = 23*° BC invocations in AES-GCM,? and the aforementioned Internet Draft
document [15] is establishing similar limits for other schemes. NIST standards have the same kind
of limits: NIST SP800-38B for CMAC [12] recommends o, = 2% BC invocations when n = 128,
and NIST SP800-38D for AES-GCM [11] limits o, = 25° BC invocations.® Even with the strongest
limitation of o, = 234 by TLS1.3, the maximum o is 2%°-> as shown in Table 2, which does not
reach the goal of 212, When NKD is used, the online term is ‘2’;—;; Adversaries can make queries
under the same nonce up to v, the number of acceptable verification failures in decryption, hence
on is upper-bounded by about vf. To ensure security for o = 21°2 with ¢ = 22* coming from the
maximum counter size of CCM, v can be at most 4. Practical systems can limit v to a constant
threshold by implementing lockdown with failed decryption attempts, however v = 4 is too strong
limitation, which significantly lowers usability.

In summary, mu-security of CCM still falls short compared to GCM in online security and the
existing enhancements, as summarized in Table 1. Moreover, the existing enhancements may not
be sufficient for some practical use cases. This paper aims to fill the gaps between CCM and GCM,

22345 is derived from the maximum number of messages (224°) and ¢ = 21° blocks.

SNIST SP800-38D [11] tolerates 22! messages for each key with 96-bit IV and 232 blocks per message restricted by the
counter length, totaling 2°3 blocks for each key.
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and to present a new enhancement method to reach an ideal mu-security level. In particular, we
address the following research questions.

e What is the tight online mu-bound of CCM? Is it better or worse compared to GCM?

e Do conventional enhancing methods, i.e., NR and NKD, improve mu-security of CCM? If
yes, how much?

e Is it possible to further enhance mu-security beyond NR and NKD, which works for both
GCM and CCM?

1.1 Contributions

In the first part of this paper, we prove that CCM is as good as GCM with respect to mu-security
for the standard model, NR, and NKD, with the following contributions.

Tight Mu-bound in the Standard Model (Section 5). We first improve the mu-bound of CCM in the

standard model to

2" 94 % +Advy "

o represent the onhne security, which are better than the corresponding

The first two terms Z
terms in the previous Work, ie., 2_" + q, and ” + Z‘;‘, for any adversary since ¢ < uoy, and o, < o.
The new online terms are tight, i.e. match the generic bounds of the distinguishing attack on CTR
(see footnote 1 for details) and a generic forgery attack. Furthermore, with condition ¢, < 2"/,
which can be ensured by adequate rekeying, CCM achieves beyond-birthday-bound online security.
The offline security of CCM, on the other hand, is derived from the last term AdvmuPrp. This

mu-PRP term offers the bound up in the IC model, which is also tight, matching the bounds of
the generic attacks [4]. In summary, the entire bound is tight, and CCM achieves the same level of
mu security as GCM, as summarized in Table 1.

Enhancing Offline Security with NR (Section 7). Next, we prove that the mu-bound of CCM with
NR in the d-bound and IC models is

ot d
2n 2t ok

The last term Zk represents offline security, where d is ~

offline security from % to k bits, making it independent of the number of users. The onhne security
represented by the first two terms, on the other hand, is identical to that of bare CCM in the
standard model, which is tight. The bound is again the same as that of GCM in the d-bound and IC
models, as shown in Table 1.

Enhancing Online Security With NKD (Section 9) While NR enhances the oiﬂine security of CCM, the

the previous approach for GCM [16]. The mu-security of CCM with NKD in the d- bound and IC
models is
+qd +d_P+Ad muprf ’
2" 2t 2k

obtained by replacing o, with o, and adding the mu-PRF advantage of F in the above mu-bound
of CCM with NR. Although the mu-PRF advantage is added as a new offline term, it becomes
negligible by choosing an appropriate KDF with sufficient key length, and the overall offline security
is k bits.

The online security is enhanced under the condition that % > '2]—? and 0, < 0,. Because o, is

upper-bounded by about v, the online term is improved to about ”2’% The bound is the same as
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N ]Q,Al,a ]Qf+a-l,Aa,8 ]Qf+a,g,M | N+at+m -l,e,M,,
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Processing AD Encrypting a plaintext and generating a tag

Fig. 1. Encryption of AE_NTKD. AE.Enc is the underlying tag-based AE encryption. Fg is the KDF that takes
nonce and a tag and generates a key of AE.Enc (and a nonce-based 1V N for the first AE.Enc call). Ay, ..., Aq
are AD sectors, My, ..., My, are plaintext sectors, Cy, ..., Cy, are ciphertext sectors, 11, . . ., Ta4m are tags of
AE.Enc, T is a tag of AE_NTKD. N with a counter addition is used as nonce of each AE.Enc call.

the one of GCM with NKD in the IC and d-bound models, showing that CCM achieves the same
level of mu security as GCM.

Nonce-Based and Tag-Based Key Derivation NTKD) (Section 10). In the second part of this paper, we
present a new method called NTKD to further enhance online mu-security. NTKD can be applied
to both GCM and CCM, and can be applied in generic for any tag-based AE: an AE such that (i)
encryption generates a ciphertext C and a tag T and (ii) decryption generates T’ without using T
and authenticates the data by matching T and T’. The basic idea of NTKD is to separate the input
data into multiple sectors, an appropriately parameterized number of data blocks, and apply AE to
each sector by setting the key for the ith sector to an output of KDF that is computed from the
nonce and the tag for i — 1th sector (Fig. 1). This has the effect of rekeying in every sector and
improves security. By setting the sector length to /o, the mu-bound becomes

ono qq d
AL S 3
Because o, is upper-bounded by about v¢, with n = 128, ¢ = 224 and o = 2192, security is ensured
as long as v < 2%, which is significantly higher than v < 4 for NKD with the same setting. Also
we evaluate the value of ¢ that can be securely processed for some v. with n = 128, v = 210 and
¢ = 2% NTKD ensures security up to o = 2!1, while NKD ensures security up to o = 2%, which

does not reach o = 21%2 as shown in Table 2.

2 Notations

Let ¢ be the empty string, 0 the empty set, and {0,1}" the set of all bit strings. For integers
i < j,let[i,j] == {i,i+1,...,j}and [j] := [1,j]. If i > j then [i,j] := 0. For an integer
n > 0, let {0,1}" be the set of all n-bit strings, {0,1}° := {e}, {0, 1}5" = Ujc[on{0, 1}, and
{0,1}™ := {X € {0,1}* | |X| > 0,|X| mod n = 0}. Let 0 be the bit string of i-bit zeros. For a
bit-string D € {0,1}* and a positive integer n, let |D|, := [|D|/n] be the n-bit block length of
D. For X € {0,1}/, let |X| := j. The concatenation of two bit strings X and Y is written as X||Y
or XY when no confusion is possible. For integers 0 < j < i and X € {0, 1}/, let msb;(X) (resp.

Isbj (X)) be the most (resp. least) significant j bits of X. For a non-empty set S, S & S means
that an element is chosen uniformly at random from & and assigned to S. For two sets S and §’,

1
S ad S’ means S « S U S’ For an integer [ > 0 and X € {0,1}", X3,...,X; < X means parsing
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Algorithm 1 CTR

Encryption/Decryption CTR[Ex](N, D)
1: m« |D|y;fori=1,...,mdo X,; < add(N,i); Yo; < Ex(Xy;) end for
2: KS < msbjp| (Y21 - - |[Y2,m); D’ < D & KS; return D’

Algorithm 2 CBC

MAC CBC[Ex](B)
1: b |Bln; By, ..., Bp < B; Yy « 0"
2 fori=1,...,bdo X;; « B; ®Yy;_1; Y1; « Ex(Xy;) end for
3: return Yy

Algorithm 3 CCM
Encryption CCM.Enc[Ek](N, A, M)
1: B« fCCM(N,A, M); S « CBC[EK] (B);
2: Xz < add(N,0) Yoo «— Ex(X20)
3: T « Isb;(S @ Ya); C < CTR[Ek](N, M); return (C,T)

Decryption CCM.Dec[Ex](N, A,C,T)
1: M « CTR[Ex](N,C); B « fcem(N, A, M);
2: S CBC[EK] (B)
3: X0 < add(N, 0); Yo < Ex(Xz0); T « Isb;(S @ Yz)
4 if T = T then return M else return reject end if

of X into fixed-length I-bit strings, where if X # ¢ then X = Xi||--- || X, |X;| =l fori € [¢£ - 1],
and 0 < |X;| < [;if X = ¢ then £ = 1 and X; = ¢. For integers m,n > 0, let Func(m, n) be the set
of all functions from {0, 1} to {0, 1}". For an integer n > 0, let Perm(n) be the set of all n-bit
permutations. For a set S and j € [I], let (y1,...,yj-1,* Yjs1,..., Y1) €S be a condition that Jy s.t.

Y15 Yj=1, Y Yjuts - - - Y1) €S-

3 Specification of CCM

CCM is a block-cipher(BC)-based and nonce-based AE scheme with the Encrypt-and-MAC structure.
The encryption part is the CTR mode and the MAC part is CBC-MAC, which is simply denoted by
CBC throughout the paper.

3.1 Block Cipher (BC)

ABC s a set of permutations indexed by a key. For positive integers k and n, let E : {0, 1}*x{0,1}" —
{0, 1}" be an encryption of a BC with k-bit keys and n-bit blocks. Let E~! : {0, 1}¥x{0,1}" — {0,1}"
be its decryption. Let E* := (E, E™!). E with a key K is denoted by Ex or E(K, -). Similarly, E~! with
akey K is denoted by E.! or E™!(K, -).

3.2 CTR Mode

CTR is a parallelizable encryption scheme with a BC Ek. The specification of CTR is given in Algo-
rithm 1 and Fig. 2(right). Let ¢ be a parameter for the counters. CTR[Ek] : {0, 1}"x{0,1}=<"(?°=2)
{0, 1}3"(26_2) takes a tuple of a key K, a nonce N, and a plaintext/ciphertext D, and returns its
ciphertext/plaintext D’ such that |D| = |D’|. If D is a plaintext (resp. ciphertext), then D’ is the



8 Yusuke Naito, Yu Sasaki, and Takeshi Sugawara

CBCIE,] CTR[E]
B, BLz B, add(N,0) add(N,1)add(N.2) add(N;m)
)
X X5 X b X0 X1 X5 Xom

E, E | —- Ey
Y1,1|_ I& ______ Y, Yoy | lYZ,l lyz,z le,'m
A\
GEam
S
[}@ m—&S
C

Fig. 2. The encryption of CCM, where B « fcem (N, A, M) and By, . .., B, < B.

ciphertext (resp. plaintext). KS is a key stream with which a ciphertext (resp. plaintext) is defined
by XORing a plaintext (resp. ciphertext). add : {0,1}" x [0,2°] — {0, 1}" is a function that on an
input pair of a nonce and a counter, returns an input block of E such that for any N € {0, 1}" and
distinct values i, j € [0,2°], add(N, i) # add(N, j). Note that “2°” is reserved for the first block of
CBC and “0” is reserved for masking CBC outputs.

3.3 CBC Mode

CBC is a BC-based MAC that is an iterated construction of Ex. CBC[Ek] : {0, 1} — {0, 1}" takes
a message B of length multiple of n, and returns an n-bit tag Y; 5. The specification of CBC is given
in Algorithm 2 and Fig. 2(left).

3.4 CCM Mode

CCM is a nonce-based AE scheme with Eg. Let v be the nonce size such that v < n. Let M =
{0, 1}="(2*~2) be plaintext/ciphertext spaces and A C {0,1}* an associated data (AD) space. Let
t be the tag size of CCM such that t < n. The specification of CCM is given in Algorithm 3 and
Fig. 2. Let fccm @ {0,1} X A X M — {0,1}* be an injective formatting function that takes a
nonce N, an AD A, and a plaintext M, and returns an encoded message B = fccm (N, A, M) such
that its first n-bit block is B; = add(N, 2¢), meaning that all first input blocks of CBC are distinct
from all input blocks of CTR. The input blocks defined by add, namely X; 1, X50, X2.1, . . ., Xo,m, are
called the nonce-dependent input blocks, and the other input blocks, Xj s, ..., Xj p, are called the
nonce-independent input blocks.

CCM.Enc[Eg] : {0,1}" X A X M — M x {0,1}" is the encryption of CCM with Eg. It accepts
anonce N € {0,1}", an AD A € A, and a plaintext M € M, and returns a ciphertext C € M such
that |C| = |M].

CCM.Dec[Ek] : {0,1}" X A X M x {0,1} — M U {reject} is the decryption of CCM with E.
It accepts a nonce N € {0,1}", an AD A € A, a cipher C € M, and a tag Te {0,1}! and returns,
deterministically, either the distinguished invalid symbol reject ¢ M or a valid plaintext M € M.

We define a nonce extracting function extyonce : {0, 1} — {0, 1} that takes an n-bit input block
X € {0, 1}" and returns a v-bit value such that for an input block X, if 3N € {0,1}",i € [0, 2] s.t.
X = add(N, i), then extponce (X) = N.
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4 Security Definitions and Proof Tools

4.1 Distinguishing Advantage

We consider distinguishing-type security notions for BCs and AEs. For the security notions, we
define the following distinguishing advantage of an adversary A that has access to either O; or O,
and returns a decision bit. For i € [2], let A9 = 1 be an event that A with O; returns 1. Then, the
distinguishing advantage of A is defined as Adv‘é’f’to2 (A) =Pr [AOl =1]| - Pr [A02 =1|.

4.2 Security Models for BCs

In the mu-security proofs of CCM, we consider two models for BCs: the standard multi-user-
pseudorandom-permutation (mu-PRP) security and the ideal cipher (IC) models.

4.2.1 Standard Model. In the standard model, the underlying BCs are assumed to be mu-PRP
secure, where BC instantiations with independent keys are securely replaced with independent
random permutations (RPs). Let u be the number of users. In the mu-PRP game, an adversary
interacts with either the real-world oracles (Ek,, ..., Ex,) or the ideal-world oracles (P, ..., P,),

where Vo € [u] : K, & {0,1}* and RPs are defined as Yo € [u] : P, & Perm(n). At the end of
this game, A returns a decision bit in {0, 1}. The mu-PRP advantage function of A is defined as

muprp o dist
Adv, "V (A) = AdV(EKls---,EKu);(Pl,-u,Pu)(A) .

For all possible adversaries A that have access to u users, make at most g queries, and run in time z,
the maximum advantage is defined as AdVE1ulDrp (u,q, T) == maxap Advj;u'[’rp (A).

4.2.2 Ideal Cipher (IC) Model. Let BC be the set of all encryptions of k-bit key and n-bit block

BCs. An IC is an ideal BC and defined as E < BC. In the IC model, all parties including CCM
oracles and adversaries obtain IC’s outputs by accessing an IC E* = (E,E™!).

4.3 Security Models for CCM

Multi-user-AE (mu-AE) security is the indistinguishability between the real and ideal worlds. Let u
be the number of users. Let $,, be a random-bit oracle of the w-th user that takes an input tuple
(N, A, M) of a nonce, an AD, and a plaintext, and returns a pair of a random ciphertext and a

tag defined as (C, T) & {0, 1}/CCM-Enc[EKJ(NAM) Tet | . be a reject oracle that returns reject for

any query. Let K, ..., K, be users’ keys defined as K, & {0, 1}* for each w € [u]. In the mu-AE
game in the standard or IC model, an adversary A has access to either real-world oracles O, or
ideal-world oracles O,qe, defined as follows.
Standard Model: Oy = (CCM[Ek,],...,CCM[Ek,])

Oideal = (($1a J—l)a ) ($us J—u))-

IC Model: Oy, = (CCM[Eg,],...,CCM[Ek, ], E*)
Oideal = (($1’ J—1)’ cees ($u> J—u)’Ei)'
At the end of this game, A return a decision bit in {0, 1}. The mu-AE-security advantage function
of A is defined as
(A) .

Queries to each user are called online queries. Queries to encryption oracles CCM.Enc[Ek,, ]
or $,, (resp. decryption oracles CCM.Dec[Ek, ] or L,,) are called encryption (resp. decryption)
queries. In the IC model, Queries to an IC are called offline queries, and offline queries to E (resp.
E~1) are called forward (resp. inverse) queries.

AdvIEG(A) = Advy”

ideal
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We consider nonce-respecting adversaries where for each user, all nonces in encryption queries
are distinct. In this game, making a repeated query and a trivial decryption query is forbidden,
where the trivial query (N, A, C, T) is such that the query tuple was obtained by some previous
encryption query to the same user.

4.3.1 Adversaries and Its Resources. In our proofs, we consider computationally-bounded and/or
computationally-unbounded adversaries. Queries to encryption oracles CCM.Enc[Ek, ] or $,, (resp.
decryption oracles CCM.Dec[Ek, ] or 1,,) are called encryption (resp. decryption) queries. Let g. be
the number of encryption queries, g4 be the number of decryption queries, and ¢ be the number of
BC invocations in online queries. and o, the number of BC invocations in online queries to the w-th
user such that 3} ,c[,] 0w = 0. For computationally-bounded (resp. computationally-unbounded)
adversaries, the time resources are expressed by its running time 7 (resp. the number of offline
queries to an IC denoted by p). Let o, be the maximum number of BC invocations per user, i.e.,
Yo € [u] : 0, < 0y

Let Asm (resp. Aicm) be the set of all possible adversaries in the standard (resp. IC) model with
the above resources.

4.4 Coefficient-H Technique

The distinguishing advantage of A with access to either O; or O, can be upper-bounded by using
Patarin’s coefficient-H technique [31]. A set of values that an adversary obtains in the security
game is called a “transcript” For i € [2], let T; be a transcript obtained by random samples of O;.
We call a transcript 7 valid if Pr[T, = 7] > 0. Let 7 be the set of all valid transcripts such that
Vr € T : Pr[T; = ] > Pr[T, = r]. Then, we have Adv‘g‘:‘to2 (A) < SD(T1,Ty) := X peq(Pr[T; =
7] - Pr[T, = 7]). ’

The statistical distance SD(Ty, T,) can be bounded by using the coefficient-H technique [31].

LEMMA 4.1. Let D004 and Tpaq be good and bad transcripts into which T is partitioned. If VT €

Tgo0d % >1—¢st.0<e<1,thenSD(Ty,Ty) < Pr(Ty € Tpad] +¢.

Hence, we can obtain an upper-bound of Adv‘gls’to2 (A) by (1) defining good and bad transcripts;
Pr[T,=7]
Pr[T;:T]

(2) upper-bounding Pr[T; € Tpaq]; and (3) lower-bounding for V7 € Tgp0d-

4.5 Definitions for Proofs
In our proofs, we use the following notations and definitions.
e For a € [p], let (K@, X(®) (@) be the a-th offline query-response tuples such that Y(® =
E(R@, X(@).
e For w € [u] and & € [q], w is called “user index” and « is called “query index.
e For a € [q], values corresponding with the a-th query are denoted by using the superscript
symbol of (&) such as M@ cl@ N@) Al@) et
o The lengths b and m for the a-th online query are denoted by b, and m,, respectively.
e For a € [q], let u, € [u] be the user index for the a-th online query. If an a-th online query is
to an w-th user, then u, = w.
o Let Qene C [q] (resp. Qpec € [g]) be the set of encryption (resp. decryption) query indexes.
o Let Qéfc] C Qgnc (resp. Q|[3(:3 C Qpec) be the set of encryption (resp. decryption) query indexes
of the w-th user.
o LetQl®! :=Ql”! U Q[D'ﬁc] be the set of online query indexes of the w-th user.

Enc

e Fora € [q], let Index(®) := ({1} X [be]) U ({2} X [0, m,]) be the set of indexes of input-output
pairs in the a-th online query.



Tight Multi-User Security of CCM and Enhancement by Tag-Based Key Derivation Applied to GCM and CCM 11

o Let XI©l = {X(a) | a € Q[”’] (i, j) € Index'®} be all input blocks for the w-th user.
o Let /\’g:c] = {X(a) |a e QL
the w-th user.

e Let X[w] {(Xz();), Yz();)) |y e@lelje o, my]} be all input-output pairs defined in CTR

and the tag generation of the w-th user.

o Let X,E, {Xl(‘f), z(‘f), X (“) | @ € Ql®1} be the set of nonce-dependent input blocks

for the w- th user.
o Let X;E(,:j’] = {X(a) .. .,XI(Z) | @ € Q®1} be the set of nonce-independent input blocks for the

Enc, (i, j) € Index'®} be all input blocks for encryption queries to

1,2 °
w-th user.

o Let Yol .= {Yl(]a) | & € Ql°1, (i, j) € Index'*)} be the set of output blocks for the w-th user.
e We call “a query phase” a phase that an adversary makes queries to its oracles and “a decision
phase” a phase after finishing all queries and before outputting a decision bit.

5 Mu-Security of CCM in the Standard Model

In this section, we show an mu-bound of CCM in the standard model, followed by the security
proof.

5.1 Security Bound
THEOREM 5.1. VA € Agm:
ol q
AdvTES(A) < Advy PP (u, 0,7+ 0(0)) + ) oot z—j .
welu]
With the parameters o and o, YA € Agm:

%u0 |, 4d
AdvIE (A) < Adv PP (u, 0,7+ 0(0)) + Zun *or

5.2 Proof of Theorem 5.1

Without loss of generality, assume that A is deterministic. Let o,, be the number of BC calls in
online queries to the w-th user, where o, < 0,. In the following evaluation, we consider four
games.

Real World — Game 2. We start the proof from the real world, followed by Game 2. In the real
world, A has access t0 Oyea. From the real world to Game 2, the u BCs (Ek,,)we[w] are replaced

with u RPs (P,)we[u], Where Vo € [u] : P, & Perm(n). Hence, in Game 2, A has access to

the modified oracles O, := (CCM[P,])ye[u]- The BC-RP switch yields the following bound.
Advg! ) (A) < Adv;‘;”P’P(a 7+0(0)).

Game 2 — Game 3. We next consider Game 3. Hereafter, we consider a computationally-unbounded

adversary A. From Game 2 to Game 3, the RPs (P,,)e[x] are replaced with random functions (RFs)

(Ro)welu]> Where Yo € [u] : R, & Func(n, n). Hence, in Game 3, A has access to the modified
oracles O3 := (CCM[R,])we[u]- For each w € [u],aRF R, is the same as a RP as long as no output

collision occurs, and the collision probability is (”2”) . zi,, < Og—f‘z” Hence, by the RP-RF switch, we
have Adv‘é)'StO (A) < Y oefu] 83%

Game 3 — Ideal World. Finally, we evaluate the difference between Game 3 and the ideal world.
We derive the following bound.
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LEMMA 5.2. For any computationally-unbounded adversary A,

2
(A)S%_l_ Z O.SO'w '

n

dist
AdVOSsOideaI
welu]

where Os = (CCM[R(D])@E[u] and Ojgeal = ($0, J—w)we[u]~

Hereafter, we provide a high-level overview of the proof of Lemma 5.2, and the formal proof is
given in Section 6.

5.2.1 Proof of Lemma 5.2 (Overview). We first consider encryption queries in Game 3. For each
user, all input blocks Xéj) in CTR are distinct, and the outputs YZ(,;.Z) are chosen independently and

uniformly at random from {0, 1}". Hence, the responses (C(®), T(®)) to the encryption queries are
indistinguishable from those defined by $,, in the ideal world.

The remaining work is to evaluate the difference of responses to decryption queries between
Game 3 and the ideal world. In Game 3, for some response of the decryption query, a valid plaintext
(# reject) is probabilistically returned, and we have

Advg,  (A) <Pr[3f € Qoec st. TP =TV,

We evaluate the probability by using the following event.

Enc

coll,, © 3B € Qe s.t. Xl(lli; € X[uﬁ].

The event means that for some decryption query, the last input block in CBC collides with some
input block defined by the encryption query. In other worlds, if the event does not occur, then
all tags T'#) are defined independently of the responses of the encryption queries. Thus, we have
Pr[3B € Qpec st. TP =TH) | ~colly,,] < L, and

Adv,,  (A) < Pr[3f € Qpec st. TP = TP | —collx, , ] +Pr[collx, , |
q

d
< o +Pr[colly,,] .

We evaluate the probability Pr[collx, ,]. By the iterated structure of CBC and the property of
add,* the event colly, , implies that there exists # € Qpec, and j € [bg] such that the j-th CBC

input block is Xl(f) € XE[:f "'but the previous input block is Xl(ﬁ,il ¢ X 1951 The Jj-th input block

Enc
has the form of X1(,/j) = Bj(.ﬂ )& ijil and Y1(,f11 is chosen independently of all output blocks for

y®

1.j—1» we have the following birthday bound:

the encryption queries. Using the randomness of

0.502,

PT[COHXL,,] < Zwe[u] (sz) : zln < Zwe[u] .

By using the above bounds, we obtain the bound in Lemma 5.2. Note that the formal proof given
in Appendix 6 uses the coefficient-H technique and these events are evaluated in the ideal world by
introducing dummy internal input-output blocks.

[End of Proof of Lemma 5.2 (Overview)] m

4The property of add ensures that for each w € [u], & € Qé‘noc], and § € Q[[;:c], the messages B(®) and BY) of CBC are
distinct and the first input block Biﬂ ) is distinct from all input blocks in CTR, offering the condition 38, j s.t. (Xl(g)_1 ¢

lupl (B) lug]
XEnc )/\ (Xl,j € XEnc )
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Conclusion of the Proof. By using these bounds, we have

AdvEEe(A) = Adv‘gf:al’ 0,(A) + Adv;';jf03 (A) + Adv‘gjfoideal (A)

0.502, . qd
an 2!

< Adv?ump(u, 0, 7+0(0)) + Z

we[u]
[End of Proof of Theorem 5.1] m

6 Proof of Lemma 5.2

We derive the following bound by using the coefficient-H technique (See Section 4.4). For any
computationally-unbounded adversary A,

AdE, (A<, N ,

3, Oideal

where O3 = (CCM[R,])weu] and Oideal = ($0), Low)we[u]- Let T3 (resp. Ty) be a transcript obtained
by random samplings of O; (resp. Oideal)-

6.1 Extended Transcript

In this poof, we permit A to obtain all input-output pairs {(Xi(j), Yl(]a)) | €lql,(i)) € Index(®)}
in the decision phase. In the ideal world, the (dlummy) internal pairs are defined by using Algorithm 4
in the decision phase. Note that giving the additional pairs does not reduce the A’s advantage, since

A can ignore the additional pairs. Thus, the (extended) transcript 7 consists of

e encryption query-responses (N(®), A(®) M(®) (@) T@) for ¢ € Qgpe,
e decryption query-responses (N(“),A(“),C("‘),T(“),RV(“)) for @ € Qpec, where RV(® ¢
MU {reject} is the response to the a-th decryption query, and

e (dummy) internal pairs {(Xi(’jo.‘), YI(JM) | @ €[ql,(i,j) € Index(®}.

We explain Algorithm 4. The algorithm define dummy input-output pairs {(X l.(j), ija) )| ae
[q]. (i, j) € Index®'} by using online query-response tuples. First, the algorithm initializes tables
Ry for € [u] that will keep dummy input-output pairs. Second, in Steps 2-18, dummy input-
output pairs for encryption queries are defined according to the structure of CCM.Enc. Finally, in
Steps 19-38, dummy input-output pairs for decryption queries are defined according to the structure
of CCM.Dec.

For the a-th encryption query, in Steps 4-7, dummy input-output pairs in CTR are defined
with the relation KS@ = M(® @ C(@ _If IM®| mod n # 0, then the last block is extended to n
bits by appending a random-bit string KS*. In Steps 8-14, dummy input-output pairs in CBC are
defined, where each output block is randomly chosen if the input is new. In Steps 15-17, a dummy

input-output pair (Xz(,g), YZ(’f;)) for a tag are defined by using the relation T(®) = lsbt(Yl(Z) @Y.
If t < n, then the truncated (n — t) bits are randomly chosen. o ’
Similarly, the dummy input-output pairs of the a-th decryption query are defined according to
the structure of CCM.Dec. Note that in the (original) ideal world, the tag T(@ is not introduced, thus
in Steps 35-37, Yz(,g) is randomly chosen and the dummy tag is defined as T(®) = ISbf(Yl(,Zi & YZ(,S’)).
Also note that for a repeated input block, the output is equal to the previous output by using the

table R,,
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Algorithm 4 Procedure to define internal values in the ideal world

1: forw € [u], X € {0,1}" do R, [X] « ¢ end for > Initialization of the RF’s tables
2: // Defining dummy input-output pairs for encryption queries
3: for a € Qg do

4:
5:

6:

10:
11:

12:

13:
14:
15:

16:

24:

25:
26:
27:
28:
29:

30:
31:

32:

33:
34:
35:
36:

37:

// Defining dummy input-output pairs (X.*’ Yz(,?)) inCTRs.t.i#0

21 °
My — M@, KS@ — M@ @ C@; o  u,
KS* ($_ {0’ l}man—\M(aH; Y2<,111)’ o Yz(’frln)a (i KS(@) ||KS*
for i € [m,] do Xz(j) — add(N@i); R, [Xz(f)] — Yz(’?) end for
; : : (a) y(a)y :
// Defining dummy input-output pairs (X;7’,Y; ;") in CBC
B@  feem(N@, A@, M@); b, — |B@|,; B, .. B" & B@
Yl(,g) 0"
for i € [b,] do
Xl(ff) — Bia) ® Y1(,?—)1; if R, [Xf,?)] = ¢ then R, [Xl(f)] & {0,1}" end if
Y9 R, [X9]
end for
// Defining a dummy input-output pair (Xz(fg) , Yz(’g)) for a tag
T & 40,174 X% add(N(®),0); Y% Y @ (1" T)

R, [X[8] e 1)

end for
: // Defining dummy input-output pairs for decryption queries
: for a € Qpec do

// Defining dummy input-output pairs (Xz(f), Yz(,?)) inCTRst.i#0
Mg < |C(a)|n§ W < Ug
for i € [m,] do
X% add(N®,i); if R, [X,7] = € then R, [X,%] & {0,1}" end if

Y9 e R, [X)]

end for

M@ — C@ @ msb) o (Y;j') I ||Y2f‘;‘n>a)

// Defining dummy input-output pairs (Xf,?)’ Y1(,?)) in CBC

B — feem(N@, A@ M@y b |B@],; Bi"’), ) "’Bl(;:) =109

(a)
Y, < 0"

for i € [by] do
X% — B @ Y@ 1 if R, [X(¥)] = ¢ then R, [X(¥)] & {0,1}" end if

1Li-1°
Y e Ro[X))]

end for

// Defining a dummy input-output pair (Xz(’g) , Yz(’g)) for a tag

— a ,0);if Ry, =¢e¢then R, —{0,1}" end 1
X{% — add(N®,0); if R, [X,%] = ¢ then R, [X/%)] & {0,1)" end if

Ye) R [X50 1 T — Ish, (v @ Y,5)

38: end for




Tight Multi-User Security of CCM and Enhancement by Tag-Based Key Derivation Applied to GCM and CCM 15

6.2 Bad and Good Transcripts

We define conditions colly, , and forge on bad transcripts. The set of bad transcripts 7.4 is a subset
of 7~ such that one of the conditions holds. The set of good transcripts is defined as Tgo0d = 7 \Tpad:
which is the subset of 7~ such that the conditions do not hold.

For encryption queries, all output blocks Yl(j) (j = 1) are independently chosen, and pairs of
ciphertext and tag in Game 3 are indistinguishable from those in the ideal world. On the other
hand, responses to decryption queries between Game 3 and the ideal world are probabilistically
distinct, since in Game 3, some response is not reject. The condition forge is defined so that if the
condition does not hold, responses to decryption queries are all reject and the condition colly, , is
defined to support the evaluation of forge.

The first condition colly, , is defined as follows.

colly,, © 3f € Qpec sit. Xl(,ﬁ; e xlusl

Enc

colly,, ensures that if the condition does not hold, all last input blocks in CBC are new, and the
output blocks can be seen as fresh random values. Next, the second condition forge is defined as
follows.

forge © 3 € Qpec st. TP =TP).
In Game 3, if the event does not occur, then all responses to decryption queries are reject, thus
there is no difference between Game 3 and the ideal world.

6.3 Upper-bounding Pr[T; € Tpaq]

Let COH}M, (resp. forge®) be an event that colly,, (resp. forge) occurs before forge (resp. collx, ,)
occurs. Since one of the conditions on 7,4 occurs before the other occurs, we have

0.502, . qd

Pr[T; € Thad] < Pr[colly , ] +Pr[forge’] < Z o o

welu]

These bounds are derived in the followings.

6.3.1 Upper-bounding Pr[colly - Fix @ € [u]. Let 0,2 = |X2[“’J| be the total number of input
blocks in CTR of the w-th user, and 0,1 = X ,cql«) bo the total number of input-output pairs

(Xl(jf), YS)) in CBC of the w-th user.

In this evaluation, we use the following event.
colly,x, & 3p € Q) j € [bg] st. X7 e X},

The event considers a collision in input blocks between CBC and CTR (with the tag generation)
for the w-th user. Since Xl(/f ) ¢ Xz[w], the output block Yl(f ) is chosen independently of all output

blocks in CTR. By the iterated structure of CBC, if colly, x, occurs, then there exists j € [bg]

such that Xl(’f)_l ¢ Xz[w] A Xl(ﬁ) € Xz[w]. For each Xl(f)_l ¢ Xz[w] and Xz(,?) € Xz[w], Yifll is chosen

independently of Xz(’?), we have

1
prix) = X1 = PrlY,]), @ B = X901 <
and o o
,29w,1
Pr[collx, x,] < o

We next evaluate Pr[coll;}lb] under the assumption that colly, x, does not occur. Since fccm is
an injective function, for any @, f € Q1! such that a # f, B/#) # B(*) holds. By this property and
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the iterated structure of CBC, if coll)*(1 , oceurs, then XZ(C:)l Xz(g)q and Xz(,?) = Xz("f) must hold for

some a, f € Q)i € [b,].j € [2, bg] such that (@, i) # (f, j). Note that if i = 1, then Xz(’f;) := ¢ for

the sake of convenience. For two input blocks X (@ % xP)

201 DT the output blocks are independently
chosen, and we have

1
Prixy = X7 = PrlxgY) = v, @B <

and
2
. Oot 1 0.50'&),1
Pr[collXLb] < ( ) ) o < —n

Summing the above bounds for each w, we have

0.50° G oG 0.502
Prlcolly ] < Z zn‘*”l + ”’;n“’l < Z znw

welu] w€e[u]

6.3.2 Upper-bounding Pr[forge*]. For each f € Qpec, collx:, does not occur, and Yl(f; is chosen
independently of all output blocks defined in encryption queries. Hence, we have

Pr[forge®] < Z Pr[TP = TP

ﬁEQDec
= 3 BT =1sh, (v 0 vP)] <
ﬂEQDEc
6.4 Lower-bounding Pr[% g

Fix a good transcript 7 € Tgo04. By —forge, the input-output pairs in 7 are defined so that ¥V €

Qpec : TPl £ TIA) holds. Since all responses (C@ TP for & € Qgnc are uniquely fixed from
(@) y(a)
Y.

input-output pairs (X; ", Y;;

good transcript 7.

In the ideal world, all output blocks of CTR for encryption queries are independent defined by
random-bit oracles via Algorithm 4. In Game 3, the nonce-respect setting ensures that all input
blocks in CTR are distinct, ensuring that all output blocks in CTR are independently defined. For
the other outputs, for a new input, the output is chosen uniformly at random from {0, 1}" in both
Game 3 and the ideal world, and for a repeated input, the output is defined as the same one. Hence,
the above evaluation shows that Pr[T; = 7] = Pr[T; = 7], thus we have

PI'[T3 = T] _
Pr[T;=7]

), we evaluate the probability that all input-output pairs result in the

6.5 Deriving the Upper-bound

Pr[T3=7]
Pr[T;=7]’

Combining Lemma 4.1 with the upper-bound of Pr[T; € Jp,4] and the lower-bound of
obtain the upper-bound in Lemma 5.2.

we

[End of Proof of Lemma 5.2] m

7 Mu-Security of CCM with NR

We evaluate the security of CCM with randomized nonce in the IC model. We use the d-bound
model by Hoang and Tessaro [16], which is a generalization of the randomized nonce.
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7.1 d-bound Adversaries

In the d-bound model, the number of collisions of nonces in encryption queries across users is
bounded by d. Note that there is no collision in nonces in encryption queries within the same user.

Definition 7.1 (d-bound model). For w € [u], let N1] be the set of nonces in encryption queries
to the w-th user. A d-bound adversary is such that for any N € {0,1}", [{w € [u] | N e Nl®1}| < d.

We study the bound d. We consider the following randomized nonce: each original nonce Noyig
is defined by incrementing 1, i.e., Norig ¢— Norig + 1 (initially Noyg = 0"), and a randomized nonce
N is defined as N = Nqj; @ R with the v-bit original nonce Nz and a user-specific random mask
R € {0,1}". Then, for each of d randomized nonces N N(aa) gych that the user indexes

Ug,, - - uad are all distinct, we have Pr[N(“l) =...= N(“d)] < (2%)11_1. Using the bound with
d:= log =, We have
() — = nlaa)
Pr[3ay,...,aqst. N =...=N¥]
d-1 e v
(%) (3) =) -r =ty )
d) \2v d2v o 2"
(( V)lbz eqe zv) < (3(lo§2vv)qe) 82 ,
lo, ’
gz

using Stirling’s approximation (d! > (d/e)? for any d). We then consider for the common parameter

for CCM: the nonce size is v = 3n/4 (v = 96 when using the AES parameter n = 128). In this case,
d= 3n/4

= Tog, Gn/d) and the bound of d can be ensured up to g. ~ 2*"/* encryption queries.

7.2 Security Bound
THEOREM 7.2. VA € Ay such that A is a d-bound adversary:

muae qd G&)
Advii(A) < P Z ot ™ on

welu]

2 (d+ @) (p+o0) +(3(log2 n)a)log';n+a(p+a)
ok+n :

With the parameters o and oy, YA € Ajcm such that A is a d-bound adversary:

AGVESE(A) < 37

%o (d+$) (p+0) . (3(10gz n)ff)“’&g" Lolp+o)

on 2k on 2k+n

Assume that n < k. The last three terms excluding p are of online security and become a constant
if o is about 2". On the other hand, the second term becomes a constant if o is about . Hence,
the first two terms are dommant online terms. The last term excluding o is of offline securlty and

becomes a constant if p = 2. Since o < 2", the third term excludmg o is a dominant offline term.
Since d is about 5 g" domlnant terms in the bound is 2f + QT Z—f.
2 1

7.3 Proof of Theorem 7.2

Without loss of generality, we assume that A is deterministic. In this evaluation, we consider three
games.
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Real World — Game 2. We start the proof from the real world, followed by Game 2. In the real
world, A has access to Oreal. From the real world to Game 2, the u BCs (Ek,, )e[u] are replaced
with u RFs (R,)se[u]- Hence, in Game 2, A has access to the modified oracles

0, = ((CCM[RuDwelul E),

where E & BC and Vo € [u] : R, & Func(n, n). The following lemma shows an upper-bound of
the difference between the real world and Game 2.

LEMMA 7.3. For any computationally-unbounded adversary A,

H

(d+ @) (p+0) N a(p+o) N (3(10g2 n)a)log';" . Z 0.502,

dist
Advolrea]aOZ (A) s on on

2k 2k+n
welu]

where Oreal = ((CCM[EK(H])wE[u]>Ei) and O, = ((CCM[Rw])wE[u]sEi)-

Hereafter, we provide a high-level overview of the proof, and the formal proof is given in
Section 8.

7.3.1  Proof of Lemma 7.3 (Overview). From the real world to Game 2, the underlying primitives
are replaced from an IC E (with independent keys) to independent RFs (R,)we[wn]- We thus define
the following three events that are taken into account the difference.

Event collo, 2. We first define an event collyy », that considers a collision of pairs of key and

input/output block between distinct users. If it does not occur in the real world, for each user, the
underlying primitive can be independent of those of the other users as Game 2.

collon 2y © w1, w2 € [u] s.t. w1 # w2 A Kle = gle2l o
(X[wl] N X[WZ] + (Z) \V y[f/Jl] n y[wﬂ +* (b)

Xleohn xlozl £ ¢ is the condition on the input-block collision and Y11 0 Y121 £ ¢ is the one
on the output-block collision.

We consider the collisions K[@1] = Kl@2] A xloil n xlo2l £ ¢,

o If X,Ewl] N /\’,5“2] # 0, i.e., a collision occurs in nonce-dependent input blocks, then a collision
of nonces between distinct users occurs. In the d-bound model, for each nonce N(®) of the
w1-th user, the number of the other different users with the same nonce is at most d. Hence,
for each pair of key and nonce, the probability that the pair collides with one of the pairs of
the other different users is at most Zik. Thus, we have Pr[Kl] = Klo2] A X,Lw‘] N X,E,wz} *

d
0] < Seeiql 3¢ = 3t
o If Xi;”] N X@] £ @ ie., a collision with nonce-independent input blocks occurs, then

each input block Xl(j) S Xiﬁll is defined as Xl(j) = Biaj) @ Yl(jzl where Yl(jzl is an n-bit

random value. Hence, we can use the n-bit randomness, providing the bound Pr[K lor] =
Klel A XET n xleel 0] < (9) - 75 < 55

We next consider the collisions K111 = Kl@21 A yloil 0 yle2l 2 ¢ The evaluation is the same
as the one for the collisions K@t = gl®z] A X,E‘wl] N X,EIMZ] # 0. In this case, instead of the multi-
collision bound d for input blocks, we use a multi-collision event for output blocks U¢ [, Y lo] By
using the randomness of the output blocks, the probability that ( log"Z —)-multi-collision occurs in
3(log, n)o
—

the output blocks can be bounded by ( )@ Assuming that the multi-collision does not
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occur, by the same evaluation (but d is replaced with the bound we have

log, n)
Pr[K[wl] :K[wz] /\y[wl] my[wz] + (b] < logzz;: R

Summing these bounds, we have

d++2— |o —
Tog. 3(log, n)o \ T 2
Pr[CO]Ion,¢u] < ( %zn) + ( (ogz n) ) oe2 + o

= 2k on ok+n *

Event collon off. In Game 2, the underlying primitives (R, ) e[« are independent of E*. On the other
hand, in the real world, all underlying primitives are E (with independent keys). We thus define an
event collyp off for the difference. The event considers a collision of pairs of key and input/output
block between online and offline queries. If it does not occur, outputs of user’s primitives can be
independent of offline query-response tuples.

collonoff © @ € [q], (i, j) € Index'¥, g € [p]
al = (@) _ % () _
st Kl = KO A (X[ =X P vy = 7)),

The evaluation is similar to the evaluation for the event collyn «,. By using the d-bound model for
the input-block collision and the ( g" —
2

(d+ Tozy )P ap
2k + ok+n *

-multi-collision event for the output-block collision, we

can obtain Pr[collyneff] <

Event collop =,. In Game 2, for each w € [u], each output of the underlying primitive R,, is chosen
with replacement. On the other hand, in the real world, all underlying primitives are E (with
independent keys) and for each w € [u], each output of the underlying primitive is chosen without
replacement. We thus define an event colly, =, for the RP-RF difference.

collonoy & Jo € [u], X', x(®) ¢ xlo

1,17 i)

X(al) + X(az) A Y(al) Y(“Z)

1,J1 12,]2 1,J1 i2,j2

where Y.(a.‘) and Y.(a.”) are independently chosen. By the birthday analysis, we have Pr[colly, =] <
0.502

Zwe[u] (Uw) ! 2n = Zwe ‘an.

Deriving the Bound in Lemma 7.3. These events cover the differences from the replacements of the
underlying primitives from (Ex,, )we[u] t0 (Rw)we[u]> thus by the above bounds, we have

AV (A) < Pr[collon zu] + Pr[collonff] + Pr[collon -]

(d log, n) (p+o) o(p+o0) (3(10g2 I’l)O’) Tegn 0.50’2)
< + + + Z
ok ok+n on on
we[u]
Note that the formal proof given in Appendix 8 uses the coefficient-H technique and these events
are evaluated in Game 2.
[End of Proof of Lemma 7.3 (Overview)] m

Game 2 — Ideal World. For the difference between Game 2 and the ideal world, we use Lemma 5.2
in the proof of Theorem 5.1. In Lemma 5.2, an IC is absent, whereas in this evaluation, an IC is
available. However, the responses of online queries are independent of the IC, thus an adversary
can simulate an IC. Hence, the difference between Game 2 and the ideal world can be bounded by

2
the bound in Lemma 5.2, and we have Advd's‘tod L(A) < ( welu] og#) + 2
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Conclusion of the Proof. Using the above bounds, we have

AdVE‘éiﬁ(A) = Adv((gifetal,()z (A)+ Adv?)izfoideal (A)

94 o (d"'lognzn)(p"'a) 3(log, n)o\Fen  o(p + )
— + Z 2—n+ zk + on +W.

[End of Proof of Theorem 7.2] m

8 Proof of Lemma 7.3

We derive the following bound by using the coefficient-H technique (See Section 4.4). For any
computationally-unbounded, d-bound adversary A,

dist
Advoreal’ 0, (A) <

4+ 5g5) #+9) o(pso) (saogz n)a)wg"zn 0.503
+ + + Z
zk 2k+n on

welu]

where Oreal = (CCM[Ek, Dwelu], EF) and O; = ((CCM[R,])weu], E*). Let Tg (resp. T,) be a
transcript obtained by random samplings of O,y (resp. O,).

8.1 Extended Transcript

In this poof, we permit A to obtain all internal values {(Xl.(j), Yl(Ja)) | @ €[q],(i,j) € Index*)} in
the decision phase. Note that the additional values do not reduce the A’s advantage, since A can

ignore the values. Thus, the (extended) transcript 7 consists of

e primitive query-responses (K@, X(®) (@) for a € [p],

e encryption query-responses (N(®), A(®) M@ (@) T@) for ¢ € Qgpe,
decryption query-responses (N(“),A(“),C(“),T(“),RV(“)) for @ € Qpec, where RV(® ¢
MU {reject} is the response to the a-th decryption query, and

(dummy) internal values {(Xi();{)’ Yl(ja)) | @ €[ql,(i,j) € lndex(a)}.

8.2 Bad and Good Transcripts

We define four conditions collyy, colly, off, mcolly and collgn =, on bad transcripts. The set of bad
transcripts Tpaq is a subset of 7~ such that one of the conditions holds. The set of good transcripts
is defined as Tgo0d := 7 \Tpad> Which is the subset of 7~ such that the conditions do not hold.

8.2.1 Conditions on (In)dependence for Online and Offline Queries. In Game 2, for each w € [u],
the internal input-output tuples are defined independently of E* and the input-output tuples of the
other users. On the other hand, in the real world, all underlying primitives use the same IC E (with
independent keys). Hence, we ensure the independence by introducing the following events.

collon 2y © w1, 02 € [u] s.t. w1 # w2 A Klenl = gleoal o

(X[wl] N X[wz] 0V y[wl] 8] y[wz] + (b)
collonot © @ € [q], (i, j) € Index'®, B € [p]
ugl _ % (@) _ % (a) _ v
st KUl = KD A (X[ = XP vy = 7)),

The first event colly, £y considers a collision in pairs of key and input (or output) block between

different users. Thus, if the event does not occur, the independence of input-output tuples between
distinct users is ensured. The second event collyn off considers a collision in pairs of key and input
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block (or output block) between online and offline queries. Thus, if the event does not occur, the
independence of input-output tuples between online and offline queries is ensured.

8.2.2 Condition on Output Blocks. We define a multi-collision event for output blocks across
distinct users. The multi-collision event is used to evaluate the probabilities of collon +, and collgn off
with the output collisions. Note that for the probabilities with the input collisions, the bound d is
used. Let p :=

log n’

meolly & Jay,...,au € [q], (i1, j1) € Index(®), ..., (i ju) € Index ()
(0{;,)

St (ery) —
St Ugys - - -5 Ug, are all distinct and Yl.bj1 = lﬂ i

8.2.3 Condition on RP-RF Switch. In the real world (resp. Game 2), output blocks are defined
without (resp. with) replacement for each key element. We thus define the following event to cover
the collision of output blocks in Game 2.

collon =y © Jw € [u], x@) x(@) ¢ xlolgp x(@) 4 xl@) 5 yla) o yla)

i,j1° " i, )2 1,J1 12,]2 1,J1 i2,j2 "

8.3 Upper-bounding Pr[T; € Tpaq]

Let Event := {collon £y, collon ofr, mcolly, collon =, }. For each event € Event, let event™ be an event
that event before the other events Event\{event} occur. Since one of the conditions on 7,4 occurs
before the other occurs, we have

Pr[T; € Tpad] < Z Pr[event®]

eventcEvent

- ok ok+n on

2?‘1

) (d+ @)(pw) L op+o) +(3(1og2n)a)mg"zn+ 5 0.502
we|u]

8.3.1 Upper-boundingPr[coll%, . ]. We first consider the collisions K11} = Klo2laxleorlnxlea] &

0.

on,#u

o If X,Ef“] N X,sz} # 0, i.e., a collision occurs in nonce-dependent input blocks between distinct

users, then a nonce collision occurs, since EIXi(a.l) X[w1 X(“Z) S X loz] ¢ ¢ x (o) _ xl@2)
1:J1 12,)2 11,J1 12,)2

N(a) = ethonce(Xl(laJll)) = extnonce(Xl(ajz)) = N(@) In the d-bound model, for each nonce

N of the w;-th user, the number of the other users with the same nonce is at most d. Hence,
for each pair of key and nonce the probability that the pair collides with one of the pairs

of the other users is at most .. Thus, we have Pr[Klel = Klo2] A X,Lwl] N X[sz} + 0] <
dq
Saclql 3¢ = 3

o If Xiﬁll NnX@2l £ 0, i.e., a collision occurs for nonce-independent input blocks, then each input
block Xl(j) € X,E‘wl] is defined as Xl(j) = Bia) Y where Y( «) | is an n-bit random value. By

1,j-1
using the n-bit randomness, we have Pr[K!<1] = “’Z]AXL?\JII ﬁz\’ @l 2 0] < (2)2,(% < Oz',f—ﬁ,.
Using the above bounds, we have
. dg 050
Pr[coll}, ., A X! nxted 2 0] < o+ e

We next consider the collisions K[®1] = Kl@2] A ylorl qylez] £ ¢ By —=mcolly, for each a € [g]
and (i, j) € Index'®, the number of tuples (8, (i, j")) € [q] xIndex? s.t.u(@ # yh) /\Yl(]a) = Yf’i?
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is at most g, thus the number of key candidates that yield the collisions is at most p. Hence, we
have

Pr[coll}, ., A Y nylez] 2 0]

n
K HO log, n
< ) et
a€(ql,(i,j) €lndex'®

Using the above bounds, we have

n
dq+—log2n'a o2

ok + ok+n

Pr[collon ] <

8.3.2  Upper-bounding Pr[colly, off]. We first consider the collisions Klual = K(P) and Xi(;) =X¥,

e We consider the collisions with Xl.(j) € X,hwj for some w € [u]. In the d-bound model, for each
B € [p], the number of input-output tuples (KIU<! X(a) Y(a)) such that X(#) = X(a) is at
most d, since X = X(a) = N@ = extnonce(X )) = extnonce(X(ﬁ)) Thus, the probablhty
that K!1 is equal to one of (at most) the d keys is ;z. Thus, we have Pr[3a, f,1, j s.t. Kluel =
RO AXD =XP] < B pepp) & =

o We cons1der the collisions with X(;x) € X, w] for some w € [u].Inthiscase,i = 1and 1 < j. For
Xl(j!) Xi;:l)], itis defined as X(“) B(“) Y(D’)1 where Y( @) | is an n-bit random value. By using
the n-bit randomness, we have Pr[Ea, ﬁ, I,js.t. Klual = K(ﬂ) /\X<a) X(ﬁ)] <o-p- =2

2k+n 2k+n .

ap
ok -

Using the above bounds, we have

d o
Pr[collonofi A X% = X)) < zf + 2,% .

We next consider the collisions K[U«! = K(#) and Y(a) Y For each § € [p], the number of

input-output tuples (K[!« X(]a) Y(a)) such that Y(ﬁ) (“) is at most d due to -mcolly. Thus,
the number of key candidates that yleld the collisions is at most 1, and we have

n
A H log, n P
Pr[collonoff A Yl(]a) = Y(ﬂ)] <p- o = sz .
Using these bounds, we have
(4+ =)
log, n ap
Pr[collonoff] < — + el
8.3.3 Upper-bounding Pr[mcoll}]. For each ay, . . € [q] and (i1, i;) € Index(®), ..., (i iy) €
Index %) st. Ug,, - - - Ug, are all distinct, the y tags Y(al) ...,Yim‘.‘) are independently chosen, and
() = "
(1) _ _ i
we have Pr[Y, ") = =Y, 1 <(5)" . Thus,
1 p-1 H @
Pr[mcolly] S(O-) (—) <2 (ﬁ) =2" nL
H 2" '[12" log, n -2t

Tga _n_
logy n eo 3(log, n)o \ ez
(()_2) < (g,

n
log, n 2
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using Stirling’s approximation (u! > (u/e)* for any p).

8.3.4 Upper-bounding Pr[collo,~,]. For each w € [u], X\, x (@) e xlel gt x(@) & x(%) e

@) (@) i1, )1 i2,J2 i1, J1 ig.j2’
[25] a 1

S =Y < =.

have Pr[Yll’j1 le’]Z ] < 5% Thus,

Ow 1 0.503,
Pr[collgn=u] < Z ( ) ) o < Z el
]

we[u]

Pr[Tr=r1]
Pr[T,=1]

Fix a good transcript 7 € T5004. Since online-query response tuples are fixed from input-output pairs

8.4 Lower-bounding

(X;j‘) , ija) ) and user’s keys, we evaluate the probability that all input-output pairs and user’s keys
result in the good transcript 7. By —collon off, 1€0llon 2y, and —collyn =y, for each of tuples (K, X, Y)
and (K',X’,Y)of E*inr,if K =K', X # X’ © Y # Y’ holds. Hence, Pr[T, = 7] > 0.

Regarding offline queries, in both worlds, the responses are defined by an IC. Hence, there is no
difference between the real world and Game 2.

Regarding user’s keys, in both the real world and Game 2, each user’s key is chosen uniformly at
random from {0, l}k , and there is no difference between the real world and Game 2.

Regarding online queries, in Game 2, for each new pair of key and input block, the output block
is chosen from {0, 1}", whereas it is chosen from {0, 1}" excluding the previous output blocks with
the same key. Hence, we have Pr[Tg = ] > Pr[T, = 7] and

Pr[Tg = 7] S
PI‘[TZ = T] - '

8.5 Deriving the Upper-bound

Pr[TR:T]
Pr[T,=r]* W ¢

Combining Lemma 4.1 with the upper-bound of Pr[T, € Jp.q] and the lower-bound of
obtain the upper-bound in Lemma 7.3.
[End of Proof of Lemma 7.3] m

9 Mu-Security of CCM with NKD

In this section, we consider the mu-security of CCM_NKD, CCM with the nonce-based key deriva-
tion NKD, following the previous application to GCM [14]. Compared to CCM with NR, CCM_NKD
replaces the dominant term %7 to %7, wherein o, is the maximum number of BC invocations
within the same nonce and user’s key, thus its online security becomes independent of o,.

9.1 Specification of CCM_NKD

Let Fx : {0,1}" — {0, 1}* be a KDF with a k-bit key K that accepts a nonce and returns a nonce-
based key of CCM. The encryption and decryption algorithms of CCM_NKD are defined in the
following.

e For an input tuple (N, A, M) € {0,1}" X A X M, the encryption CCM_NKD.Enc is defined as

CCM_NKD.Enc[E, Fx](N, A, M) =
CCM.Enc [EFK(N)] (N, A, M)
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e For an input tuple (N, A,C,T) € {0,1}" x A x M x {0,1}*, the decryption CCM_NKD.Dec is
defined as

CCM_NKD.Dec[E, Fx](N,A,C,T) =
CCM.Dec[Eg, (ny](N, A, C, T).

9.2 Multi-user PRF Security

In our proof, we assume that the KDF is mu-pseudorandom function (mu-PRF) secure. Let u be
the number of users. In the mu-PRF-security game, an adversary A has access to either real-world
oracles (Fg,, ..., Fk,) or ideal-world ones (Ry, ..., R,), where K; is the i-th user’s key defined as

K; & {0,1}* and R; is a random function of the i-th user defined as R; & Func(v, k). At the end of
this game, A return a decision bit. Then, the mu-PRF-security advantage function of A is defined as

muprf . dist
AdVF (A) = Adv(;:sKw)wEIu]»(Rm)wElu] (A).

For all possible adversaries A that have access to u users, make at most g queries, and run in time ,

muPrf(u, @, T) = maxa AdvmuPrf(A).

the maximum advantage is defined as Adv r

9.3 Mu-Security of CCM_NKD

For each nonce, the KDF in CCM_NKD provides a fresh key of CCM under the assumption that
Fk is a secure PRF. Hence, in the mu-setting, there are at most q keys of CCM via the KDF in
CCM_NKD. By using the bounds in Theorems 5.1 and 7.2, we obtain the following bounds of the
mu-AE security of CCM_NKD. Let o, be the maximum number of BC invocations whose keys are
defined by CCM_NKD with the same nonce and user’s key.

CoOROLLARY 9.1 (MU-SEcURITY OF CCM_NKD IN THE STANDARD MODEL). For any computationally-

bounded adversary A,
Adymuae A) < Ad muprf 0 Ady™UPTP 0 On0 Q4
veem nkp(A) S Adve T (u,q,7+0(0)) + Advy " (g 0,7+ 0(0)) + TR TR

COROLLARY 9.2 (MU-SECURITY OF CCM_NKD IN THE d-BOUND AND IC MODELS). For any computationally-
bounded adversary A,

muprf qd On0
AdvggﬁiNKD(A) < Advp " (4,9, 7+ 0(0)) + o + o
n n
4+ 5s) 0+ o) (3(logz )a) a(p+0)
+ + +— .
2k on 2k+n
With a discussion similar to Subsection 7.2, dominant terms in the bounds are g—f + 02"”0 + Z—f.

9.3.1 Choices for PRF. As mentioned in [6, 14, 26], the concatenation of truncated BCs and
CENC [20] are nice choices for the KDF in CCM_NKD. Particularly, when implementing AES with
AES-NI, the KDF can be efficiently performed.

10 Authenticated Encryption with NTKD

In this section, we present an AE mode AE_NTKD that enhances the mu-security of tag-based and
BC-based AE schemes including CCM and GCM by respecting its interfaces. AE_NTKD equips a
nonce- and tag-based key derivation NTKD.
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10.1 AE_NTKD

10.1.1  Parameters. Let k, v, and t be lengths of keys, nonce, and tags of AE_NTKD such that ¢ < n.
In AE_NTKD, AD and a plaintext/ciphertext are divided into data blocks called sectors. Each sector
is processed by using the underlying AE. Let s be the length of each sector.

10.1.2  The Underlying AE. We define the underlying AE scheme of AE_NTKD. Let AE be a tag-
based AE scheme that is a pair of encryption and decryption algorithms (AE.Enc, AE.Dec). Let
K, N, A, M, C, and T be the sets of keys, nonce, AD, plaintexts, ciphertexts, and tags of AE,
respectively. We define the set of tags of AE as 7 := {0, 1}*. The encryption algorithm AE.Enc :
KXNXAXM— CxT takes a tuple (K, N, A, M), and returns, deterministically, a pair of a
ciphertext and a tag (C, T). The decryption algorithm AE.Dec : KXN XAXCXT — {reject} UM
takes a tuple (K, N, A, C, T) and returns, deterministically, either the distinguished invalid symbol
reject ¢ M or a plaintext M € M. We require that V(K, N, A, M), (K',N', A/, M") € KXN XAxM
s.t. IM| = |M’| : |AE.Enc(K, A, M)| = |AE.Enc(K’, A’, M")|. We also require that YK € K,N,A €
A,M € M : AE.Dec(K, A, AE.Enc(K, N,

A, M)) = M. AE.Enc and AE.Dec with a key K € K are denoted by AE.Enckx and AE.Deck. Let
AEK = (AE.EI’ICK,AE.DGCK).

We extract a tag generation function and a core function of AE.Dec from AE. Let TagGen :
KXNXAXC — T be the tag generation function such that for any (K, N, A, M) € KXN XAXM,
(C,TagGen(K, N, A,C)) = AE.Enc(K, N, A, M) holds. TagGen with a key K is denoted by TagGeny.
Let AE.Dec” : KX N X AXCxT — M X T be the core function of AE.Dec that produces an
unverified plaintext M and a tag T, i.e., for an input (K, N, A, C, T) € KXNXAXCXT to AE.Dec,
the output is defined as follows: (M, T) < AE.Dec*(K, N, A, C) and the outputis Mif T = T; reject
otherwise.

10.1.3 KDF. We define the underlying KDF F. Let F : {0, 1}* x {0, 1}" x {0, 1} — K X N be the
KDF that takes a k-bit key, nonce, and tag, and based on nonce and a tag, returns a pair of key and
IV. F with a key K is denoted by Fg. For (K,N,T) € {0,1}* x {0,1}" x {0, 1}, let F}<(N, T) =K
and F.(N,T) = N such that Fx (N, T) = (K, N).

10.1.4  Specification of AE_NTKD. We define AE_NTKD. The specification is also given in Algo-
rithm 5 and Figure 1. For ,,x which is a maximum number of sectors in AD or a plaintext,
let addyek : {0,1}” X [lmax] — N be a nonce-updating function that takes nonce N and a
counter i, and returns nonce of the underlying AE such that VN € {0,1}",1,j € [lmax] s.t. i # j:
add, (N, i) # add (N, j). Note that in Figure 1, addnu (N, i) = N + (i — 1).

AE_NTKD.Encg : {0,1}" x {0,1}* x {0,1}* — {0,1}* x {0,1}" is the encryption algorithm
with a key K € {0, 1} that takes a tuple of nonce, AD, and a plaintext, and returns a pair of a
ciphertext and a tag. In AE_NTKD.Enc, AD and plaintext are respectively divided into sectors of s
bits Ay,...,A; and M, ..., M,,. Note that if A = ¢, then a = 0. First, a nonce-based key Kl and a
nonce-based IV N are defined by using the KDF Fg. Then, by iterating AE.Enc and Fg, AD sectors
are processed, followed by the process of plaintext sectors. The KDF takes nonce N and a tag of
the previous AE.Enc call, and returns a key of the next AE.Enc call.

AE_NTKD.Dec : {0,1}"x{0,1}*x{0, 1}*x{0, 1} — {0, 1}*x{0, 1}’ is the decryption algorithm
with a key K € {0, 1}* that takes a tuple of nonce, AD, a plaintext, and a tag, and returns a valid
plaintext if the inputs are authenticated; the reject symbol reject otherwise. In AE_NTKD.Deck,
AD and a ciphertext are respectively divided into sectors Ay, ..., A, and Cy,. .., Cy,. Then, similarly
to AE_NTKD.Encg, the AD sector blocks are processed by iterating AE.Enc and Fg, and then the
ciphertext sector blocks are processed by iterating AE.Dec* (instead of AE.Enc) and Fg.
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Algorithm 5 AE_NTKD
Encryption AE_NTKD.Enc(K, N, A, M)
Ty e 05 N e F2(N,0); A, ., Ag & A; My, .o, My &M
2: fori € [a+m] do
3 K« FR(N,Tiy); Ni — addgi(N, )
4 if i < a then (C;, T;) « AE.Enc(K;, N, A;, )
else (Ci_4, T;) «— AE.Enc(K;, Nj, &, M;_,) end if

5: end for
6: C«— Ci||*+||ICm; T < Tpym; return (C, T)

Decryption AE_NTKD.Dec(K, N, A, C, T)
sn

1 Ty e 05 N e FA(N,0°); Ay, ..., Ag & A; Gy, Cr €2 C
2: fori € [a+m] do
3: K; < FL(N,T;—1); N; < addyw (N, i)
4 if i < athen (M;,T;) «— AE.Enc(K;, N;, A;, €)
else (M;_,, T;) «— AE.Dec*(K;, N, ¢, Ci_g) end if
5: end for
: M<_A,/£1||"'”Mm;THTa+m
7. if T = T then return M else return reject end if

[=)

10.2 Security Model

10.2.1  Security Definition for AE_NTKD. We consider the mu-AE security of AE_NTKD in the IC
model, since the security of the underlying AE AE is considered in this model. Let u be the number
of users. We use the security definition given in Section 4.3 with

the real-world oracles O, == ((AE_NTKDK[M] welu]> E*) and

the ideal-world oracles Oigeal := (($0, Low)we[u]> E))s

where Vo € [u] : K1¢] & {0, 1}* and E* is an IC. Then, the advantage function of an adversary
A is defined as AdV,TE_a,f‘TKD (A) = Advc(')'f:al’ O (A). Let p and o be respectively the numbers of
offline queries and of BC calls of AE_NTKD in online queries. Let g4 be the number of decryption
queries. Let A be the set of all possible nonce-respecting computationally-unbounded adversaries
with the resources.

10.2.2 Assumptions. Regarding the KDF, we assume that F is mu-PRF secure. The definition of
mu-PRF security is given in Section 9.2.

Regarding the underlying AF, we assume that AE is mu-AE secure in the IC model. Let u; be the
number of users. We use the security definition given in Section 4.3. In this case, we consider
the real-world oracles: Orea := ({AEg1wl }ae[u,], EF) and

the ideal-world oracles: Oideal = ({($0> L) Ywe[w ], E), Wwhere Vw € [u] : Kl i‘K and E* is
an IC. Then, the advantage function of an adversary B is defined as Adv*°(B) := Advcgf:aly Ot (B).
Let #; be the maximum number of primitive calls of AE per online query. Let g4 ; be the number of
decryption queries. Let o; be the number of primitive calls of AE in all queries made by B. Let p;
be the number of offline queries. Let Q; := (u1, 01, q4.1, f1, p1) be the query resources of adversaries.
Then, for all possible computationally-unbounded adversaries with the resource Q1, the maximum
of the advantage function is denoted by Adv{f**(Q) := maxg Adv*°(B).
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In addition to the mu-AE assumption, we assume that TagGen is regular and almost universal.
The definitions are given below.

Definition 10.1 (Regular and Almost Universal (AU)). For an input tuple D to TagGeny, let Np
be the number of primitive calls (such as BC calls and n-bit field multiplications) of TagGeng (D).
Let 6 be a function that takes the number of primitive calls of TagGeny with 9; and returns a
probability for regular and AU. TagGen is said to be §-regular if for any Y € {0, 1} and any input

tuple D, Pr[K <i‘K; TagGeng (D) = Y] < §(Np, 0). TagGen is said to be §-AU if for any distinct
tuples D1, Ds, Pr[K <$;7(; TagGeng (D;) = TagGeng (D;)] < 5(Np,, Np,).

10.3 mu-AE Security of AE_NTKD

The following theorem shows the mu-AE-security bound of AE_NTKD with the assumptions that
F is mu-PRF secure, AE is mu-AE secure, and TagGen is regular and AU. The proof is given in
Section 10.5.

THEOREM 10.2. Let bg be the maximum number of BC calls in AE.Enc with a pair of s-bit AD and
the empty plaintext or a pair of empty AD and an s-bit plaintext. Let TagGen be §-regular and 5-AU

such that for the numbers of primitive calls Ny, N, and a positive integer ¢, (N1, N2) = C(le—fNZ)

VA € A : Advy Nr¢p(A) < Adv muPr (u,0,7+0(0)) 4 &7 +Ad VAR (Q)

where Qy (= (u1, 01,941, 1, p1)) = (Lo/bs] + ¢, 0,4, bs, D).

10.4 Applications to CCM and GCM

We first consider AE_NTKD with CCM in the IC model, i.e., AE = CCM. Note that the parameter c
of CCM is a constant [1]. Assume that AdvmuPrf(u, 0,7+ O(0)) is negligible compared with the
other terms, which can be realized by using highly secure KDFs, such as BC-based PRFs [6, 8, 14, 26]
and SHA-2/3-based KDFs [29, 30].

We evaluate the term Adv((}; (Q,) with Theorem 7.2. Let B be an adversary with the resource
Q. Let v be the maximum number of decryption queries per user. For w € [u], let o,, be the
number of BC calls in queries to the w-th user. Hence, 0 = },,¢[4,] 0w- By Theorem 7.2, for any
adversary B, we have

muae qd

3 o, (d+$)(”+")+(3(logzn)cr)mg';n+a(p+a) .

we[u]

Regarding the term )[4, Z—?X, since the number of encryption queries to each user is at most 1
and the number of BC calls in each query is at most bs, the term is maximum when for each of
some | gq/v] + 1 users, B makes v decryption queries that require bs BC calls per user. Without loss
of generality, assume that the user indexes with the decryption queries is from 1 to [gq/v] + 1. In
this case, for w; € [|qda/v] + 1], 0, = bs + bsv, and for w, € [|qa/v] + 2, u1], 04y, < bs. We thus
have

2 2 bs w
S T s (gl eny B, B

we[u] wy€[lga/v]+2,u1]
8b%vqyq . bso '
2n 2n

IA
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Regarding the number of forgery attempts v, it can be limited by rekeying. We thus assume that
vqq4 < o, and the above bound is at most 912’—2,0. We then use the parameter b; = V2" !¢, that
ensures bzsf = ;7. Putting the bound of Adv¢cyy (B) with b = V27’0, into Theorem 10.2, the

mu-AE-security bound is about

94  N2"'ono  dp

2t 2n 2k

When t = n, the bound ensures that AE_NTKD with CCM is mu-AE secure as long as o < 2" /+/o,,
and p < 2k,

Regarding GCM [11], Hoang et al. [16] derive the same bound for Adv{ ;i (Q1) as our CCM’s
bound in the d-bound model. Note that GCM uses the MAC algorithm GMAC and the parameter c of
GMAC is a constant. Hence, AE_NTKD with GCM is as secure as AE_NTKD with CCM regarding

muprf

mu-AE security. By using bs = /o, and assuming that Adv. " (u, 0, 7 + O(0)) is negligible and

vqq4 < o, the mu-AE-security bound is about ‘27—‘2 + 'zn;”"a + Z—f. When t = n, AE_NTKD with GCM

is mu-AE secure as long as o < 2"/4/o, and p < 2k,

10.5 Proof of Theorem 10.2

We first modify the real world, where R,, is replaced with Fg(.) for each w € [u]. The modified
world is called “middle world” Hence, an adversary A interacts with the middle-world oracles
Omiddie = ((AE_NTKD[R,,])we(u. E*), Where E* is an IC and AE_NTKD[R,,] is AE_NTKDj .|
with R,,. We then have

AV 1 (A) = (Pr [A% = 1] = Pr [AOnise = 1]) + (Pr [AOmse = 1] - Pr [A%er = 1]
We evaluate each difference in the followings.

10.5.1 Upper-bounding Pr [Aofea' = 1] —Pr [Aomidd'e = 1]. By the replacement from Oy, to Opiddies
the difference is bounded by the mu-PRF advantage, i.e., Pr[A%« = 1] — Pr[A%miade = 1] <
Ader"uPrf(u, 0,7+ 0(0)).

10.5.2 Upper-bounding Pr [Aomidd'e = 1] - Pr [Aoidea' = 1]. We use the following notations. For
a € [q], let my and a, be the lengths m and a of the plaintext and AD in the a-th online query. For
a € [q], values regarding the a-th online query are denoted by using the superscript symbol of
(@), eg., M@ @ etc. Let u, be the user index of the a-th online query.

We next define the following collision events in the middle world. For @ € [¢] and i € [ay + m4],

let Z)l.(a) be a pair of an AD sector and a ciphertext sector at the i-th AE call of the a-th online
query. If i < ag, then Z)i(“> = (A;a), €);if i > agq, then Z)i(a) = (g, Ml.<f2a).
coll ® 3a, B € [ql.i € [ag + mq], j € [ag+mg] st. (a,1) # (B, )
Aug=ug AN® = NP
A (];(7061),@;05)) + (]}(7,51),@]@)) A Ti(a) — Tj(ﬁ)'
The collision event considers a tag collision of some two distinct sectors or keys, yielding a key

collision of the underlying AE. In other worlds, each key of the AE is independently chosen as long
as coll does not occur. With the event, we have

Pr [Aomidd'*‘- = 1] —Pr [Aoidea' = 1] <Pr [Aomidd'*‘- =1| —|coll] —Pr [Aoidea' = 1] + Pr[coll] .
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10.5.3 Upper-bounding Pr [Aomidd'e =1 —|coll] - Pr [Aoidea' = l], We give an overview of the
evaluation. The detail evaluation is given in Section 11.

Assume that coll does not occur. In the nonce-respecting setting, all keys of AE.Enc in the middle
world are independently chosen by RFs (R,,)we[w]- Hence, {AE_NTKD.Enc[R,]}wefu] behave as
random-bit oracle up to the advantage Adv, ¢ *°(Q;), where Q, = ([0/bs]+¢, 0, g4, bs, p). Moreover,
each tag of AE_NTKD.Dec in the middle world is defined by using AE.Dec. Hence, the probability
of forging a tag of AE_NTKD.Dec[R,,] is bounded by the advantage Adv}**(Q;). We thus have
Pr [Aomidd'e =1 —|col|] - Pr [Aoid‘*" = 1] < AdvF*(Qy).

10.5.4 Upper-bounding Pr[coll]. For each a, 8 € [ql,i € [ax + mg],j € [ag + mg] such that
(a,i) # (B,j), ug = ug and N@ = N jf Tl(_al) * Tj(fg), then the keys Ki(a) and K}ﬁ) are
independently chosen, and thus by the regular property of TagGen, the probability of the tag
collision Ti(“) = Tj(/g ) is at most CZ%. If Tl(_al) = T](f 1) and Z)l.(a) # Z)](.ﬂ ). then by the AXU or regular
property of TagGen, the probability of the tag collision is at most 2;#.

For w € [u], let N, be the number of distinct nonces in queries to the w-th user. For i € [N, ],
let 0., ; be the number of BC calls in online queries with the i-th nonce to the w-th user. Then, for

Ow,i

each i € [N, ], there are at most [>*] keys of AE. By using the above bounds, we have

Ow,i A 9w,iT\2 ., bs
Prfcoll] < 3 (Us ]).%g g WA ek
]

2 2t 2t
welu w€[u]
i€[N,] i€[Ny]

< Z 4c(0y,i/bs)? - by < dcon0
_ ot b2t
welul,ie[Ny,]

10.5.5 Conclusion of the Proof. Combining the above bounds, we obtain the bound in Theorem 10.2.

11 Detail Evaluation of Section 10.5.3

Assume that coll does not occur in the middle world. Let A be an mu-AE-adversary against
AE_NTKD that makes p offline queries and online queries such that the number of BC calls
is at most ¢ and qq decryption queries.

We construct an mu-AE adversary B against the AE scheme AE that has access to u; (= [0/bs]+q)
users and an IC E* = (E,E™!). For w € [u], let Enc,, (resp. Dec,,) be the encryption (resp.
decryption) oracle of the w-th user. In the middle world, these oracles are (AE_NTKD[Rw])we[u]-
In the ideal world, these oracles are ideal AEs {($.,, L) }we[u]-

We define the adversary B in Algorithm 6 that simulates the A’s environment by using the B’s
oracles (Enc,,, Dec,,)we[y,]- In this simulation, for encryption queries by A, each sector of AD
and plaintexts is processed by B’s encryption oracles. In the middle world, each key of Enc,, is
regarded as an output of R,,. In the process of the i-th sector, the key of Enc,, (or user index) is
determined by the nonce and sectors processed so far that we call “prefix data sequence” If i < a+1,
then the prefix data sequence is (N, Aq|| ... ||A;-1) and if i > a+ 1, then itis (N,A,Cq]| ... ||Ci-1).
Note that for prefix data sequences, we consider ciphertext sectors instead of plaintext sectors.
For decryption queries by A, the responses are defined by using B’s decryption oracles Dec,,. For
prefix data sequences of the decryption procedure, we consider only the last (a + m)-th Dec,, calls,
since the decryption procedure performs Dec,, for the last sector. B has three tables &, N and U,
and two variables up,.x and b. For offline queries by A, the responses are defined by using B’s IC
E* = (E,E™"). Before A makes the first query, B performs the initialization that initializes these
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Algorithm 6 Adversary B
Initialization
LEON—0;U—D;upax — 0;b—0

Encryption procedure for A’s query to the w-th user (N, A, M)
LTy 0 Ay, Ag  A: My, ..., My, &M
2 N — N(w,N); if N(w,N) = ¢ then N & {0,1}" end if
N & {w,N,N}; A* & C* — ¢
foric [a+m] do
Nl' — addntk(N, l), W (L[(w» N, A*> C*)
if w = ethen U, ¢ Unax + 1; W < Umay end if
if i < athen D; « (A;,¢) else D; «— (&, M;_,) end if
(Ci, T;) « E(w,N;, D) )
if T; = e then (C;, T;) < Enc,,(N;, D;) end if
10 & (WNLDLC T U & (0, N, A", C,w)
11: if i < athen A" « A*||A; else C* « C*||C; end if
12: end for
13: C—Ci|l ' ICn; T < Tpym; return (C,T)

2 A A

Decryption procedure for A’s query to the w-th user (N, A, C)
1Ty« 05 Ay, ..., Ag & A;Cyy...,Cop &C
22 N — N(w,N);if N(w,N) = ¢ then N & {0,1}" end if
32 N <i {a), N, N}
4 if C=cthen A* «— Aq||-+||Ag—1; C* «— celse A" — A;C* « Cq|| - - - ||Cin-1 end if
5: w«— U(w, N, A*,C)
6: if w = ¢ then U ¢ Umax + 1; W < Umax end if
7: Nagim < addny (N, a+m)
8: if C = e then Dy — (Ag €) else Dy — (6,Cry) end if
9: M « Decw(Na+my z)a+m); U : (a), N,A*,C*, W)
10: if M = reject then return reject
else b « 1; goto the finalization end if

A’s offline query (K,X)to E
1: Makes an offline query (K, X) to the B’s oracle E and receive the response ¥
2: return’Y

A’s offline query (K,Y) to E™!
1: Makes an offline query (K, Y) to the B’s oracle E~! and receive the response X
2: return X

Finalization

1: if b = 0 then b < (an output of A) end if
2: return b
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tables and variables. After finishing all queries of A or a valid plaintext is returned in B’s decryption
procedure, B runs the finalization.

Regarding the tables, & keeps tuples (w, 1\7, D, C,T) where w is a user index of an B’s oracle,
N is a nonce-based IV, D is an input pair of AD and plaintext sectors to Enc,,, and C and T are
the ciphertext and tag of Enc,, with these inputs. Let S(w N,D) = (CT)if (0,N,D,C,T) € &;
E(w, N, D) = (¢ ¢) otherwise. N keeps tuples (w, N, N) where o is a user index w of A’s oracles
N is nonce in a query by A, and N is a nonce-based IV corresponding with N. Let N (w, N) =
if (0, N,N) € N and N (w, N) := ¢ otherwise. U keeps tuples (w, N, A*, C*, w) where o is a user
index w of A’s oracles, N is nonce in a query by A, A* is a concatenation of AD sectors, C* is a
concatenation of ciphertext sectors, and w is a user index of B’s oracles. Let U (w, N, A*,C*) := w if
(w,N,A*,C*,w) € U; U(w, N, A*,C*) := ¢ otherwise. The table is used for extracting a user index
which is performed in some previous query with the same prefix data sequence.

Regarding the variables, unay keeps the maximum user index of B’s oracles that B had access
to and b is the output bit of B. These variables are initially set to 0. umax becomes 1 if B makes a
decryption query such that a valid plaintext is returned or A returns 1; otherwise 0.

By the following justifications for the algorithm, B succeeds in simulating the A’s environment.
If A returns 1 or B makes a decryption query to Dec,, such that a valid plaintext is returned, then
B returns 1. Hence, for any adversary A, the adversary B ensures that

Pr [Ao"‘idd'e =1| —|CO”] —Pr [AOideaI — 1] < AdVA uac ().

The number of offline queries by B is p. Since BC calls of each AE call is bs, the number of users in
B’s game is at most [o/b;] + g. The maximum number of BC calls in online queries by B is o. The
number of decryption queries by B is g4. Hence, B’s resource is Q; = ([0/bs] + ¢, 0, q4, bs, p).

Justification of the Encryption Procedure in Algorithm 6. In the real world, regarding the encryption
procedure for the a-th online query made by A, B first defines a nonce-based IV N'®)_ If there exists
B € [q] such that u, = ug and the -th online query by A is a decryption one with N@ = NB),
N@ = N must hold. This condition is realized by using the table AV. If the same nonce is not
in N, N@ is chosen uniformly at random from {0, 1}, since it is defined by an RF in the middle
world. With the (simulated) nonce-based IV N(®), AD and plaintext sectors of the a-th online
query are processed by iterating B’s encryption oracles (Enc,,)we[y,]- We assume that coll does
not occur, thus there is no collision occur in inputs to RFs in the encryption queries to the same
user, ensuring that the keys of the underlying AE’s encryptions are all independent. Thus, our
simulation succeeds in simulating A’s encryption oracles in the middle world.

Note that A can make encryption and decryption queries with the same nonce to the same user.
Hence, in the middle world, the keys of the underlying AEs of encryption and decryption queries
must be the same if the prefix sequences of the keys are the same. This case is managed by using
the table U in our algorithm which keeps tuples of the prefix sequence and the following user
index.

In the ideal world, ciphertext sectors and tags are defined by using random-bit oracles ($.) wefu, ]
and thus our simulation succeeds in simulating A’s encryption oracles in the ideal world.

Justification of the Decryption Procedure in Algorithm 6. In the real world, for each f-th online
query made by A that is a decryption one, if there exists an a-th online query such that the query
is an encryption one, u, = ug, N#) = N(®)_ and the prefix data sequence of the last sector in the
p-th query is equal to some prefix sequence of the a-th query, then the output of the decryption
oracle is defined by using the same user as the encryption query by the table . If there is no such
encryption query, then B uses a new user’s decryption oracle. Hence, our simulation succeeds in
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simulating the A’s decryption oracles in the middle world as long as the decryption oracles do not
return a plaintext.

In the ideal world, for each decryption query from B, our algorithm returns reject.

Hence, our simulation succeeds in simulating the A’s decryption oracles in the ideal world.

12 Conclusion

This work studied mu-security of CCM, which has received less attention compared to GCM. We
p+u
+

. Our bound improves the online

term of the previous bound from min{%os S o } to &2 2" s and thls matches the mu-bound of GCM.
We further studied how the existing enhancing methods developed for GCM, nonce randomization
(NR) and nonce-based key derivation (NKD), could be applied to CCM. NR enhances the third
term representing offline security, t + ‘f in the d-bound
model. NKD further replaces the first term to =5%=. As a result, the mu- securlty of CCM becomes as
good as those based on GCM. Given that some real world applications would require even higher

mu-bound, we proposed a new enhancement method nonce-based and tag-based key derivation

dp
t + Zk»

0,,(7

which meets such real-world needs when BC is AES.

Dedicated mu-security analysis of symmetric-key schemes is still emerging, and there are several
targets for further research, including the conventional CCM variants such as CCM-SIV [23] and
EAX [2], and the newer schemes such as GCM-SST [7, 18].
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