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Abstract. We show that the certificateless signature scheme [Veh. Commun. 47:
100763 (2024)] is insecure, because an adversary can launch forgery attack for any
message. The signer’s certificateless public key is not tightly bound to the system
public key. The inherent flaw results in that the adversary can find an efficient
signing algorithm functionally equivalent to the valid signing algorithm. The findings
in this note could be helpful for newcomers who are not familiar with the designing
techniques for certificateless signatures.
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1 Introduction

Certificateless public key cryptography introduced by Al-Riyami and Paterson [1], does not
require the use of certificates to guarantee the authenticity of signer’s public key. But the system
parameters must be authentic. Chen et al. [3] investigated the structural extensions of security
models for certificateless signatures. Sa et al. [10] proposed a certificateless aggregate signature
from bilinear maps. Gayathri et al. [4] designed a pairing-free certificateless aggregate signature
scheme for healthcare wireless medical sensor networks. Hashimoto and Ogata [7] presented a
unrestricted and compact certificateless aggregate signature scheme. Wu et al. [12] discussed
a certificateless aggregate signature scheme secure against fully chosen-key attacks. Gowri et
al. [5] studied a certificateless aggregate signature based authentication scheme for Vehicular
Ad Hoc Networks (VANET). Cahyadi et al. [2] investigated a certificateless aggregate signature
scheme for security and privacy protection in VANET. Tomar et al. [11] presented a blockchain
based certificateless aggregate signature scheme for fog enabled smart grid environment. Iqbal
et al. [8] also proposed a certificateless aggregate signature scheme for VANET. Kabil et al.
[9] designed a certificateless aggregate signature scheme with Chameleon hashing based identity
authentication for VANET.

Very recently, Guo et al. [6] have proposed a certificateless aggregate signature scheme with
dynamic revocation in VANET. Though the scheme is interesting, we find it is insecure. An
adversary can find an efficient signing algorithm functionally equivalent to the valid signing
algorithm, even though he cannot compute the private key information of any signer.
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Table 1: The Guo et al.’s certificateless signature scheme
System initialization. KGC chooses the additive group G with prime order q, and a
generator P . Pick k ∈ Z∗q as its main private key, and compute Kpub = kP as its main public
key. Choose hash functions: H1 : G2 × {0, 1}∗ → Z + q∗, H2 : {0, 1}∗2 ×G2 → Z∗q ,
H3 : {0, 1}∗4 ×G→ Z∗q .

TA picks r ∈ Z∗q as its main private key, to compute Tpub = rP as its main public key.

KGC publishes the parameters params = {q,G, P, Tpub,Kpub, H1, H2, H3}.
Partial private key generationn. For the vehicle Vi with the real identity RIDi, TA
picks αi ∈ Z∗q to compute NIDi,1 = αiP , Li = αiTpub, NIDi,2 = RIDi ⊕H1(rNIDi,1, Li, Ti),
where Ti is the validity period for the pseudo identity. Send FIDi = (NIDi,1, NIDi,2, Ti) to
KGC and Vi.

KGC checks the validity period. Then pick ni ∈ Z∗q to compute Ni = niP ,
h2i = H2(FIDi,Kpub, Ni, Ti), ppki = ni + kh2i mod q. Send (ppki, F IDi, Ni) to Vi via a
secure channel.

Vehicle key generation. Vi computes h2i = H2(FIDi,Kpub, Ni, Ti) and checks if
ppkiP = Ni + h2iKpub. Pick si ∈ Z∗q to compute Si = siP , Ui = h2iSi +Ni, and the private
key SKi = ppki + h2isi mod q. Set its certificateless public key as PKi = (Ui, Ni).

Personal signature generation. Let ti be the current timestamp, ∇ be the current status
information, mi be the message to be signed. Vi picks bi ∈ Z∗q to compute
h3i = H3(mi, F IDi, PKi,∇, ti), Bi = biP , Yi = bi + h3iSKi mod q. Generate the signature
δi = (Bi, Yi). Broadcast mt = {FIDi,mi, δi, ti}.
Personal signature verification. Check the validity of ti and FIDi. If true, then
compute h2i = H2(FIDi,Kpub, Ni, Ti), h3i = H3(mi, F IDi, PKi,∇, ti), and check that
YiP = Bi + h3i(Ui + h2iKpub). If true, accept the signature. Otherwise, reject it.

Aggregate signature generation, Aggregate signature verification, Invalid
signature tracking, and Malicious vehicle revocation. See pages 6, Ref.[6].
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2 Review of Guo et al.’s signature scheme

In the considered scenario, there are five entities: Trusted Authority (TA) with a Tracking
Authority (TRA), Transportable Roadside Unit (RSU), Key Generation Center (KGC), Ap-
plication Server (AS), and Vehicles equipped with Tamper-Proof Devices (TPD). The involved
notations and their descriptions are listed below (see Table 2).

Table 2: Symbols and descriptions
symbol description

P generator of G with prime order q
H1, H2, H3 hash functions
Vi i-th vehicle
Tpub, r public/private key pair of TA
Kpub, k public/private key pair of KGC
RIDi, F IDi real/pseudo identity of Vi
PKi, SKi public/private key pair of Vi
ppki partial private key of Vi
V Pi, ti validity period and timestamp
(mi, δi) the pair of message and signature

The scheme consists of nine phases: System initialization, Partial private key generation,
Vehicle key generation, Personal signature generation, Personal signature verification, Aggregate
signature generation, Aggregate signature verification, Invalid signature tracking, and Malicious
vehicle revocation. It can be restated as below (Table 1).

The security model considers two types of attackers. Attacker A1 can replace the public key
of any vehicle, but cannot obtain the system master key or partial private key. Attacker A2 can
obtain the system’s master key and generate part of the user’s private key, but cannot replace
the public key of any vehicle.

3 Analysis of the Guo et al.’s scheme

3.1 Some typos

The definition of hash function H2 is inconsistent (see Fig.1).

Figure 1: Some typos

The following equation
SKi = ppki + h2iSi (1)

should be corrected as
SKi = ppki + h2isi mod q (1′)
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because ppki = ni + kh2i ∈ Z∗q , h2iSi = h2isiP ∈ G. It has confused two different groups.

3.2 Insecure against forgery attack

Given the signer’s certificateless public key PKi = (Ui, Ni) and the signature (Bi, Yi), the
verification equation is eventually expressed as

YiP = Bi +H3(mi, F IDi, PKi,∇, ti) · (Ni +H2(FIDi,Kpub, Ni, Ti)Kpub)

We find the signature scheme is insecure against forgery attack. An adversary can generate valid
signatures for any message.

Given a message m̂i and the target signer’s pseudo identity FIDi and the public key PKi =
(Ui, Ni), the adversary picks θ ∈ Z∗q and computes

Yi = θ, Bi =YiP −H3(m̂i, F IDi, PKi,∇, ti)
· (Ni +H2(FIDi,Kpub, Ni, Ti)Kpub),

where P ∈ G,Kpub are system public parameters and accessible to any adversary. Apparently,
the forged signature can pass the verification equation.

The drawback is due to that the component Bi of signature is simply used for the verification,
not truly bound to the target message and any entity’s public key.

By the way, the security proof (see page 8, Ref.[6]) is flawed because in the signature query
process it falsely specifies the dependency

Yi = x, Bi = (x− y − z)P.

It doesn’t consider the above forgery attack.

3.3 Further discussions

In certificateless public key cryptogrphy, the signer’s public key should be tightly bound to the
system public key. One can check the dependency so as to confirm that the signer’s public
key is really unreplaced by any adversary. But Guo et al. [6] have forgotten the necessary
requirement. It has not specified any mechanism to check the necessary dependency. Actually,
in the original presentation, the explicit dependency between the signer’s certificateless public
key and secret key is not properly used to construct any intractable problem, such as Elliptic
Curve Discrete Logarithm (ECDL), Computational Diffie-Hellman (CDH), and Decisional Diffie-
Hellman (DDH).

To fix the scheme, we refer to the certificateless signature schemes [3] for techniques to
clarify the mechanism for authenticating the signer’s public key and the signature concurrently,
especially, the technique of using hash functions to create the explicit dependency between the
public key and the resulting signature.
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4 Conclusion

We show that the Guo et al.’s certificateless signature scheme is insecure against forgery attack,
because an adversary can find an efficient signing algorithm functionally equivalent to the valid
signing algorithm. We hope the findings in this note could be helpful for the future work on
designing such schemes.
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