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Abstract. This paper introduces a new one-more computational problem for lattice-based cryptog-
raphy, which we refer to as the Algebraic One-More MISIS problem, or AOM-MISIS for short. It is
a modification of the AOM-MLWE problem recently introduced by Espitau et al. (CRYPTO ’24) to
prove security of new two-round threshold signatures.

Our first main result establishes that the hardness of AOM-MISIS is implied by the hardness of MSIS
and MLWE (with suitable parameters), both of which are standard assumptions for efficient lattice-
based cryptography. We prove this result via a new generalization of a technique by Tessaro and
Zhu (EUROCRYPT ’23) used to prove hardness of a one-more problem for linear hash functions
assuming their collision resistance, for which no clear lattice analogue was known. Since the hardness
of AOM-MISIS implies the hardness of AOM-MLWE, our result resolves the main open question from
the work of Espitau et al., who only provided a similar result for AOM-MLWE restricted to selective
adversaries, a class which does not cover the use for threshold signatures.

Furthermore, we show that our novel formulation of AOM-MISIS offers a better interface to develop
tighter security bounds for state-of-the-art two-round threshold signatures. We exemplify this by pro-
viding new proofs of security, assuming the hardness of MLWE and MSIS, for two threshold signatures,
the one proposed in the same work by Espitau et al., as well as a recent construction by Chairattana-
Apirom et al. (ASIACRYPT 2024). For the former scheme, we also show that it satisfies the strongest
security notion (TS-UF-4) in the security hierarchy of Bellare et al. (CRYPTO ’22), as a result of
independent interest.

1 Introduction

One-more assumptions enable proofs of security for several interactive protocols, most notably
identification schemes, threshold signatures, multi-signatures, and blind signatures. The perhaps
most prominent example is the one-more discrete logarithm assumption (OMDL) [BNPS03], which
requires the hardness of computing () discrete logarithm instances given access to an oracle that
allows the adversary to compute () — 1 discrete logarithms of arbitrary group elements. It has been
used throughout several security proofs (e.g., cf. [BNPS03, FPS20, NRS21, BCK*22]), where the
oracle allows the reduction to simulate secret-key dependent behavior of honest parties without
knowing the secret key. This notwithstanding, the main point of controversy is that an assumption
such as OMDL is very strong—for instance, Koblitz and Menezes [KMO8] point out that in certain
groups, it is easier to break OMDL than to solve the standard discrete logarithm problem. The
only available route justifying its plausible hardness on standard elliptic curves is a proof [BFP21]
in the generic-group model (GGM) [Sho97, Mau05].

PROVABLY-HARD ONE-MORE PROBLEMS. A few recent works [TZ23, BLT*24] follow a different
path: While they still leverage the power of one-more problems as an intermediate interface to
design modular security proofs, they also instantiate the underlying mathematical structure to
support a proof that the one-more problem is indeed hard based on more standard assumptions,
such as the hardness of (standard) discrete log/RSA (in [TZ23]) or of DDH (in [BLT24]).
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This is the angle pursued by this paper—we seek one-more problems which are sufficiently
expressive to enable useful security proofs, while also enjoying provable hardness from standard
assumptions. This paper deals specifically with lattice-based cryptography. Espitau, Katsumata,
and Takemure (EKT) [EKT24] recently introduced a one-more problem they refer to as algebraic
one-more MLWE (AOM-MLWE) and show that its hardness yields the security of a two-round
threshold signature. They also establish the selective hardness of AOM-MLWE from the standard
MLWE and MSIS assumptions, which is however unfortunately not sufficient to support their
application to threshold signatures. Another example—Iless relevant for this work, however—is the
one-more ISIS problem [AKSY22], used in the construction of lattice-based blind signatures, which
has also only been validated via cryptanalysis.

OUR CONTRIBUTIONS, IN A NUTSHELL. We introduce a new variant of AOM-MLWE which we refer
to as Algebraic One-More MISIS (AOM-MISIS, for short),! and for which we show two different
types of results:

- Provability. We show that the hardness of AOM-MISIS follows from the hardness of MSIS and
MLWE, with suitable parameters. In fact, the hardness of AOM-MISIS implies the hardness of
AOM-MLWE, and thus our result carries over to AOM-MLWE, providing the first reduction of
AOM-MLWE to standard assumptions, which was left as a main open question in [EKT24].

- Ezxpressivity. We show the security of the EKT threshold signature scheme from [EKT24],
as well as of the recent scheme by Chairattana-Apirom, Tessaro, and Zhu [CATZ24]|, assuming
the hardness of AOM-MISIS. In turn, this establishes the security of these schemes from MSIS
and MLWE. We obtain either better concrete security bounds compared to [CATZ24], or proofs
under weaker assumptions compared to [EKT24] for slightly larger concrete parameter sets. We
also give a proof that the EKT scheme satisfies the strongest notion of security in the hierarchy
of Bellare et al. [BCK'22].

ALGEBRAIC ONE-MORE MISIS. The definition of AOM-MISIS relies on the cyclotomic ring R =
Z[X]/(XN+1), where N is a power of two, as well as the associated ring R, = R/qR =~ Z,[X]/(X" +
1) for an odd prime q. The problem is defined via the following game:

- Input. The adversary is initially given a matrix A = [A|l}] € kam, where A «s ka(m k),
as well as @ instances t; < As;, for i € [Q)], where s; «<—s 2 is small” and sampled from an
m-~dimensional discrete Gaussian with parameter ;. The instance number @ is a parameter of

the game.
- Oracle access. The adversary can also (adaptively) query an oracle PI which takes as input a
Q-dimensional vector b € R?, and returns 2ie[q) bisi-

To win, the adversary needs to output both b= (bl, ... ,BQ) € R? and a “short” solution § € R™

such that X
> biti = A3
i€[Q]

To exclude trivial winning strategies, b must however not be in the span of the vectors by, bo, . ..
queried to PI. We in fact require something stronger, namely that in order to win, the adversary
also needs to additionally output u € R?, along with b and 8, and the following two properties
need to be satisfied:

! Our naming is due to the fact that we prefer to think of our problem as a one-more version of Inhomogenous SIS
(SIS), rather than of LWE.



- The vector w is orthogonal to all vectors by, bo, ... queried to PI, but not to B, ie., biTu = 0,

~T
but b w # 0. Here, orthogonality is defined with respect to the ring R.
- Both vectors (by - 01,...,bg - 0g) and (u1/01,...,ug/0q) are appropriately small, when inter-
preted as real vectors. Both conditions are necessary, as otherwise a simple attack exists.

Our main result is a concrete reduction showing that the AOM-MISIS problem is indeed hard if the
Module LWE (MLWE) and Module SIS (MSIS) assumptions also hold with suitable parameters,
related to the parameters of the above game. Our proof relies on a novel generalization of the
technique by Tessaro and Zhu [TZ23], which was originally used to obtain hard one-more problems
based on linear hash functions. The origin of this technique goes back to the analysis of Okamoto
signatures [Oka93], and was used also in [HKL19]. Some prior works [TZ23, HKLN20] can be
interpreted as attempts to adapt this approach to the lattice setting in limited ways, but in our
context, they would lead to worse parameters and restrictions on the generality of our game. We
discuss further details in Section 2 below.

We note that the hardness of AOM-MISIS implies the hardness of AOM-MLWE, and thus
we resolve the main open problem from [EKT24], which only provided an analysis for selective
adversaries issuing their oracle queries beforehand. In fact, the main difference between AOM-MISIS
and AOM-MLWE is the winning condition. We require outputting a single short solution for a
suitable non-trivial linear combination of the challenges, whereas AOM-MLWE requires outputting
@ short solutions for all challenges, given (Q — 1 access to a similar oracle, although with different
conditions on the queries. These changes are what in part enables simpler reductions for threshold
signatures. A more detailed discussion is provided in Section 4.2.

APPLICATIONS TO THRESHOLD SIGNATURES. We first recall that in a t-out-of-n threshold signature
scheme [Des88, DF90], n potential signers each hold a secret share of a secret signing key, with
an associated public verification key. Any subset of (at least) ¢ of these signers is able to jointly
produce a signature, via interaction, whereas an adversary that controls fewer than ¢ signers should
not be able, on its own, to come up with a valid signature.

We leverage AOM-MISIS to obtain tighter analyses for state-of-the-art two-round lattice-based
threshold signatures, based on the MSIS/MLWE assumptions, and without assuming the hard-
ness of any ad-hoc one-more problem. We focus on two threshold signatures, which we refer to as
CTZ [CATZ24] and EKT [EKT24]. There are several small differences between the two construc-
tions, despite the fact that they instantiate similar ideas. Both can be seen as a natural threshold
version of the Fiat-Shamir-with-abort paradigm [Lyu09] that also underlies DILITHIUM [LDK*22],
albeit dispensing with the actual abort, and using a sufficiently large modulus instead. In particu-
lar, EKT is a threshold version of Raccoon [dPKPR24], submitted to the additional NIST call for
post-quantum signatures [Natnt]. They are natural lattice analogues of FROST [KG20, BCK*22,
CKGW22], a very lightweight threshold Schnorr signature.

Taking some liberty from their formal description, in both schemes, as a result of the second
round, the ¢-th signer produces an affine signature share

Z; =1; +C- \;ss;

in a suitable algebraic structure, where ss; is the i-th signer’s key share, c is a hash value associated
with the signature, and ); is a linear reconstruction coefficient associated with the secret sharing
scheme. With S being the set of signers, the final signature has format (R, z), where R = A, _¢7;,
(A is a public matrix) and z = ), g 2;. However, the two schemes differ in the following aspects:



- In CTZ, to avoid leakage of the secret shares, A;ss; needs to remain sufficiently small and thus a
secret sharing scheme with small reconstruction coefficients is needed. This incurs a significant
cost due to the larger share size when compared to Shamir secret sharing. The security proof
in [CATZ24] is fairly involved, and gives a direct reduction to MSIS.

- To enable the use of Shamir secret sharing, EK'T changes the initial setup to ensure that any pair
of signers shares a secret key, and these keys are used, in each execution of the signing protocol,
to generates (pseudo)random masks (msk;);es such that >, qmsk; = 0. The i-th signer then
sends z; + msk; in the second round instead of z;, and this ensures that only the sum of the z;’s
is leaked. The security proof in [EKT24] relies on the direct use of the AOM-MLWE assumption,
and since the constructed adversary is inherently not selective, they need to rely on a conjecture
about the hardness of AOM-MLWE.

In Sections 5 and 6, we give new security analyses for both schemes based on direct reductions from
AOM-MISIS, which in turn yield concrete security proofs from MLWE and MSIS. Our result for
CTZ yields better parameters than the analysis of [CATZ24]. The result about EKT, in addition to
now basing security on MLWE/MSIS alone, also shows a strong security property for this scheme,
namely TS-UF-4 in the hierarchy of Bellare et al. [BCK'22]. The concrete efficiency numbers
derived from our bounds are somewhat worse than those from EKT, but their concrete analysis
relies on their own cryptanalysis of AOM-MLWE, whereas we use standard parameters for MLWE
and MSIS. Closing the gap between the cryptoanalysis-driven parameter choices and those derived
from our security reduction remains an interesting open problem.

The recent work on Ringtail [BKL'24] also proposes a threshold signature scheme similar in
spirit to EKT and with a proof of security under MLWE. In Ringtail, unlike EK'T, signers need
to know already in the first round the set of involved signers S, and thus, unlike EKT and CTZ,
Ringtail is not partially non-interactive in the sense of Bellare et al. [BCK™22]. Ringtail also needs
to authenticate first-round messages. The authors of Ringtail mention removing these restrictions,
while preserving comparable efficiency and provability from MLWE/MSIS, is an open problem,
which we resolve here based on the EKT scheme.

Ringtail’s security bound degrades with the number of random oracle queries, whereas ours
degrades with the number of signing sessions. We note that the latter is a system parameter that
can be enforced, whereas the former scales with the running time of the adversary.

REMARKS ON CTZ. While the concrete efficiency of CTZ is significantly worse than that of EKT,
we see value in the CTZ construction because it does not rely on pairwise masks. CTZ closely
resembles the structure of the original FROST protocol, making it a promising starting point for
achieving identifiable aborts (constructing efficient partially non-interactive lattice-based threshold
signatures with identifiable aborts is a big open problem in the field). In contrast, achieving iden-
tifiable aborts in EKT seems less likely without relying on heavyweight NIZK proofs, due to its
reliance on pairwise masks.

Also, the security argument of CTZ works for a class of linear secret sharing schemes rather
than a specific scheme. Its main source of inefficiency stems from the underlying secret sharing
scheme, and its efficiency could be significantly improved if better instantiations of the underlying
secret sharing scheme are proposed.

OTHER RELATED WORK. We note here that there are other approaches to threshold signatures.
First off, Fully-Homomorphic Encryption (FHE) generically yields round-optimal threshold signa-
tures [BGGK17, BGG™ 18, ASY22]. These require however the homomorphic evaluation of the sign-
ing algorithm, and thus come with a substantial computational overhead. Earlier works [DOTT21,




Che23] proposed two-round n-out-of-n threshold signatures derived from constructions for the re-
lated notion of multi-signatures. Gur et al. [GKS23] proposed two-round construction based on
linearly homomorphic encryption (LHE) which supports arbitrary thresholds. Both rounds are
message-dependent. More recently, Pino et al. [DKM™*24] propose a more efficient lattice-based
threshold signature scheme that does not rely on FHE or the aforementioned heavy primitives,
but the drawback is that the protocol has three message-dependent rounds. Recent work [KRT24]
also gives a five-round threshold signature with adaptive security based on MLWE/MSIS, whereas
a threshold version of Falcon [PFH'22] was presented in [ENP24]. The latter scheme is designed
for robustness but requires four message-dependent rounds and incurs quadratic communication
complexity in the threshold.

2 Technical Overview

The main goal of this section is to provide a detailed overview of our main result establishing the
hardness of AOM-MISIS based on MSIS and MLWE. We stress that our reduction will involve
concrete parameters, but we keep the discussion in this section somewhat qualitative on this front.

At a technical level, it helps to see AOM-MISIS as a lattice-based analogue of the AOMPR
framework proposed by Tessaro and Zhu (TZ) [TZ23] to define one-more problems for linear hash
functions. Their framework does not cover lattice problems, however—we aim to adapt it to lattices,
and this presents a number of challenges, which we explain in this section. We will also discuss how
prior works have already tried to overcome such challenges, how those approaches are not sufficient
for our purposes, and what we do instead.

We focus first on a variant of AOM-MISIS we denote as wAOM-MISIS, where the adversary
does not output the relaxation vector b and is instead asked to output () solutions 31,...,5¢ with
small norm (instead of a single solution) such that ¢; = As; for all i € [@]. Also, the constraint

b wu # 0 is now changed to u # 0 instead, while b;fpu = ( still must hold for the queries to PI.

This problem is not easier than AOM-MISIS: If the adversary wins the wAOM-MISIS game,
there exists an index ¢ € [@] such that u; # 0, and thus the adversary can win the original game
by outputting (8;, e;, u), where e; is the i-th unit vector. This is also the idea underlying the proof
that AOM-MISIS hardness implies the hardness of AOM-MLWE in Section 4.2.

Reduction ideas from [TZ23]. We now provide a self-contained review of TZ’s proof framework
in the context of wAOM-MISIS, and explain where it fails. In particular, given an adversary A
for the wAOM-MISIS game, we build a simple MSIS adversary B that takes a random matrix
Ae ngxm as input and outputs a vector z with small norm such that Az = 0. To start with, B
runs A by simulating the wAOM-MISIS game faithfully using the matrix A and sampling s; by
itself. After receiving (51,...,5¢g,u), if A wins, B finds an index ¢ € [Q] such that §; # s; and
outputs z <« §; — s;. Otherwise, B aborts.

ANALYSIS OF B. It is not hard to see that B wins the MSIS game if such an index ¢ indeed ex-
ists, since Az = As; — As; = 0 and |z| < |s;| + |$i]| is bounded given both |s;| and |s;| are
bounded. Here |-| denotes the fo-norm. The hard part is to show that such i exists w.h.p. under
the assumption that A wins w.h.p., and this is what we discuss next.

Following the same lines as TZ, we can assume w.l.o.g. that A is deterministic, and thus the
view View4(s1,...,8¢) of A (assuming the matrix A is fixed) is completely determined by the




challenge secrets (s1,...,sQ). Also, we denote by D the set of secrets (si, ..., sq) such that A wins
the wAOM-MISIS game.

While this is not the case for us, suppose for now that D is finite and each (si,...,sq) is
sampled uniformly from D. The first step is to find a derangement @ of D, i.e., a permutation of D
without fixed points, such that for any (s1,...,s9) € D, View4(s1,...,8¢Q) = View4(s],..., s’Q)
with (s,..., s’Q) = &(s1,...,80Q). Therefore, A also produces the same output (si,...,s,,u) in
both cases. Since (s1,...,80) # (s],...,8q), there exists an index i € [@] such that s; # s} and
thus either s; # §; or s, # §;, which means B wins the MSIS game in at least one of the cases.
Since @ is a permutation of D, for at least half of elements in D lead to B winning. Therefore, 5
wins with at least half of the probability that A wins. Crucially, note that @ does not need to be
efficient for this argument to succeed, as the algorithm B described above is the actual reduction.

CONSTRUCTING @. The first idea is to define @ such that

D(s1,...,8Q)=(s1+ui-A4Q,...,80 +ug-4), (1)

where A € R™ is a non-zero vector such that AA = 0 (we will discuss below how to ensure such
A exists), and u is the vector output by A in an execution with the secret value (si,...,sqg). It
is not hard to check that (si1,...,8¢g) and @(s1,...,sq) produce the same view. First off, since
A(s; +u; - A) = As; + u; - (AA) = As;, the input of A is identical in both cases. Further, for
each PI query b made by A, since u is a non-zero vector satisfying ZiE[Q] u;b; = 0, we have
ZiE[Q] bi(s; + u; - A) = ZiE[Q] b;s; + (ZiE[Q] biu;) - A = Zie[Q] b;s;, which means the response
received by A is identical in both cases.

ISSUES AND PRIOR APPROACHES. The issue with the above approach is that in our setting the
secrets are not sampled uniformly from a set. Two prior works [TZ23, HKLN20] have overcome this
issue by sampling s; uniformly from a bounded box Z! := {z € R™[|z| < 5;}. Still, the challenge
now is that @ is no longer a permutation over a subset of ! x --- x 2y , since |si + u; - Al can

be larger than f3; even though |s;| < ;.

To overcome this issue, Hauck et al. [HKLN20]? proposed to set 3; to be very large such that
the total faction of s; € % such that s; + u; - A falls outside %} is negligible in the security
parameter k. Then, one can still show B wins with nearly at least half of the winning probability
of A. However, this requires o; = £2(2" |u; 4| ), which results in very inefficient constructions using
this approach.

Chairattana-Apirom et al. [CATZ24] overcame the 2" barrier with a different approach. They
let s1 be sampled from Zj, whereas s; is sampled from 7. They use this in the security proof
of their threshold signature scheme based on the MSIS assumption, but their technique can be
massaged into a reduction from MSIS to a restricted version of the wAOM-MISIS game, where the
PI queries are restricted, but still sufficient for their application.

Their proof is in some sense a probabilistic relaxation of TZ’s, in that for any s; € R™, they
consider a random variable View 4(s1) which represents the view of A given the first secret is si,
whereas the remaining secrets are sampled afresh from discrete Gaussian distributions. If for any
81 # 8| € R™, such that As; = As], we can show that View 4(s1) and View 4(s}) are identically
distributed, then we can once again carry out the same argument as above. They in fact generalize
this argument by showing that if the Rényi divergence of View 4(s1) from View 4(s}) is small, one

2 We note that [HKLN20] precedes [TZ23], but deals with a lattice-analogue of a linear-hash function based frame-
work introduced by [HKL19] similar in spirit to that of [TZ23].



can still show that the winning probabilities of B and A are sufficiently related. Finally, they show
the Rényi divergence is indeed bounded for the special types of queries they consider. Doing so,
they ensure that o; depends linearly on /@ instead of 2".

Still, their reduction fails if A issues general PI queries, and this is because the Rényi divergence
of View 4(s1) from View 4(s]) is no longer bounded. For example, the first secret (either s; or s) can
be recovered from an PI query with input (1,0,...,0). Moreover, they need to ensure that almost
all s1’s have one partner s, # s; € 93;3’1 such that As; = As/, and this requires 5 > or/N gk/m 3
which leads to inefficient parameters in their threshold signature.

2.1 Step 1: Generalizing TZ’s argument

Our goal is to provide a reduction that supports an adversary A without any extra restrictions
on its queries to PI, and furthermore that ensures hardness even for sufficiently small parameter
choices in wAOM-MISIS. For this reason, we take a different route and generalize TZ’s argument to
a setting where each s; is sampled (independently) from an arbitrary distribution P;, rather than
uniformly from a finite set.

Let P = P1 x --- x Pg be the joint distribution of (si,...,sq). Then, instead of requiring @
to be a permutation of D (recalling that D is the set of secrets (s1,...,sg) that make A win the
wAOM-MISIS game), we require that the distribution of (si, ..., sg) conditioned on (s1,...,8¢Q) €
D (denoted as Pjp) is identical to that of @(s1,...,sq) conditioned on (s1,...,sq) € D (denoted
as ®(Pip)). The original TZ approach corresponds to the case when P is a uniform distribution
over D. Here, since arbitrary distributions over D are allowed, we no longer require D to be a
finite set. The two other requirements for ¢ remain the same, i.e., @ has no fixed point over D and
View 4(81,...,8q) = View4(P(s1,...,5Q))-

Our key observation here is that the previous argument to lower bound the success probability
of B still applies. To see this, it helps us to extend @ to the space of all potential secrets (not only
those in D) by defining &(s1,...,sQ) := (81,...,8¢) for all (s1,...,s9) € R™\D. Then, consider
the following two adversaries B’ and B”.

- B’ is the same as B except that B’ samples (s1, ..., sq) from &(P).
- B” is the same as B except that 1. B” samples (r1,...,7g) <sP and computes secrets as
(81,...,8Q) < D(r1,...,7Q); 2. after A returns, B” outputs §; — r; if there exists r; # §;.

We note that B’ and B” do not need to be efficient. They are only used to compute the winning
probability of the (efficient) adversary B.

Denote now by PWiny the winning probability of X € {A, B, B’, B"}. Then, the conclusion that
PWing = 1/2PWin_4 is a straightforward corollary of the following three facts.

Fact 1. PWing = PWing;
Fact 2. PWinB = PWinB//;
Fact 3. PWinB/ + PWinB// = PWin_A.

Fact 1 is straightforward since P is identical to @(P), which means B and B’ behave the same. Fact
2 is also not hard to see. Since View(71,...,7q) = Viewa(®(r1,...,7Q)) = Viewa(s1,...,89Q),
even if B” sets the secrets to (r1,...,7q) instead of s1,. .., sg, the output of B” remain the same.
However, then, B” is identical to B, which implies the second fact.

3 Since N is usually set to 512 or 1024, the leading term here is qk/m.



Finally, to prove the third fact, we can interpret the sampling process of B’ as first sampling
(r1,...,7qQ) from P and then set (s1,...,8¢Q) < @(71,...,7Q). Then, the only difference between
B’ and B” is that B’ check whether there exists s; # 8;, while B” check whether there exists
r; # 8;. Since @ has no fixed point over D, we know (r1,...,7qQ) # (81,...,8¢q) if (r1,...,7g) € D.
Therefore, for each (r1,...,7¢g) € D, at least one of B’ and B” wins, which implies Fact 3.

However, if we use @ from Equation 1, this extended argument does not give us any benefit.
Indeed, @ as define is a bijection over D, and therefore, the relaxed condition Pjp = ®(Pp) still
requires P to be a uniform distribution over D. Also, it is unclear whether there are other ways to
construct such @.

FURTHER RELAXATION ON THE REQUIREMENTS OF @. The way out from the above situation is
that that the two distributions do not need to be exactly identical. In fact, this condition is only
needed by Fact 1. Concretely, we relax the condition that Pjp = @(P)p) to requiring that the Rényi
divergence of Pip from &(Pp) is small, denoted as Rq (P(Pip)|Pp), where a > 1 is a parameter
we can choose. Then, due to the property of Rényi divergence (formally see Lemma 4),

PWing: < (Ra (2(Pp)|Pp) - PWing) @~/ .
Combining with Fact 2 and 3, it gives
PWin 4 < PWing + (Ra (2(Ppp)|Pip) - PWing) ™/,

which upper bounds the winning probability of .4 by the advantage of solving the MSIS problem.
We note that it is possible to get analogous statements using other distance measures, but they fail
to give equally good parameters in our application scenarios.

Also, we emphasize that although both our work and [CATZ24] use Rényi divergence, the latter
work bounds Rényi divergence between the wviews of A, when run with different secrets, whereas
we bound the Rényi divergence between distributions of secrets before and after applying the &
map. The context where we use Rényi divergence is also very different from that of other works in
lattice-based cryptography.

2.2 Step 2: Upper bounding R, ($(Pp)|Pp)

It is left to show that R, (@(73|D)H73|D) is bounded, for the specific construction of @ given in
Equation 1, and again assuming a suitable A exists. The intuition that the two distributions
should be close is that @ is local in the sense that it maps each element to a nearby one given
[(ur 4, ..., ugA)| is small. Since each secret is sampled from a discrete Gaussian distribution,
elements that are close in distance have similar probabilities of being sampled. However, turning this
idea into a proof is still challenging, as both P|p and 45(73“3) are not “well-structured” distributions,
since both the set D and w can be arbitrarily determined by A.

Our key insight here is that D can be decomposed into several disjoint sets such that the
distributions conditioned on each set is a one-dimensional discrete Gaussian. Then, we can upper
bound the Rényi divergence of the distributions conditioned on each set, which implies an upper
bound on R, (2(Pp)|Pp)-

More precisely, for each (s1,...,s¢9) € D, our definition of ¢ in Equation 1 also ensures that
View 4(81,...,8¢) is identical to View4(s1 + kuy - A, ..., 89 + kug - A) for any k € Z, where u
is the vector output by A given secrets being (si,...,sq). Denote Sw[si,...,sq] := {(s1 + ku; -



A, ...,80 + kug - A)|k € Z}. We can show that @ is a bijection over Sw[si, ..., sg], and all the
Swlsi,...,8q] sets are either the same or disjoint with each other. Therefore, we just need to
bound

Rq (¢(7D|3W[s1,A..,SQ])|\73|sw[sl,...,sQ])

for each (s1,...,s¢g) € D.

Now the problem is much easier since Pg, s, is well structured: each P is a discrete

y8Q]
Gaussian distribution over R9™, and Swlsi,...,8q] is a one-dimensional lattice over RO™ In
fact, we can transform Piswlsi....sq] nto a discrete Gaussian over Z with standard deviation
[(ur/or - A, ... ug/og - A))| 714 while D(Pisy(s1,...sq]) 18 exactly the same distribution shifted by
1. Therefore, we can use the upper bound from [TT15] (see also Lemma 6) of the Rényi divergence.

We refer to Section 4.3 for the proof details.

Further optimizations. We explain in this subsection two further optimizations we do to the
reduction, which give us better parameters.

OUTPUTTING ONLY ONE SOLUTION. We observe that the reduction B uses only one of the solutions
output by A, which means most of the solutions are actually redundant. In fact, the reduction still
works if A outputs a single solution (i, §) for the i-th challenge satisfying u; # 0 and B just outputs
8—s; if 8 # s;. This is because for each (s1,...,5¢) € D and (s}, ..., sp) = @(s1,..., 8q), we have
s; # 8; +uj - A= s} if u; # 0, and thus B wins in at least one of the cases if A outputs a solution
for the i-th challenge. This leads us to define our AOM-MISIS problem, where A is only required to
output a single solution s together with a relaxation vector b such that Zie[Q] bit; = As. Similarly,

the requirement on the special solution becomes ZiE[Q] u;b; # 0. The relaxation vector b is needed
when reducing the security of the threshold signatures to the hardness of AOM-MISIS.

REDUCING THE NORM OF A. One question we do not answer in the above discussion is how to
guarantee the existence of a small non-zero vector A € R™ such that AA = 0. Such A must exist
in " if |,%’g}2| > ¢*N, which implies 8 = £2(¢*/™). However, this results in a large |A| negatively

impacting both the Rényi divergence bound and o;, which depends linearly on |4].

We can get a smaller |A| by relying on the MLWE assumption to embed a small A into A as a
(very minimal) trapdoor. We sample A as [d|D|I;], where D «s Rém_k_l)Xk and d = Da + e with
a s %’gﬁ;kil and e «s %Elwe. Then, we can let A = (1, —a, —e), which satisfies AA = 0, and |A| <
/M Piwe, which is much smaller than ¢*™. By the MLWE assumption, [d|D] is computationally

indistinguishable from a matrix uniformly sampled from R((Im_k)Xk.

Two remarks are in order. The first is that this trick would not have worked to improve the
parameters of [CATZ24] directly, as they need something stronger than the existence of a small A.
Second, the way we use MLWE here is different than its use to improve parameters in prior works
on lattice-based signatures and threshold signatures (e.g. [Lyul2, BTT22, DKM™*24]). It is really
tailored at supporting our tighter analysis of the reduction via the embedding of a small enough A.

* This is the reason why we bound |u1/071,...,ug/og| in the winning condition.



3 Preliminaries

3.1 Notation

For any positive integers k < n, [n] denotes {1,...,n}, and [k..n] denotes {k,...,n}. We use
to denote the security parameter. For a sequence of variables z1,...,zy, we use z;; to denote
(z1,...,7;) and x[; ;) to denote (x4, ..., 7).

For a finite set S, |S| denotes the size of S, and = <3 .S denotes sampling an element uniformly
from S and assigning it to x. For a distribution D, denote Supp(D) as the support of D, and x «s D
denotes sampling x according to D. For any y € Supp(D), denote D(y) := Pr, s p[z = y], and for
S < Supp(D), denote D(S) := Pry sp[r € S]. For any set T and any function F' : Supp(D) — T,
denote F(D) as the distribution of F'(x) for  sampled from D.

For any vector space V over a field F' and a set S € V', we denote Spany(S) as the F-span of S,
which is the smallest F-subspace of V' that contains S. In particular, we omit F' from the subscript
if I/ = R. For a finite set S = {v1,...,v,} € V, we say S is F-linearly independent if and only
if for any non-zero (ay,...,a,) € F", Zie[n] a;v; # 0. We say S is a F-basis of V if and only if S
is F-linearly independent and Spangz(S) = V. When F' is not specified, we assume F' = R. The
dimension of V is equal to the size of S.

For any integer p > 0 and any z € Z,, denote Z € Z to be the lift of 2 such that z € [0..p — 1]
and £ = ¢ mod p. We use |-] : R — Z to denote the rounding operator that maps any z € R to
|z + 1/2|. For any integers v > 0 and ¢ > 2, denote g, = |¢/2"| and denote |-], : Z; — Zq, a
function that maps = € Z, to |z/2"| € Z,,. These operations can be extended an element = in R or
R, by applying them to each coefficient of x.

3.2 Polynomial Rings

Let ¢ be an odd prime and N be a power of 2. We denote the ring R := Z[X]/(X" + 1), contained
in the cyclotomic field K := Q[X]/(XYN + 1), and let R, := R/qR =~ Z,[X]/(X" + 1). Denote
Kr := R® K = R[X]/(X" + 1). For an element v € Kg, where v = Zij\fol v; X*, we denote its
conjugate as v* = Zfi_l —0; XN We use ¢ to denote the coefficient embedding that embeds Kg
in RY, and ¢ maps v to vector (voy ..., UN—1) € RY. When applying ¢ to a vector v € K7, ¢ maps
v to a vector in R™Y by applying ¢ to each entry of v. The map ¢ is a bijection, and we denote

its inverse by ¢ 1. An £,-norm of v € KZ' is given by
m N—1 %
[vll, == llo(), = (Z > loig p) :
i=1 j=0

where v; ; denotes the coefficient of X of the i-th entry of v. Additionally, the ¢-norm of v is
defined as ||v|, := maxe[m) je[o..N—1] |Vi,5]- For the fa-norm, we omit the subscript and denote |v|

as the fo-norm of v. Denote the conjugate transpose of v € Ki* as v' := (v*)T. We define the inner
product of two vectors v,v' € K as (v,v') 1= ¢(v)Tp(v') = {(p(v), p(v')). We have |v| = (v, v).
We say v is a unit vector if |v| = 1.

Also, we define a map ¢p that maps each element in K to a matrix in

Let My := (HNO . _01

om(v) = ZZ]\L _01 v,-M)i(, which can be viewed as the matrix representation of v. In particular, for ¢

RV*N a5 follows.

> e RN, where In_; is the identity matrix in RN-1 For each v € Kg,
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and ¢, the following properties hold: for any v, v’ € Kg, om(v*) = dm(v)T, om(vv’) = dm(v)om (V')
and ¢m(v)p(v') = ¢(vv'). We extend the above definitions to R, by representing each v € R, as
v =N 10X where vi € {—(q—1)/2,..., (¢ —1)/2}.

For a matrix M e Kp'*™, we denote its conjugate transpose as Mt = (M*)T, and we say M
is hermitian if M = M'. We say M is positive definite if and only if M is hermitian and for all
x € Kg'\{0}, (&, Mx) > 0, or equivalently, ¢m () is positive definite. Also, denote opmin(M) :=
infye g |z =1 (&, M) as the smallest singular value of M and omax(M) = SuPgegm |z|=1 (T, Mx)
as the largest singular value of M.

We borrow the following lemma from [BCK™14], which establishes the property of the set of
signed monomials Sp := {+1,...,+ XV} < R,

Lemma 1 (Lemma 3.1 of [BCK"14]). Let S, := {£1,...,£XN"1} € R,. For any b,be S
such that b # b, there exists v € R such that (b — b)y = 2 mod q and 7 is a polynomial with
coefficients only in {—1,0,1}.

3.3 Lattices and Discrete Gaussian Distributions

In this subsection, we give definitions for lattices and discrete Gaussian distributions over R and
Kg. An m-dimensional lattice A over Z (resp. R) is a discrete additive subgroup of Z (resp. R).
Equivalently, A = L({by,...,bg}) := {2;c[p) ibi : @i € Z} for a set of linearly independent vectors
bi,...,by € Z™ (resp. R™), which is referred to as a basis of A. The size k is the rank of the lattice
A. We say A is a full rank lattice if k = m (resp. k = mN for A over R). For any a € Z™ (resp. R™),
A+ ais a coset of A. The dual lattice of A is denoted as A* = {x € Span(A) : Yy e A,{(z,y) € Z}.
A A-subspace is the linear span of some subset of A, i.e., a subspace S such that S = Span(S n A).
For a matrix A € RI; *mwe define the R-lattice A; (A) € R™ as

1 o m . —
A7 (A) :={ze R": Az = 0 mod ¢} .

We know Aé(A) has full-rank since ¢R™ < Aql(A).
For a positive definite matrix X' € R™*™ (resp. an invertible positive definite matrix X' € Kp'*™)
and a vector ¢ € R" (resp. Kg'), we define the function py . over R™ (resp. K') as

px.e(x) :=exp (-7 (x —c, > - c)) .

Then, we denote 27", s, . as the discrete Gaussian distribution over a lattice coset A + a = Z™
(resp. R™) with covariance matrix X, centered at ¢ € R™, where for x € A + a, we define

PE,C(‘E)

D asel®) =Prle—s DN, v =——"—
A+ ,E,() [ A+ ,E,] pE,c(A+a)

where psc(A+a) =D chiqPsc(x). For A+a S R™, we denote .@;ﬁ:zogz(w) as the distribution
of (z mod ¢) € Ry for « sampled from 77, , v .

Also, we make some remarks about the notations we will use throughout the paper. When
Y = o2l,, for o € R, we will use Po.c and @Zﬁa,o,c as px,c and Qjﬁra’z’c, respectively. If the center
c = 0, then we omit the subscript ¢ from psx . and @Xﬁr% 5.~ Moreover, when A+a =7Z" (resp.
A+ a = R"), we omit A+ a from the subscript of .

The smoothing parameter of a lattice A with respect to £ > 0, denoted by 7-(A), is the smallest
s > 0 such that p;,4(A4*\{0}) < e. Throughout the paper, we set & = 272,

11



Game MSIS?' y 4 g : Game MLWE;' v j,.m.5 :

A s REX(m=R) A s REXR) A  [AI]
A« [A|lg] s<—sABg ;to— As ; <—$R§
x — A(A) b—s{0,1}

Return (|z|| < 8 A Az =0) b— A(A, tb)

Return (b = b)

Fig. 1. The module-SIS and module-LWE problems, where R := Z[X]/(X" + 1), Ry := R/qR and Bs., = {re
R™[ 2], < Bwe}-

We borrow the following lemma from [AGHS13] that bounds the f2-norm of discrete Gaussian
random variables and adapt it to lattices over Kp.

Lemma 2 (Lemma 3 of [AGHS13] adapted to Kgr). For anyc € (0,1), a lattice A < R™,
ce Kg', and 0 = n.(A), then

1+€.2—mN.

Prl|lx —c|| > ovVmN : € <s9,,.] < ]
¢y — ¢

We also borrow the following lemma from [GPVO08] that show upper bounds of smoothing
parameters for general lattices.

Lemma 3 (Lemma 2.6 of [GPVO08]). For any full-rank lattice A in R™ and ¢ > 0, n.(A) <

/log(2m(1+1/e))/m
)

A , where A\{°(A*) denotes the ly norm of the shortest non-zero vector in the £y, norm
in the dual lattice A*.

3.4 Assumptions

We recall the module short integer solution (MSIS) problem and the module learning with error
(MLWE) problem (defined in Figure 1). The advantage of A for the MSIS problem is defined as

AdvIE, 1 a(A) i= Pr[MSIS!y s = 1]
The advantage of A for the MLWE problem is defined as

AdV'NS 5 (A) == Pr [MLWE;‘}N’,C’mﬂ =1] .

3.5 Rényi Divergence

We define the notion of Rényi Divergence between two distributions P, ) which we will use in our
analysis of the scheme.

Definition 1 (Rényi Divergence). Let P,Q be two discrete probability distributions such that
Supp(P) < Supp(Q). We define the Rényi Divergence of order «, for o € (1,00) as Ry (P|Q) :=

(Sresummr 22) 77

The following lemma gives basic properties of the Rényi Divergence.

12



Lemma 4 (Lemma 4.1 of [LSS14]). Let a € (1,0) and P, Q be discrete probability distributions
with Supp(P) < Supp(Q). Then, the following properties hold:

- Data Processing Inequality: R, (P'|Q7) < Ry (P|Q) for any function f, where PY (and
Qf ) denotes the distribution which samples x «s P (x «s Q) and outputs f(x).
- Probability Preservation: Let E < Supp(Q) be an arbitrary event. Then, for o € (1,00),

Precs [E] < (Pry s o[E]Ra (P|Q)) @D/
Also, we show the following property.

Lemma 5. Let P and () denote two distributions over the union of a countable number of disjoint
sets {Si}icy such that P(S;) = Q(S;) for any i€ U. Then, for any o > 1, if there exists 6 such that
Ry (Ps,|Qys;) <6 for any i€ U, then Ry (P|Q) <6

Proof.
a1 _ P(SC)‘“ (fv )*
_ P(x)/P(S ))
- 2,9 %25( Q)/Q(5))*
= > Q(S)Ra (Pis,|Q)s,)" " < Y, Q86T = o7t
€U ey
which concludes the lemma. O

We borrow the following lemma from [TT15], which upperbounds the Rényi Divergence between
two discrete Gaussian distributions with different centers.

Lemma 6 (Lemma 5 of [TT15]). For any m-dimensional lattice A € R™, o > 0, and two
vectors ¢,c € R™, let P = DR oe and Q = I . If ¢, c € A, set e = 0. Otherwise, fix e € (0,1)
and assume o = nz(A). Then,

Rl < (H2) p(aw”;”>

3.6 Threshold signatures

We use the formalization proposed by Bellare et al. [BCK'22], which is also used in [CATZ24,
TZ23).

SyNTAX. A (partially) non-interactive threshold signature schemes for n signers and threshold ¢ is
a tuple of efficient (randomized) algorithms TS = (Setup, KeyGen, SPP,LPP, LR, PS, Agg, Vf) that
behave as follows. An execution of the scheme involves a leader as well as n signers. The setup
algorithm Setup(1”) initializes the state st; for each signer i € [n], as well as the state sty for the
leader, and additionally a public parameter par. (We assume par is given as implicit input to all
other algorithms.) The key generation algorithm KeyGen() returns a public verification key pk, and

13



Game TS-COR#Y(k, 1, SS) :
par — Setup(1”) ; (pk, {ski}ie[n]) «— KeyGen()
For i € [n] do st;.sk < sk; ; st;.pk < pk
For i e SS do
(pp;,sti) < SPP(st;) ; sto < LPP(%, pp,, sto)
(l’/‘, Sto) «— LR(,U,, S8, Sto)
For i € SS do (psig,,st:) < PS(Ir,i,st;)
sig — Agg({psig; }iess)
Return Vf(pk, u, sig) = 0

Fig. 2. The TS-COR game for a threshold signature scheme TS for n signers and threshold ¢.

a secret key sk; for each signer i. (This means in particular that we assume ideal key generation,
and as in prior works, do not model distributed key generation.)

The signing protocol proceeds in two rounds: In a first, message-independent offline round, any
signer i can run SPP(st;) to generate a pre-processing token pp, which is sent to the leader, and the
leader runs LPP(7, pp,stg) to update its state sty to incorporate token pp. In the second, online,
round, for a signer set SS € [n] with size ¢t and message u € {0,1}*, the leader runs LR(u, S5, sto)
to generate a leader request [r with Ir.msg = p and Ir.SS = SS and sends Ir to each signer
i € SS. Then, each signer i runs PS(lr,i,st;) to generate its partial signature psig,;. Finally, the
leader computes a signature sig for p by running Agg({psig,}icss). The (deterministic) verification
algorithm Vf(pk, i, sig) outputs a bit that indicates whether sig is valid for (pk, u).

An honest execution of the signing protocol to sign a message p € {0,1}* is represented in the

correctness game TS-COR (defined in Figure 2). We say that TS is correct with correctness error
Ecor if for 1€ {0,1}* and SS < [n] with |SS| = ¢, we have Pr[TS-CORvs(k, 1, SS) = 1] < ecor-

SECURITY. Roughly speaking, unforgeability ensures that an adversary cannot forge a signature
for a message that has not been considered as signed, considering the corruption status and the
adversary’s interactions with honest parties. A hierarchy for unforgeability of threshold signatures
is proposed in [BCK'22]. In this paper, we consider TS-UF-0 and TS-UF-4, which differ only in
how they define when a message is considered as signed. In particular, for TS-UF-0, a message
is considered as signed only if the adversary received a partial signature from at least one honest
signer for u, and for TS-UF-4, the condition is much stronger - a message is considered as signed
only if there exists a leader request [r for p such that the adversary received partial signatures
from all honest parties in [r.SS for that leader request Ir. Formally, the TS-UF-0 and TS-UF-4
games are defined in Figure 3, where TS.HF denotes the space of the hash functions used in TS
from which the random oracle is drawn. The advantage of A for the TS-UF-X game is defined as
AdVETX(A, k) 1= Pr[TS-UF-X4(x) = 1] for X € {0,4}.

4 Algebraic One-More MISIS Problem

In this section, we first formally define the algebraic one-more MISIS (AOM-MISIS) problem, then
provide a comparison with the AOM-MLWE problem, and finally present a formal reduction from
standard lattice problems to AOM-MISIS.
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r A
Game 1 TS-UF-075 (k) , TS-UF-4%5(k) : Oracle PPO(i) :
L o —_—

par — Setup(1¥) ; Hes TS.HF ; S — ¥ Require: ¢ € HS

sS (pp, sti) < SPP(st;)
cur = () O PSIaOLRC PPz - PPZ U {pp}
(u,sig) - AINIT,PP ,PS1GN ’R()(par) Return op
Return (@S~ VE(pk, p, sig) = 1) Oracle PSIGNO(i, Ir) :

Oracle INIT(CS) - Require: Ir.SS € [n] and

Require: C'S < [n] and |C'S| < t i€ HS n Ir.SS
HS « [r]\CS (psig, st}) <s PS(Ir, i, st;)
(pk, ski, .. .,sks) < KeyGen() If psig = L then return L
For 7 € HS do st;.sk < sk; ; Sti,pk «— pk M,‘T,lf[n,sg ~
Return (pk, {sk;}iecs) 1SSy {u}j‘

L e - - - - - m}
Oracle RO(z) : If curSS(r) = L then
Return H(z) curSS(Ir) « {i}

)

Else curSS(Ir) < curSS(ir) u {i}

If curSS(ir) = Ir.SS n HS then
S« Su{u

Return psig

Fig. 3. The game TS-UF-0 and the game TS-UF-4 for a threshold signature scheme TS for n signers and threshold
t, where TS-UF-0 contains all but the highlight boxes and T'S-UF-4 contains all but the dashed boxes. In particular,
in TS-UF-4, a table curSS is maintained to record, for each Ir, the set of signers that have received a partial signing
query on Ir. A message p is considered signed if and only if curSS(ir) contains the set of honest parties in Ir.SS.

4.1 Definition of AOM-MISIS

The algebraic one-more MISIS game is defined in Figure 4. The game is defined implicitly over the
cyclotomic ring R = Z[X]/(X"™ + 1), where N is a power of two, as well as the associated ring
R, = R/qR = Z,[X]/(X" + 1) for an odd prime g. The adversary A is given @ MISIS challenges
t1,...,tp and the goal is to output a short solution s for a linear combination of the challenges
ZiE[Q] éiti, where the norm of b is suitably bounded. The adversary can also issue queries to the
oracle PI which reveal linear combinations of the secrets. To win, the adversary also needs to output
an additional vector u which is orthogonal to all queries to PI, but not to the vector b. We can
also view the existence of such u as a constraint on the PI queries. We refer the reader to the
introduction for some additional intuition. Here, for par = (g, N, k,m, Q, (0i)ie[q], Bss Bbs Bu), We
define the advantage of an adversary A as

AdvaASmMISIS( A 1) = Pr [AOM-MISISZ, (k) = 1] . (2)

par par

We note that we slightly abuse notation in the asymptotic definition of the game, since it is under-
stood that all parameters grow with , including @, and thus the notation (0;);eq is not entirely
well-defined. This will not be an issue in actual use cases, and we dispense with a more rigorous
definition.

Remark 1. We note that for each i € [Q], it is equivalent to sample s; from %, mod 4 i stead of
2.5, since the view of A remains unchanged. With this insight, it is natural to allow o; to be oo,

in which case s; is sampled uniformly from R}, 1/o; = 0, and we require B, = 0 in the winning
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A .
Game AOM—MISIS%N&M‘Q’(UDHQ]ﬁsyﬁb’ﬁu(/{) :
B—O
A s R A [AL]

For i € [Q],
8; «— 9{,’: 5 ti «— ASZ‘ mod q

(37 B7 u’) - API(A7 {tl}ZE[Q]) // s€ Rm7 B,u € RQ
Return (vbe B : b"u =0 mod q) A b w0 A
I(ui/or, .. uq/oq)ly < Bu A
3, < B A (b1 on,eebo - 00)| < 8o A
2ic[Q] bit; = A8 mod ¢

Oracle PI(be R%) :
B« By {b}
Return >, (o) bisi mod ¢ (€ RY")

Fig. 4. The AOM-MISIS game, where R := Z[X]/(X" + 1) and R, := R/qR.

b; - 0;| is o). This extension is used, in particular, in our security reduction

condition (since, o.w.,

of the CTZ construction (see Section 5.1), where the random values for generating the key shares
are sampled uniformly from R;".

4.2 Comparison with prior work

We present in Figure 5 the AOM-MLWE problem proposed by Espitau et al. [EKT24]. In our
formulation, the PI oracle corresponds to the Ogg)e oracle in their notation, and the constraints on
PI queries are explicitly stated within the game. More precisely, the constraints are:

- The number of PI queries is exactly @ — 1.
T

- Denote <Qb> = [di|---|dg-1], where d; denotes the i-th PI query. D is an invertible matrix.

- Let w «— (vT'D™HT. The fy-norm of each entry of w is bounded by fq.

We also define, for par = (¢, N, k,m, Q, (0i)ic[q], Bs Be, Bb, Ba), the corresponding advantage
Advagmmive( A k) = Pr[AOM-MLWEZ, (k) = 1] .

par par
Compared with the AOM-MLWE problem, our problem differs in the following key aspects:

1. Our problem only asks the adversary to output one special solution § for a linear combination of
the challenges, while the AOM-MLWE problem demands one solution for each challenge. This
makes our problem inherently easier to solve, as noted at the beginning of Section 2. Moreover,
this relaxation simplifies the security reduction, as it only needs to extract one solution rather
than multiple, making it easier to reduce from our assumption. Additionally, it enables better
parameter selections, since the norm bound applies to a single solution instead of n solutions.

2. The constraints on the PI queries differ between AOM-MLWE and our problem. In particular,
their constraints are a special case of ours: given the PI queries satisfying their constraints,
we can verify that these queries also satisfy our constraints by setting w = (1,—w), since

T
U (%) = 0. We will show this formally later in this section.
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A .
Game AOM-MLWEZ . 0. (6:),c107 5. Besosa (F)

cnt « 0 _
A s R A — [AlL)
For i € [Q],
Si<—@;? ;ti<—Asimodq
(b,31,...,8q) — A"(A, {ti}icrq) / 3€ R™,b
If ent # @Q — 1 then return 0
T
Parse (112) — [di] -+ |dg-1]
If D! does not exist then return 0
w — (’UTQ_l)T
Return (Vie [Q —1] @ |wil| < Ba) A
|1 pm—rs- - 3@ m—11) ], < Bs A
”(gl,[(m—kﬁ—l)“mh s gQ,[(m—k+1).4mA])‘}2 < 5e N
(V’i (S [Q] b #0 A HblH < ﬁb A bit; = A8; mod q)
Oracle PI(be RY) :
cnt «—cnt + 1
dent <— b
Return ZiE[Q] bis;

Fig. 5. The AOM-MLWE game.

3. The norm bounding approach is different. In AOM-MLWE, the norm of each entry of b and
w is bounded individually. In contrast, we bound the norm of the entire vectors b and u, with
each entry weighted by the standard deviation of the corresponding challenge. This adjustment
leads to better parameter selections.

In short, our problem is easier to reduce from and enables better parameter selections. In Lemma 7,
we formally show that the hardness of our problem implies the hardness of theirs, and we discuss
the improvement in the parameter selections in Section 6.1, Remark 3.

Remark 2. We note that Espitau et al. [EKT24] propose an alternative way of defining constraints,
which, like ours, requires the existence of a nonzero vector uw that is orthogonal to all PI queries.
The key difference is that they impose a bound on the norm of each entry of u. We can show that
the hardness of our problem also implies the hardness of theirs under these constraints. However,
we omit a formal analysis here, as the proof idea is very similar, and this alternative version is not
used to establish the security of their threshold signature scheme.

Lemma 7. For any par = (q, N, k,m, Q, (0i)ic[q], Bs Be; Bb, Bd) and any adversary A playing the
game AOM—MLWE;L” there exists an AOM-MISIS adversary B running in time roughly the same
as A such that

Advaommlwe( g o) < AdvAOmmISS(B k)

par par’

where par/ = (Q7 N7 k? m, Q? (Ui)iE[Q]a Bé = ﬁs"‘/Be, Bé = \/Nﬁbah /Bu = 1/01 +ﬁd\/©/(mlnle[2Q] GZ))

Roughly, the proof idea is that for an adversary A that wins the game AOM-MLWE, A can win
the game AOM-MISIS by outputting only the solution to the first challenge (i.e., outputting §; and
(b1,0,...,0)) and outputting u « (1, —vTD~1). It is not hard to check w satisfies the constraints
of the game AOM-MISIS. We do this explicitly in the following proof.
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Proof. For any adversary A described in the lemma, we construct B as follows. To start with, B
runs A on its input A, {t;}ie[q) by forwarding all PI queries from A to its own PI oracle. After
receiving A’s output (b 51,...,8q), if A wins the AOM-MLWE game simulated by B, B returns
((131, 0,...,0), 31, (1, —w?)), Where w is defined in the AOM-MLWE game. Otherwise B aborts.

We now show B wins the AOM-MISIS game given A wins by checking all the winning conditions
of B.

o7
D
(1,—wT) - d; = 0, so the first condition is satisfied.

- For the second condition, (131, 0,...,0) (—1'w> = by # 0.

- For the first condition, since (1, —w’) - ( ) = vl —o"D7'D = 0, for any i € [Q — 1],

- For the third condition, |(1/01,wi/02,. .., wo-1/0Q)| < ;114-21'6[@71] ”ZEH < a% m -
Bu-
- For the fourth condition, ||81] < H81 [m—Fk] | + Hsl [(m—k+1). H Bs + Be = BL.
- For the fifth condition, |(b; - 01,0, .. H Hb1 'UlH <+vNoy HblH — Al
1

- For the final condition, bit; = A3 mod q.

4.3 Reduction from MSIS and MLWE

This section shows our main result establishing hardness of AOM-MISIS from the hardness of
MLWE and MSIS. (We remind the reader that we also provided a detailed overview of this proof
in Section 2 above.)

Theorem 1. For any ¢ € (0,1), a > 1, any par = (¢, N, k,m,Q, (0:)ie[] Bs; Bb> Bu) such that

mN = 2k and o; = +/log(6mN)/m, and any AOM-MISIS adversary A, there exist a MSIS adver-
sary B and two MLWE adversaries C and D, such that

o

AdVESR (A, k) < 25, (Advg}zijnﬂsis (B, k) + AdvI™¥e | . (D, H)) ot

+ Advg}}:fﬁlflﬁlm (C k) +Q 272712

where 6, = i—fz - exp ((a— 1)72/log(2(1 + 1/6))), Bsis = Bs + VmNBp, and Pwe = 1/(BuvmN
\/log(2(1 + 1/¢)) /7). The three adversaries have, roughly the same running time as that of A.

Proof. We prove the theorem via the following series of games.

Go: Same as the AOM-MISIS game.

G1: Same as G except that A is sampled with a short solution embedded, i.e., A < [Da + e|D|j]
for (a,e) «s '%EV;1> where ,%gllwzl = {x € R |z|, < Buwe}, and D «s ka(m "1 Since
the only difference between Gy and Gy is that A is replaced with a MLWE challenge, there
exists a MLWE adversary C such that

AdvEO(A, k) < AdvE (A, k) + Adviite 5 (C, k) . (3)
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Go: Same as G except that the game aborts if there exists i € [@Q] such that [s;]| > o;v/mN.
To bound Pr[Gz aborts], since s; is sampled from ! and o; > 4/log(6mN)/m = n.(R™)
with ¢’ = 1/2, by Lemma 2, Pr[|s;| > o;v/mN] < 3 -2V < 27252, By the Union Bound,

Pr[G2 aborts] < >cig1 Prllisi| > oivmN] < Q- 2725%2 Therefore,

AdVG1 ("47 KJ) < AdVG2 (A7 ,Q) +Q- 9—2k+2 (4)

Consider a variant of the MSIS game, where A is sampled with a short solution embedded (same
as the above G1), i.e., A < [Da + e|D|I] for (a,e) <s %Zl"”v;l, where %’gfm;l = {ze R Y|z|, <

Biwe}, and D «s R’;X (m=k=1) We refer to the game as td-MSIS. We construct B playing the td-MSIS

game as follows. Given the td-MSIS challenge A’ € RIS X(m_k), B runs A by simulating the game
G2 with A faithfully except that B sets A < A’ instead of sampling A by itself. After receiving
the output (8,b,u) from A, if A wins the game Gy simulated by B, B outputs & «— § — ZiE[Q] b;s;.
Otherwise, B aborts.

ANALYSIS OF B. Similar to the hybrid between Gg and G, the td-MSIS game is computationally

indistinguishable from the MSIS game under the MLWE assumption. Therefore, there exists a
MLWE adversary D such that

AQVESE, 5 (BLr) < AV, s 5, (B,) + AdVERY: 5 (D) o)

Claim. AdvS?(A, ) < 28aAdvys) o (B.m) /e

We can conclude the proof since

AdVEIT (A, k) < AdvE2 (A, k) + Advpe (C,r)+ Q27242

P ¢:k;m—1,Biwe
< 20, AdvEETSS) o (B, k) @D/ L AV L (Cok) + Q- 2722
< 200 (AT, 5, (B ) + AdVIRS g (D))
I —2Kk+2
+ Advg}k\?lslflvﬁlwe (C7 H) + Q ' 2 ot )

where the first inequality follows from Equations (3) and (4), the second inequality follows from
the claim, and the third inequality follows from Equation (5). ]

We now prove the above claim.

Proof. Consider a fixed randomness (a, e, D) of td-MSIS. Also, w.l.o.g. assume A is determinis-

tic. Then, the execution of B is determined by s1,...,sg. We define a map Pge,p,A : RO™ —
RO™ as follows such that the view of A given (si,.. .,8Q) is exactly the same as that given
Pg.e.D,.A(S1,...,80). Consider the execution given (si,...,8g). To simplify notation, we omit

the subscript of @ for the rest of the proof. If A does not win the Go simulated by B, we set
D(s1,...,8Q) = (81,...,8¢). Otherwise, we set D(s1,...,50) = (s1 +wm4,...,sq +ugd), where
u € R? is output by A and A = (1, —a, —e) € R™.

It is not hard to see that the view of A given (s1, ..., s¢g) is identical to that given &(s1,...,sq).
In particular, in the case that AWin occurs, (s1, ..., s@) leads to the same view since ;1o bi(si +
’U,ZA) = Zie[Q] b;s; + AZiE[Q] biu; = ZiG[Q] b;s; for any (bl, R ,bQ) € B and A(SZ' + uzA) = As; for
any i € [Q] due to the fact that A- A = [Da + e|D|I;] - (1, —a,—e)T = 0.
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Also, it is not hard to see that @ is a bijection. For (s1,...,sg) € R™?, suppose &(s}, . . ., S’Q) =

(81,-.-,8q). Since (s}, ..., 5) leads to the same view of A as (s1, . .., 8¢), we have either (s},..., sp) =

(81,...,8¢Q) in case that AWin does not occur, or (sf,... ,S’Q) = (81 —wid,...,s0 —ugd) in case
that AWin occurs and A outputs u given (s1,...,8q). Also, it also shows that such (si,...,sq)
always exists, which means @ is a bijection.

In the game Go, the distribution of (s1,...,sq) is .@gQ, where ¥ = I, ® diag(o?, ... ,aé).
Denote P = @(@gQ). Following the idea described in Section 2.1, consider the following two
adversaries B and B’.

- B’ is the same as B except that B’ samples (s, ...,sqg) from P.
- B” is the same as B except that 1. B” samples (71,...,7¢Q) < .@gQ and computes secrets as
(81,...,8Q) < D(r1,...,7Q); 2. after A returns, B” outputs 8; — r; if there exists r; # 8;.

We note that B’ and B” do not need to be efficient. They are only used to compute the winning
probability of the (efficient) adversary B.

Denote now by PWiny the winning probability of X € {A, B, B, B"}. Then, we will show the
following three facts.

Fact 1. PWing < 6,PWin{e ™1/,
Fact 2. PWing = PWing;
Fact 3. PWing + PWingr = PWin 4.

We can conclude the proof from the facts since

AdvG? (A, k) = PWin < PWing + PWings < 3oPWin(e™/® 4 PWiny
< 20,PWing' ™V = 25, AdviG s, (B, k)@ D/
where the last inequality is due to the fact that §, > 1 and (o — 1)/ < 1.

We now show the above three facts. For Fact 1, since the only difference between B and B’ is
the distribution of (s1,...,sg), by Lemma 4,

PWing < (PWinB.Ra (PH@SQ))(CHI)/O[ .

Therefore, Fact 1 follows from the following lemma, which we will prove below.

Lemma 8. For the discrete Gaussian distribution .@gQ (defined in Section 3.3), where X =1, ®
diag(o?, . .. ,Jé), and the distribution P = @(.@7;@),

R (P|729) < G il i) T exp (an?/log(2(1 + 1/2)))
The arguments for Facts 2 and 3 follow exactly as in Section 2.1. We repeat here for completeness.
For Fact 2, since ViewA(r1,...,rQ) = Viewa(®(71,...,7Q)) = Viewa(s1,...,sQ), even if B” sets
the secrets to (r1,...,7q) instead of s1,. .., sg, the output of B” remain the same. However, then,
B” is identical to B, which implies the second fact.

Finally, to prove the third fact, we can interpret the sampling process of B’ as first sampling
(r1,...,7qQ) from P and then setting (s1,...,8Q) < @(r1,...,7¢g). Then, the only difference be-
tween B’ and B” is that B’ check whether there exists s; # 8;, while B” check whether there exists
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r; # §;. If A wins the game Go simulated by B’ or B”, we know (r1,...,rg) # ®(r1,...,rQ) =
(81,...,8@) by the definition of @, and thus, at least one of B and B” wins, which implies Fact
3. O

Proof (of Lemma 8). We first partition the support R™? into disjoint sets, then show that the
Rényi divergence conditioning on each set is small, and finally use Lemma 5 to conclude the lemma.
Denote S| as the set of (s1,...,sqg) such that the event AWin does not occur. Since ¢ is the iden-

tity function over Si, @gQ(SL) = P(S.). For each (s1,...,8q) ¢ S, denote Sw|[s1,...,8¢] =
{(s1 + kw4, ...,s509 + kugA)}rez, where u is output by A given (sy,...,sq). By a similar argu-
ment as above, we know any (s/,..., s’Q) € Swl[si,...,sq] leads to the same view of A. There-
fore, ®(s1 + kw14, ..., 50 + kugd) = (s1 + (k + 1w 4, ..., 50 + (k + 1)ugA), and @ is a bi-
jection over Sw(si, ..., sq], which implies .@gQ(SW[sl, ...,8q]) = P(Swlsi,...,sq]). Also, for
any (s1,...,8Q),(s],---, s’Q) ¢ Si, Swlsi,. .., sl and Sw[s,. .. ,S’Q] are either equal to disjoint.
Therefore, R™? can be partitioned into disjoint sets {Si } U {Sw[s1,. .., 3Q1}(s1,...s0)eRm@\s, » and
for each set, the probability that (s1,...,sq) falls in the set is equal under both distributions .@gQ
and P.

Therefore, by Lemma 5, we just need to show the Rényi divergence conditioning on each set is
small. For S, since @ is the identity function over Sy, R ( \SLH9 ) = 1.

For any Sw(si,...,sqg], we show in the following that the condltloned distribution is identical

to a one-dimensional discrete Gaussian distribution under a linear transformation. Let \/§71 =
I, ®diag(1/o1,...,1/0g). Denote X := \/f_l(ulA, ..ugA)and S = \/f_l(sl, ..., 80Q). Denote
S| :=8—-50X, where s := (S, X)/(X,X)eR, and we have (S, X) = (S, X)—s0(X, X) = 0.
Then, for any k € Z,

po(s1+ kui A, ... 50 + kugA) = exp ( H\F (s1+kwd,...,sq+ ku@A)H2>
= exp (78 + kX]?)
—r (IS 12 + (50 + k)21 X))

o exp (—n(—s() — B |X1?) -

/‘\/\

Therefore, .@QQWW[%MSQ] =T (‘@HXI\”,—so)’ where T : Z — R™? maps k to (s +ku1 A, . . ., sQ+
kugA). Since @(s1 + (kK — w4, ..., s + (k — DugA) = (s1 + kw4, ...,sq9 + kugd), we
know P(s1 + kw4, ..., sq + kugA) = .@gQ(sl + (k= DwA,...,s0 + (k—1)ugA). By a sim-

ilar argument as above, Pisy s, ..sq] = T (‘@\\X\I’l,—swl)' Since |X|J* = Zie[Q](ui/gi)z 1A% =

|(ur /o1, ..., uq/oQ)|* | Al < VmNBuBiwe, we have

| X[~ = 1/(VmNBuBwe) = V1og(2(1 + 1/¢))/m = 1(Z) .
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Therefore, by Lemma 6,

m 1 + e\ el 2
R (@2Q|5W[31,”,73Q]HP|SW[31,...,3Q]> < <1 — 8) - eXp (Om ”XH )

IT+e)eot
< <1 — 5> - exp (ameBfﬁl%Ne)

_ <1 + 5) T exp (an?/log(2(1 + 1/2)))

1—¢

Therefore, we can conclude the lemma by Lemma 5. ]

5 Analysis of the CTZ Construction

As our first application to threshold signatures, this section applies AOM-MISIS to the analysis of
the CTZ construction [CATZ24].

5.1 Construction and main security theorem

We present the scheme CTZ[SecSha] in Figure 6, where SecSha = SecSha; ,, p_, is a linear threshold
secret sharing scheme with small coefficients, which is defined in Appendix A. In Figure 7, we give
the description of the parameters used in the protocol. One small change here is that the signing key
is sampled from a discrete Gaussian distribution with standard deviation og instead of a uniform
distribution over the set of vectors with £,,-norm bounded by og. We note that this does not affect
the correctness of the scheme, as the fo-norm of sk remains bounded by vVmNog except for a
negligible probability, which is the exact property needed in the correctness proof.

For unforgeability, we show that T'S-UF-0 security of CTZ is implied by the hardness of the
AOM-MISIS problem in the random oracle model, which is formally stated in the following theorem.
In particular, we consider an extension of AOM-MISIS (See Remark 1 for details) in which some
o; can be 0. The full proof of Theorem 2 is given in Section 5.3.

Theorem 2 (TS-UF-0 of CTZ). For any integers ¢ = q(k),k = k(k),m = m(k), any linear
threshold secret sharing scheme SecSha = SecShay ,, p,, with small coefficients, (see Definition 2)
and any TS-UF-0 adversary A making at most qs = qs(k) queries to PPO and qp = qi(k) queries
to RO, there exists an AOM-MISIS adversary B running in time roughly two times that of A such
that

AQVEFS O (A, k) < A/ QAdVIS (B, 1) + 8qP22

where q = qp+qs+1 and par = (Q7kama Q = 1+K+q8(1+€)7 (Ji)ie[Q]aBS = 202, Bp = 4oskBe, Bu =
1/Usk + 5chs\/8Nqs/Ur) with 01 = Osk, 014§ = O fO?“i € [K], O1+K+i = Oy fO?“’i € [qs(é + 1)]

For completeness, we recall the correctness theorem from [CATZ24|, which is needed for pa-
rameter selections later.

Theorem 3 (Correctness of CTZ [CATZ24]). For any integers 1 <t < n, any linear threshold
secret sharing scheme SecSha = SecShay ,, B, with small coefficients, (see Definition 2) given o, >
24/6mN log(2mN)k/m and B, = VmN(2Bcosk + ge/n(1 + 1)), the threshold signature scheme
CTZ[SecSha] is correct with correctness error ecor < (2 + 4n(f + 1)) - 272,
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Setup(1”) :

As R A < [A]L]
par «— A
For i € [n] do
stg.curPP; « &
st;.mapPP «— ()
Return par

KeyGen() :

sAk%ss.@(’,’;”k ; pk%AsAkmodq
P1,-. . PK <SRy
(ss1,...,s51)7 —
M - (Sk7p17~~~7pK)T
For i € [n] do sk; < (ssj)jer,
Return (pk, (ski)ie[n])
SPP(Stl) :
For j € [0..4] do 7; «s 2"
For j € [0..4] do R; «— Ar; mod ¢
pp < (Rj)jefo..0
sti.mapPP(pp) < (7;)jef0..0)
Return (pp, st;)
LPP (¢, pp,sto) :
stg.curPP; « sto.curPP; U {pp}
Return stg
LR(y, SS,sto) :
If i€ SS : stg.curPP; = J then
Return L
Ir.msg « p ; Ir.SS «— SS
For i € SS do
Pick pp, from sto.curPP;
Ir.PP(i) < pp,
sto.curPP; « sto.curPP;\{pp,}
Return (Ir,sto)

CompPar(pk, Ir) :

W — lr.msg

For i € Ir.SS do
(b5)jere) — Ha(pk, Ir)
(Ri,j)jg[o_'[] <« ZT‘PP(Z)

R—ciss (Ri’o + Zje[é] bJ'Rivj)
¢ < Ha(pk, p1, R)
Return (R, c, (bj)jere)
PS(lr,4,st;) :
pp,; < Ir.PP(i)
If st;mapPP(pp;,) = L then return
(L,sti)
(75)jef0..e0 < sti.mapPP(pp,)
st;.mapPP(pp,) « L
(R, c, (b)) je[e))) < CompPar(st;.pk, ir)
(ssj)jer; < sti.sk
Zerot b Ty
+2¢- Dier, Ar55ss; mod ¢

Return ((R, z), st;)
Agg(PS, sto) :
R—1;z<<0
For (R',2') € PS do

If R=1 then R« R’

If R # R’ then return (L,sto)

z—z+2
Return ((R, 2z), sto)

Vf (pk, 1, sig)

(R, z) < sig

If | z|| > B then return 0

€< HQ(pk7 H, R)

Return (Az = R+ 2c- pk mod q)

Fig. 6. Lattice-based t-out-of-n threshold signatures CTZ[SecSha], where SecSha = SecSha; B, is t-out-of-n a linear
secret sharing scheme with small coefficients (see Definition 2). In particular, K denotes the randomness size of
SecSha, L denotes the total share size, M denotes the sharing matrix, 7; denotes the set of shares of party i, and
Al55 denotes the reconstruction coefficient. Also, Hy : {0,1}* — Sf and Ha : {0,1}* — Sc. We remark that, as stated
earlier, the public parameter par is implicitly given to all algorithms except Setup.

5.2 Parameter selection

In this section, we first discuss the asymptotic parameters selection derived from the security
theorems and the hardness of AOM-MISIS, then compare these parameters with those proposed
in [CATZ24], and finally estimate the concrete efficiency based on the parameter selections.

ASYMPTOTIC PARAMETER SELECTIONS. Denote Sjwe as the norm of the underlying MLWE as-
sumption. Initially, we select N, m,k, Biwe such that N is a power of N > 2k, m,k = poly(k),
and Bue = mlog(N).> (We note that when estimating the concrete efficiency, we will enumerate

5 This is for guaranteeing the underlying MLWE is hard.
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Parameters Description

K Security parameter
n Number of signers
t Threshold for signing
N N = 2k, power of two defining the ring R
q Prime modulus
k Number of rows of A
m m > k, number of columns of A,
L+1 ¢ = 2xk/log(2N), number of nonces for each signer
Sp Sp = {+1,+X,...,+XV1} set for the aggregating coefficients b;
Be Satisfying 2% ([J;Z) > 22% the ¢;-norm of the challenge c,
S Sc={ceR:|c|, =1,]c|; = B}, set of the challenges ¢
Osk Standard deviation of the signing key sk
or Standard deviation of the nonces 7r;
Vpk Only for EKT: satisfying |q/2"7| = |¢/2"?], number of bits saved on pk
Ur Only for EKT: satisfying |g/2""| = |¢/2""], number of bits saved on h
Qg @ Only for EKT: (qu,, ¢) = (l¢/2"7], [q/2""]) the rounded moduli
5 {2-norm bound of a valid signature vector z

(or (z,2"kh) for EKT)

Fig. 7. Parameters for CTZ and EKT. Some parameters only apply to EKT.

through plausible (N, m, k, Biwe) tuples and pick the one that yields the best efficiency.) Then, we
set other parameters as follows.

- Set B¢ as the smallest integer such that 2% (N > 229,

)

- ook = max{2BweVmN,/log(6mN)/m}. The first term is usually the leading term.

- 0, = max{osBcBssv/8N s, 24/6mN log(2mN )r/m}. The first term is usually the leading term.

- B = m(2ﬁcask + oy n<1 + 6))

- Denote Bss = 28, + 40 BcvVmN.

- Select ¢ such that the problem MSIS, .., g, and the problem MLWE, y 1 m g,. are assumed to
be exponentially hard in .

By Theorem 2 and Theorem 1 with e = 1/2 and o = 2 (we can further optimize the concrete bound
by adjusting o), T'S-UF-0 of CTZ is implied by the hardness of MSIS, ;. m g,. and MLWE, n k. m. 8. -

COMPARED WITH [CATZ24] The differences of the parameter selections between [CATZ24] and
ours shows in the selections of og and o,. In particular, the prior work requires

- O = qk/m225/(Nm)‘

- 0 = max{NfBssosk\/32mqsmN, %q%\/N(log(QmN) + 2k)}. The first term is usually
the leading term.

For o4, ¢"/™ is significantly larger than 28wevmN, which influences the choice of k and m. In
particular, one needs to set m to be several times larger than k to ensure ogx does not cause the
parameters to grow excessively. For o,, we can see a factor of Ny/m improvement by comparing
the first term inside the maximization.

CONCRETE EFFICIENCY. We show a set of concrete parameters and estimated efficiency for kK = 128
and n = 32, and compare them with those from [CATZ24] in Figure 8, where we can see improve-
ments in both signature sizes and communication complexity. We derive the parameters following
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log,(q) | kK m o or Bz |pk| |sig| Comm.
[CATZ24] | 119 |8 50 2'® | 210506 2l7:25 60 73KB | 440.32KB  2.02MB
This work | 94.1 |7 17 2% | 2805 29196 42 14KB | 144.47KB 1.24MB

Fig. 8. The concrete parameters and estimated efficiency for x = 128 and n = 32 in [CATZ24] and this work. We set
(N, 4, B.) = (512,26,64). The last second column denotes the communication complexity per signer.

our parameter selections mentioned above, where SecSha are instantiated using Lemma 14. To es-
timate the concrete hardness of MSIS and MLWE, we use the state-of-art tool, lattice estimator,®
which is also used in other prior works [DKM™24, EKT24, BKL"24].

5.3 Security reduction of CTZ

The proof structure generally follows from the security proof of FROST [BTZ22], which reduces
the security of FROST to the algebraic one-more discrete logarithm assumption, as the CTZ con-
struction can be seen as a lattice analog of FROST. The key differences lie in how the reduction
computes u and how we bound the norm of the output solution (8, E) and u.

To prove Theorem 2, we borrow the following variant of Forking Lemma from [CATZ24]. The
differences from the generalized Forking Lemma [BNO6] are that here each h; might be sampled
independently from a different distribution and that if the index output by A is guaranteed to lie
within a subset S < [g], then the final bound on the success probability of Fork* depends on |S]
instead of ¢ (as observed in [BTZ22]). The former is needed in our proof since the ranges of H; and
Hs differ, whereas the latter provides tighter bounds in our security analysis.

Lemma 9. Let ¢ = 1 be an integer, S < [q] be a set, and HG be an algorithm that outputs
hi,...,hq where each h; is independently sampled. Let A be a randomized algorithm that on input
x,hi,..., hq outputs a pair (I,0ut), where I € {1} U S and Out is a side output. Let |G be a
randomized algorithm that generates x. The accepting probability of A is defined as

acc(.A) = PI’J; <$1G,h1,....hg <8 Hg[(l, Out) «—$ .A(."L‘, hl, e hq) I # J_] .
Consider algorithm Fork” described in Figure 9. The accepting probability of Fork™ is defined as
acc(Fork?) = Pry csig[a «s Fork(z) : o # 1].

Then, acc(Fork) > acc(A)%/|S|.

Proof (of Theorem 2). Let A be a TS-UF-0 adversary as described in the theorem. W.l.o.g. we
assume that A is deterministic and corrupts exactly ¢ — 1 signers. Also, we assume if A returns
(u*, (R*,z*)), the RO query Ha(pk, u*, R*) was made by A, which adds at most one RO query.
Also, since the game makes at most one RO query to H; and Hs respectively for each signing query,
the total number of RO queries to each of H; and Hs is bounded q = q5 + qs + 1. We first construct
an algorithm C compatible with the syntax in Lemma 9 and construct B from ForkC.

6 https://github.com/malb/lattice-estimator
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Fork*(x) :

Pick the random coin p of A at random
(hl, ey hq), (El, . Bq) —s HG

(I,0ut) « A(x,h1,...,hq; p)

If I = 1 then return L

([_,m) «— .A(:E,hl, ey h[71,iL1, PN ,Bq;p)
If I # I then return L

Return (7, Out, Out)

Fig. 9. The forking algorithm build from .A.

CONSTRUCTION OF C. The input of C consists of A, (¢;)ie[x+14q,(¢+1)], and a list of hash values
hi,..., haq, where (A, (ti)ie[k+1+q.(¢+1))) are sampled following the AOM-MISIS game, and for
each i € [q], hoj—1 is sampled uniformly from S, and hg; is sampled uniformly from S.. To start
with, C sets par < A, initializes st;.mapPP « () for i € [n], and in addition, initializes a counter
ctrp, < 0 for counting the number of random oracle queries. Then, C runs A on input par with
access to oracles fﬁi ﬁf\’é, PSIGNO and lf%\(/), which are simulated as follows.

as Apjc for j € [K]. Then, for each i € CS and j € T}, C

IfrIth(CS): C sets pk « t; and views ¢
computes ss; — PI(d) with

1+

M., je[K+1],
dj:{ i JElK+1] ©)

0, o.w.

Finally, C returns (pk, (sk; = (sSj)jet; )iccs)-
PPO(i): For the j-th query, C sets R; — b1 (1) e+ 1) 4541 for j € [0..£]. Since C does not sample
i}‘/}j‘e[o..ep C uses st;. mapPP to store the index j instead, i.e., C sets st;. mapPP({ R; }j'e[o..é]) — j.
PSignO(i, Ir): The same as PSIGNO(3, Ir) except that C computes z using the PI oracle as follows.
Let j « st;.mapPP(lr.PP(i)) and d be a vector in R? such that

20 Yaeq, NMy5, Je K +1],

Z?]
s — 1, J=K+1+({G-1D{+1)+1, )
J by J=K+1+(G-DU+1)+1+4,5€[],
0, 0.W.

C computes z < PI(d).

RO query Hi(z): If Hi(z) # L, C returns Hy(z). Otherwise, parse x as (;)Tg Ir). If the parsing
fails or E)Vk # pk, C sets Hy(x) «s Sﬁ and returns Hj(x). Otherwise, C increases ctry by 1, sets
Hi(x) < hactr,—1. Also, C computes R« ., <s(Rio + Zje[z] bj - R;j), where (R ;)jclo.q <
Ir.PP(i) and {b;}je(q) < hactr,—1. If Ha(pk, lr.msg, R) = L, C sets Ha(pk, Ir.msg, R) < hactr,-
Finally, C returns H; (z).

RO query Ho(z): If Ho(z) # L, C returns Ha(x). Otherwise, parse x as (ER, u, R). If the parsing
fails or E)T( # pk, C sets Hy(z) <3 Sc. Otherwise, C increases ctry, by 1 and sets Ha(z) < hactr, -
Finally, C returns Ha(z).
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After receiving the output (u*, (R*,2*)) from A, C aborts if A does not win the TS-UF-0 game.
Otherwise, C finds the index I such that Ha(pk, u*, R*) is set to h; during the simulation. By our
assumption of A, we know such I must exist. Then, C returns (I, Out = (u*, R*, z*)).

ANALYSIS OF C. To use Lemma 9, we define S := {2i};c[q, |G as the algorithm that samples
(A, (ti)ie[K+1+qs(¢+1))) following the AOM-MISIS game, and HG as the algorithm that samples
hoi—1 uniformly from Sy, and samples hgy; uniformly from Sc for each i € [q]. From the simulation,
we know that the output index I of C is always in S. Also it is not hard to check that C simulates
the game TS-SUF-0 perfectly, which implies acc(C) = A tcs-r%f O(A, k). By Lemma 9, we have that

acc(Fork®) = AdviErs0(A, k)?/q .

CONSTRUCT B FROM Fork®. We now construct the AOM-MISIS adversary B using Fork®. To start
with, B receives (4, {t;}ic[q)) from the AOM-MISIS game with Q@ = K + 1 + qs(¢ + 1) and
runs Fork® (A, {ti}ie[Q]) with access to the PI oracle from the AOM-MISIS game. If Fork® out-
puts (I,O0ut = (u*, R* 2*),0ut = (@*, R*,2z* )), we know Az* = R* 4 2hrpk mod ¢ and
Az* = R* + 2hrpk mod q, which implies A( z*) = 2(h; — hy)pk mod g. Therefore, B sets
§ — z* —z* and b — (2(h; — h1),0,...,0), and it holds that ;¢ bt = 2(h; — hp)ty =
2(h; — hr)pk = A(z* — 2*) = 3 mod q.

T
We now show how B sets u such that b u # 0 and d”u = 0 for any oracle query PI(d).

By the linearity of SecSha, there exists a sweeping vector w € ZX*! such that Mcsw = 0
and w; = 1, and we set u[g 1] = w. Therefore, BTu = byuy = by # 0. Also, for each PI query
made during the execution of IFI\HT/, the query is of the form d = (M;1,..., M; k+1,0,...,0), where
7 € Uiecs Tis and thus d¥u = (Mj1,..., Mj g41) - w = 0.

For j € [qs], B sets ugy14(j—1)(t+1)+[e+1] as follows. To simplify notation in the following
analysis, we use v to denote the vector ug 14 (j—1)(e+1)+[¢+1] € R, We say a PSIGNO query
(1, Ir) corresponds to the j-th token if and only if it is the valid query with st;.mapPP (ir.PP (7)) = 7,
where a valid query means the PSIGNO oracle does not return L. From the simulation, there is at
most one PSIGNO query corresponding to the j-th token during each execution of A. Therefore,
there are the following cases:

Case 1: No query corresponds to the j-th token during both executions. In this case, 5 set v < 0.

Case 2: Only one query corresponds to the j-th token during the two executions. Denote d as the
PI query made during the execution of the PSIGNO query corresponding to the j-th token,
where d follows the form given in Equation (7). B sets v < (_Zj‘e[KH] dzu3,0,...,0), which
implies d”u = Z;e[KH] dzu; +v1 = 0.

Case 3: There is one query corresponding to the j-th token during each of the two executions. De-
note d (resp. d) as the PI query made during the execution of the PSIGNO query corresponding
to the j-th token before (resp. after) rewinding. If d = d, then C sets v in the same way as Case
2. Otherwise, let k € [¢] be the index such that Ape 14 Gy e D) +14k 7 Crer1h (o) e+ 1) +146 (If

such k does not exist, B aborts.) Denote b := dK+1+(7j71)(€t1)+1+l% and b := dK+1+(j—1)(é+1)+1+l%‘
By Equation (7), we know that 2 divides d; and d; for j € [K + 1]. Therefore, denote A :=
Z;G[KH (d5/2)u; and A= de K+1] (d5/2)u;. Since b, b € Sp, by Lemma 1, there exists v € R
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such that y(b—b) = 2 mod q. C sets

—2A+ ( A)7
v — < —y(A - A),

0,

Then, it holds that d”u = Zj‘e[KH] dsus + vy +bvg = 24 =2A+by(A— A)—by(A-A) =
ZzT_u = Yerren) G tortboy = 24— 2A+by(A A)—by(A—A) = 2A—2A+(b—b)y(A—A) =
2A —2A 4+ 2(A - A) =0.
ANALYSIS OF B. Denote BadHash as the event that hy, h1,. .., haq, qu are not all distinct. We now
show that B wins the AOM-MISIS game if Fork® returns and BadHash does not occur.

We first show that if Fork® returns and BadHash does not occur, B does not abort. Suppose
Fork® returns and BadHash does not occur. Then, the only step where B might abort is in Case 3

||
;Tw =

J
J
0.

g

=
o,

above. In Case 3, suppose d # d and AR 14(G-1)(E+1)+14[0]) = dK+1+(] D(e+1)+1+[4] (in which case
B aborts). Let (i,1r) be the PSIGNO query that corresponds to the j-th token before rewinding.
Then, there exists J € [q] such that hay—1 = Hi(pk,Ir) = dgi14(j—1)(t+1)+1+[¢- Since BadHash
does not occur, the only possibility is that the 2J —1 < I and (i, Ir) is also the PSIGNO query
that corresponds to the j-th token after rewinding. Let R be the aggregated nonce computed from
CompPar(pk, Ir). Denote Je [q] be the index such that h,; = Ha(pk, Ir.msg, R) before rewinding.
From the simulation of the random oracles, it holds that J < J and thus 2J < 2J < I. Also,
since lr.msg # p* (0.w., C would not win the game), we have 2J # I and thus 2J < I. Therefore,
Ha(pk, ir.msg, R) in the second execution of C is also h, ;. This implies d = d, which contradicts
our assumption.
If B does not abort, we have ||| < |2*| + |2*| < 28, = s and

H(Bl “01,.- .,i)Q . O'Q)Hl = H2(h1 — B[)O’SkHl < 4o Be = P -

It is left to bound |(u1/01,...,uq/oQ)|. For j € [qs], denote v := ug 11 (j—1)(+1)+[¢+1]- There
are three cases as mentioned in the construction of B. For the first case, |v| = 0. For the sec-
ond case, H’UH = HQC'Z(”)eTx[KH SMZ]w]H < 2Bss|c| < 2Bsgsv/Be. For the third case,
14 e[ 41 )\lr SSM,ijH Bssfe and similarly |A|; < Bssf. Since || < VN

(by lemma 1)
T A — 2
|v|* = [7(bA - bA),0,...,0,—y(A - A),0,...,0)]
2(1 A1, + [ A],)? |v]* < 8NBLSE -
Therefore, H(Ul/Ul, cee 7uQ/0Q)H < 1/USk + Zje[qs] HU/UI‘HQ < 1/65 + BeBssv/8Nas/or < Bu

Since each of hi, h3, ..., hoq—1 and ho, hy, ..., haq are sampled uniformly from Sf; and S, respec-
tively, Pr[BadHash] < (29)%/|Su|" + (29)2/|Sc| < 8922~ 2%, Therefore,

aom-misis C
AdV gy (B, k) = acc(Fork®) — Pr[BadHash]
> AdvETY (A, k)P fq — 8?27,

which concludes the theorem.
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6 Analysis of the EKT Construction

We apply AOM-MISIS to the analysis of the EKT construction and discuss the parameter selections
in this section.

6.1 Construction and main security theorem

We recall the EKT construction from [EKT24] in Figure 10. A summary of the parameters used
by the scheme is provided in Figure 7. The scheme also depends on a pseudorandom function PRF
with suitable domain and range. The Lagrange coefficient Ly ; € Z, for any subset U < [n] and
j €U is defined as Ly,; := [ Lien (5 ]_TZZ

The following theorem establishes T'S-UF-4 security for EKT from the hardness of AOM-MISIS.
In the theorem statement, Advgr;F (C, k) refers to the standard PRF advantage of an adversary C.

The full proof of Theorem 4 is given in Section 6.3.

Theorem 4 (TS-UF-4 of EKT). For any integers ¢ = q(k),k = k(k),m = m(k), any pseudo-
random function PRF, and any TS-UF-4 adversary A making at most qs = qs(k) queries to PPO

1 1
and qn = qn(k) queries to RO, given o, > 2N - qEJrN(m—k) , there exist an AOM-MISIS adversary
B and a PRF adversary C running in time roughly two times that of A such that

AdVERY Pre (A, 5) < \/quvggfl'misiS(B, K) + 83272 + n? - AdVBRL(C, k) + g2 - 272

where q = dp +qs + 1 and par = (q,k,m,Q = 1+ qs(1 + €), (7i)ic[q), Bs = (2”'+2 + e - 2ypk+1) .
VINE +40;, By = 405 e, Bu = 1/0sk + Ber/8NAs/0r) with 01 = 0sk, 0144 = oy for i€ [qs(f + 1)].

Remark 3. We note that we can directly establish T'S-UF-0 security of EKT from AOM-MISIS by
applying the unforgeability theorem from [EKT24] and Lemma 7. However, the resulting parameters
are worse than those in Theorem 4. Specifically, 8, becomes 1/og + 264/ Nqs/0y, and (5, becomes

4o/ BN

Also, we recall the correctness theorem from [EKT24], which is needed for parameter selection
later.

Theorem 5 (Correctness of EKT [EKT24]). For any integers 1 < t < n, any pseudoran-
dom function PRF, given o, = 1/(log(2Nm) + k)/m and B; = (82" + 2" )WmN + e'/*(2fc0q +
o\/n(1 + €)VN(Vk++/m — k), the threshold signature scheme EKT[PRF] is correct with correct-
ness error negligible in k.

6.2 Parameter selection

In this section, we first discuss the asymptotic parameters selection derived from the security
theorems and the hardness of AOM-MISIS, then compare these parameters with those proposed
in [EKT24], and finally estimate the concrete efficiency based on the parameter selections. We also
discuss how our parameters are compared to the parameters of Ringtail [BKL™24].
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Setup(1”) :

Aes RYOE A < [A]L]
par «— A
For ¢ € [n] do
sto.curPP; « &
st;.mapPP «— ()
Return par

KeyGen() :
sk s 7,
pk — l2A-sT<] J pke RE,
Vpk
For (i,7) € [n] x [n] do
seed; ; < {0,1}"
Q1,...,Q1_1 <5 R;"ik
For i € [n ] do
S; «— Sk[m k] + Z] 1 a]@J
sk «— (si, (seed 5, seed; i) jern])
Return (pk, (ski)ie[n])
SPP(st;) :
For j € [0..£] do r; «s 27"
For je[0.4] do R; — A-7j
pp < (Rj)jef0..01
st;.mapPP(pp) — (r5)jef0..¢]
Return (pp, st;)
LPP(i, pp, sto) :
sto.curPP; « stg.curPP; U {pp}
Return stg
LR(/L, SS, Sto) :
If 3i€ 58S : stg.curPP; = ¢ then
Return L
Ir.msg «— p ; Ir.SS «— SS
For i € SS do
Pick pp,; from stg.curPP;
Ir.PP(i) < pp,;
sto.curPP; « stg.curPP;\{pp,}
Return (Ir,sto)

CompPar(pk, Ir) :
W« lr.msg
For i € Ir.SS do
(bj)jeter < Ha(pk, Ir)
(Ri,j)je[o..i] <« lTPP(Z)
R« [Zielrss (Rm + el bij'ﬂ
€< HQ(pk7 K, R)
Return (R, ¢, (bj)jeq)
PS(ir,i,st;) :
pp,; < Ir.PP(7)
If st;.mapPP(pp,) = L then return (L,st;)
(75)jef0..e < sti.mapPP(pp;)
st;.mapPP(pp,;) «— L
(R, c, (bj)jerey) <« CompPar(st;.pk, ir)
(si, (seed; j,seed; ;) je[n]) < Sti.sk
mask < 3., s PRF(seed; ;, (pk, Ir))
mask’ < 3., g5 PRF(seed; i, (pk, Ir))
Z <~ Tofm—k] T 2jefe b " Tilm—k]
+2c¢- Lirss,j - 85 + mask — mask’ mod ¢
Return ((R, z), st;)
Agg(PS,sto) :
R—1;z<<0
For (R',2") € PS do
If R= 1 then R — R/
If R # R’ then return (L,sto)
z—z+2
¢ < Ha(pk, i, R)
he—R- [ﬁz—zupk-c.m /) heR
Return ((c, 2, h), sto) r

Vi (pk, 1, sig) :
If |(2,2"h mod q)H2 > 3, then return 0

¢« Ha(pk, u, LAZ — 2%k . . ﬂw +h)

Return (¢’ = ¢)

4

qu,

Fig. 10. Lattice-based t-out-of-n threshold signatures EKT[PRF], where PRF is a pseudorandom function. Here,

1:{0,1}* - 8¢ and Hs : {0,1}* — S.. Also, Lj-ss,; denotes the Lagrange coefficient, and pk, i € R* denote the
lift (see Section 3.1 for more details) of pk and h respectively. Also, we remark that, as stated earlier, the public
parameter par is implicitly given to all algorithms except Setup.

ASYMPTOTIC PARAMETER SELECTIONS. Denote [jwe as the norm of the underlying MLWE as-
sumption. Initially, we select N, m,k, Biwe such that N is a power of N > 2k, m,k = poly(k),
and Bue = mlog(N).” (We note that when estimating the concrete efficiency, we will enumerate
through plausible (N, m, k, Biwe) tuples and pick the one that yields the best efficiency.) Then, we
set other parameters as follows.

7 This is for guaranteeing the underlying MLWE is hard.
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- Set B¢ as the smallest integer such that 25 (é\i) > 22K,
- ook = max{2BweVmN,/log(6mN)/m}. The first term is usually the leading term.
1 1

- 0y = max{okBcv/8Nqs,+/(log(2Nm) + k)/m, 2N - gm "Nm=R}, The first term is usually the
leading term.

- Vpk = logy(ov/fBc) and vy = logy(oy).

- [, is set as shown in Theorem 5

- Denote Bsis = 26, + 4oskBcvVmN.

- Select ¢ such that the problem MSIS, . ., 5, and the problem MLWE, y 1 m 3. are assumed to
be exponentially hard in k.

By Theorem 4 and Theorem 1 with € = 1/2 and o = 2 (we can further optimize the concrete bound
by adjusting a), TS-UF-4 of EKT is implied by the hardness of MSIS, j, 1, 5, and MLWEg n . m. 8, -

COMPARISON WITH [EKT24]. Although the prior work does not give a security reduction to stan-
dard lattice assumptions, they provide candidate asymptotic parameters based on the heuristic
assumption that the selective version of AOM-MLWE is as hard as the adaptive version. Still, our
asymptotic parameters are slightly better than their candidate asymptotic parameters provided
in [EKT24]. The key difference lies in the choice of o,, which significantly impacts efficiency. In par-

ticular, the prior work requires o, = 2(5cBweNv/asNk), while we require o, = 2(5cBiwe N +/qsm).
Therefore, there is roughly a factor of v/ N improvement.

COMPARISON WITH RINGTAIL [BKL"24]. Ringtail is very close to EKT. The main differences are
that the output space of hash function H; changes and the nonces r; are sampled from unbalanced
discrete Gaussian distributions. In particular, in Ringtail, the first m — k entries of each nonce
T [m—k] 18 sampled from .@;’f—k, while the rest 7 (;,—g41)..m] 18 sampled from .@f: with o] # o.
Therefore, it is possible to compare the parameter selections directly.

The key difference still lies in the choice of o,. In particular, Ringtail requires o, = £2(8:4/qn),
where q; denotes the number of random oracle queries. Here we offer different trade-offs. A key
drawback of their parameters is that o, depends on qy, which is typically assumed to be much larger
than q,. This is because g, refers to the number of online signing queries and is a system parameter
that can be enforced, while qj, scales with the offline computational power of the adversary. However,
if we set g5 = qs, their o, is smaller than ours roughly by a factor of BieNy/m.

CONCRETE EFFICIENCY. We show a set of concrete parameters and estimated efficiency for x €
{128,192,256} and n = 1024 in Figure 11. We derive the parameters following our parameter
selections mentioned above, and similar to the CTZ scheme, we estimate the concrete hardness
of MSIS and MLWE using the lattice estimator. We note that our concrete parameters are worse
than those given in [EKT24], although in a similar ballpark. However, worse parameters are to
be expected. This is because their parameter selection is based on their direct cryptanalysis of
AOM-MLWE, whereas we rely on a reduction from two standard lattice assumptions. In a similar
spirit, our parameters are worse than those claimed for Ringtail in [BKL™24], however this is to be
expected, too, as they heuristically assume q; = g5 (also see the above discussion) to set parameters.
In practice, however, we expect qp to be best approximated conservatively by the running time of
the adversary, and this can be as high as 22°6, whereas q, could typically be 26°. The authors of
Ringtail were aware of this fact, and their choice was motivated by their conjecture that a better
dependency would be possible. We confirm their conjecture for the case of EKT.
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k |logs(q) | K m o« or Bz |pk| |sig] Comm.
128 | 69.3 | 6 11 2106 | 9526 9662 g 79KB |30.88KB 766.83KB
192 | 69.6 | 8 15 2196 | 9526 9665 11 74KB | 42.90KB 1.01MB
256 | 70.2 |10 18 2117|2932 9671 14 76KB | 50.72KB  1.29MB

Fig. 11. The concrete parameters and estimated efficiency of the EKT scheme for x = 128,192,256 and n = 1024.
We set (N, 4, 8c) = (512,26, 64). The last second column denotes the communication complexity per signer.

Game Ideal-TUFA (k) : Oracle PPO(z) :
A s Rl‘;x(m—k) CA [A\Ek] Require:ie HS
H«sTSHF;S « & i s Do,
For i € [n] do For je[0.4] do Rj «— A -7y
st;.mapPP «— () pp < (Rj)jefo..0)
(N, Sig) - AI.\m-,PPO,PSIGNO,RO(A) sti.mapPP(pp) — (rj)je[()..é]
Return (u¢ S A VF(pk,u, sig) = 1) Return pp
Oracle INIT(CS) : Oracle SIGNO(Ir) :
Require: CS C [n] and |CS| < t Require: Ir.SS < [n] and |Ir.SS| >t
HS « [n]\CS hon < Ir.SS n HS
ok —s QM If 3 7 € hon : st;.mapPP(ir.PP(i)) = L then
Tsk
pk « [2A . sk]V ) Return L
Return pk P S — Su {lr.msg}
(¢,b1,...,be) < CompPar(pk, ir)
Oracle RO(z) : Z —2¢-Skim_k]
Return H(z) For 4 € hon do
(r3)je10..¢) <= Ir-PP(i)
sti.mapPP(lr.PP(i)) — |
zZ—z+ TO,[ank] + Zje[é] bj : T'j,[nlfk]
Return z

Fig. 12. The Ideal-TUF game, where the algorithms CompPar and Vf are defined in Figure 10.

6.3 Security reduction of EKT

Unlike other security analyses [DKM™*24, EKT24] of lattice-based threshold signatures that use
masking techniques, our reduction follows a two-step approach, which we believe has independent
interest.

In the first step, we reduce the TS-UF-4 game of EKT[PRF] to an ideal unforgeability game
Ideal-TUF for threshold signatures (defined in Figure 12). In this game, no secret sharing of signing
key or masking is involved. Moreover, the adversary directly obtains an aggregation of all partial
signatures from honest parties in Ir.SS via a second-round signing oracle SIGNO, provided that the
tokens in [r for honest signers are all valid. Intuitively, the ideal game captures the information
hidden by the masks. In particular, all the secret key shares and the partial signatures (except their
aggregation) are entirely hidden by the masks.

In the second step, we establish the hardness of the ideal unforgeability game based on AOM-MISIS.
The approach is cleaner than prior proofs, as it clearly separates the effects of masks from the main
security reduction to the AOM-MISIS problem. In particular, the first step relies only on the secu-
rity of PRF, while the second step does not involve masking at all.
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Concretely, Theorem 4 is a corollary from the following two lemmas.

Lemma 10. For any integers ¢ = q(k),k = k(k),m = m(k), any PRF scheme PRF, and any
TS-UF-4 adversary A making at most qs = qs(k) queries to PPO and qp = qp(k) queries to RO,

1 1
given o, > 2N - qWJrN(m*k), there exists an Ideal-TUF adversary B making at most qs queries to
PPO and qp queries to RO and an PRF adversary C running in time roughly the same as A such
that _
AdvES ERe (A, 1) < AdVII (B k) + n? - AdVBRE(C, 1) + g2 - 2725

where n denotes the number of signers.

Lemma 11. For any integers q = q(k),k = k(k),m = m(k) and any Ideal-TUF adversary A
making at most qs queries to PPO and qp, queries, there exists an AOM-MISIS adversary B running
in time roughly two times that of A such that

Adv ideal-tuf .A R \/quvggt{ll misis B ﬂ) +8q32—25 .

where q = qp +qs + 1 and par = (¢,k,m,Q = 1+ qs(1 + €), (04)ie[q]: Bs = (2”'*2 + e 2Vpk+1) .
VINk +403;, By = 405k e, Bu = 1/O'sk + Bev/8Nqs Ur) with 01 = Os, 0145 = 0 fori e [qs<£ + 1)]

The rough idea behind the first reduction (Lemma 10) is as follows. Due to masking, the
reduction can simulate the PSI1GNO oracle by responding with a uniformly random vector, unless
the adversary has made PS1GNO queries to all honest party in Ir.SS. In this case, the reduction
queries its own SIGNO oracle to obtain an aggregated signature and derives the requested partial
signature from it. Thus, the reduction only queries SIGNO for message Ilr.msg when all honest
signers in Ir.SS were queried. This implies that the set S of messages considered signed in TS-UF-4
is exactly the same as the set S defined in Ideal-TUF. The second reduction (Lemma 11) is the
similar to the proof of Theorem 2, and its proof is provided in Section 6.4.

Proof (of Lemma 10).
Let A be a TS-UF-4 adversary described in the theorem. We show the lemma via the following
series of games.

Gyo: This is the same as TS-UF-4. The game is formally defined in Figure 13

G1: The same as Gg except that in the oracle PSIGNO, the response z is computed in a dif-
ferent way, and the game aborts if there are two valid PSIGNO queries for the same in-
put (i,lr) (denoted as BNonce). The game is formally defined in Figure 14. We first show
that if BNonce does not occur, the game is identical to Gg. From the description of Gy, if
curSS(lr) # hon, we have z = v + maskc = 7o,y + (Zje[e] bj - Tjm—k)) +2¢ - Lirss;
8; + masky, + mask., which is exactly the same as Gy. Otherwise, z = curSumR(lr) + 2¢ -
SKm—) — curSum(lr) — Zjecor 2c- Ly ssj - 85 + maskc. Here, curSumR(Ir) = > .ichon TE)Z[)WL s
(2e e[ bi el [Zn k]) where {r }j€ 0..¢] denotes the nonces for signer i’ € hon, and curSum(lr) =
D ehon\{z}v( Y = Yirehon iy (T (Z[)m K+ Djere b ol [) i) +2¢- Lipss.o - i + maskp ")), where
(-)) denotes the value computed during the query (¢, Ir). Since sk = Dieirss Lirssi - sy and
S rchon Masky ) = S Zjehon(PRF(SGEdi 1> (pk, Ir)) — PRF(seed; i, (pk, Ir))) = 0, we have
z = r(l,) K] + (Zje[e] b; ~r§?€mik]) +2c- Liyss;-si + maskh(”) + maskc, which is identical to Gg.
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Game G{'(k) : Oracle PSIGNO(4, Ir) :

As R0 LA [AL] Require: Ir.SS < [n] and i € HS n Ir.SS
H<«sTSHF ;S «— & ; curSS « () pp; < Ir.PP(i)
(u*, sig*) « ANTFFOPSIGNO,0PEN,RO (1) If st;.mapPP(pp,;) = L then return L

1) If curSS(ir) = L then

Return (u* ¢ S A VFf(pk, u*, sig*
(b* ¢ (pk, u*, sig™) curSS () < (i)

Oracle IN1T(CS) : Else curSS(Ir) « curSS(Ir) u {i}
HS < [n]\CS If curSS = ir.SS n HS then
sk «s 7, ; pk < lQA . sk] S — Su {lr.msg}

ok (75)jefo..e < sti.mapPP(pp;)
Sti.mapPP(ppi) — 1
(R, c, (bj)je[e)y) < CompPar(pk, ir)

For (i,7) € [n] x [n] do
seed; ; — {0,1}"

m—k
;17 e at—(li s Ry (34, (seed; ;,seed; i) je[n]) < ski
or i € [n] do L mask < >, s PRF(seed; ;, (pk, Ir))
8i < Skpm—g] + 2, ;7 / e
[m—Fk] j=1 " mask’ « 3., o5 PRF(seed;;, (pk, Ir))

ski < (83, (seed; ;,seed; ;) je[n])

z To,[m— + . bi-r i[m—
Return (sk;)iecs 0. [m—k] + Ljefeg 03 - Tifm—k]

+2¢- Lirss,j - 85 + mask — mask’ mod ¢
Oracle PPO(9) : Return (R, z)

Require: i € HS Oracle RO(z) :

For j € [0..£] do rj «s 2, TR

For je[0.4] do R; — A-7T; Return H(z)
pp < (Rj)jef0..01

st;. mapPP (pp) < (r))jef0..0
Return pp

Fig. 13. The Gy game, where the algorithms CompPar and Vf are defined in Figure 10.

We now argue that BNonce occurs with a negligible probability. Since st;.mapPP(pp;) is set
to L after the query (i,lr), BNonce occurs only if the PPO oracle generates a new token
(Ry, ..., Ry) that is exactly the same as pp,. Therefore, by the following lemma from [DKM™24],
the probability that this occurs is at most qg 27N+l and thus, since N > 2k,

AdVGl (A7 H) = AdVGO (_,4’ ,Lq/) _ qg . 2—2l€+1 ) (8)

Lemma 12 (Lemma 3.8, [DKM™24]). For any integers q,m,k > 0, any real number o > 0
and any matriz A € Rgxm, denote a distribution D(A) := {[A|l}] - s | 8 <s 27 *}. If o >

IN - qﬁJfﬁ
Pry s gexm[Ho(D(A)) 2 N —1] > 1 - g~ N+
where Hyo(D(A)) := —logQ(maxm,eR{; Pry cs p(ay[x = x']) denotes the min-entropy of D(A).8

Go: The same as G; except in the oracle PSI1GNO, the aggregated mask mask;, computed from
honest parties’ seeds are replaced with a uniformly random value. The game is formally defined
in Figure 14. We can show this game is computationally close to G; by first replacing each
PRF(seed; ;,-) for honest parties ¢ and j with a truly random function, which incurs at most a

8 We omit the bit dropping from the original lemma, as it is not needed here and it only reduces the min-entropy.
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T G vl
Game | G (r) ; GE\(v) . ~
Oracle PSIGNO(¢, Ir) :
Require: Ir.SS € [n] and

i€ HS n Ir.SS
pp,; < Ir.PP(7)
If st;.mapPP(pp,) = L then return L
If ¢ € curSS(Ir) then the game aborts / Bad event BNonce
hon « Ir.SS\CS ; cor « Ir.5S n CS
If curSS(lr) = L then curSS(ir) « {3}
Else curSS(Ir) « curSS(ir) u {i}
If curSS = hon then S «— S U {lr.msg}
(R, c, (bj)jefe))) < CompPar(pk, Ir)
maskc < >, PRF(seedi j, (pk, ir)) — > ., PRF(seed;:, (pk, Ir))
(7)) ef0..¢) < sti.mapPP(pp,)
st;.mapPP(pp,) « L
curSumR(Ir) < curSumR(Ir) + 7o,(m—k] + 2jeqe) bi * Tiilm—r]
If curSS(Ir) # hon then
J/ i is not the last queried honest party in Ir.SS

! (8, (seed; ;, seed; ;) jen]) < Ski

e N e e

\rmaskh s D ichon (PRF (seed; j, (pk, Ir)) — PRF(seed; i, (pk, lr)))j\

S -
maskp, < Ry~ "

r--r-—-—-—--" - - °-" -~ _ -~~~ -~~~ ~"=-T—"T"T"T "~ " -~ "~ -~ " °-"T°"=T°-" === °—-°7=° a
|

curSum(lr) « curSum(ir) + v
Else / i is the last queried honest signer

v « curSumR(Ir) + 2¢ - sAk[m_k] — curSum(lr) — >,
z < v + mask.
Return (R, z)

jEcor 2c- Llr.SS,j ©8j

Fig. 14. The PS1GNO oracle of the games G1, G2, and Gg, where G1 only contains dashed boxes, G2 only contains
highlighted boxes, and Gs only contains solid boxes. In addition, each entry of the tables curSum and curSumR is
initialized to 0. The rest of each game is identical to Go.

reduction loss of n?- AdvE,rI;F(C , k). Then, the game is identical to G, since for each Ir, denoting

hon = Ir.SS N HS and mask;,? = 2 jehon (PRF(seed; j, (pk, ir)) — PRF(seed;;, (pk, Ir))), we have

{maskh(i)}iehon\{i/} is uniformly distributed over Rl;(lhonl*l) for any i’ € hon. Therefore,
Adv®2(A, k) = AdvG1 (A, k) — n? - AdvBE_(C, k) . (9)

G3: The same as Go except the value v is uniformly sampled from R;”_k if ¢ is not the last queried
honest party in [r.SS. The game is formally defined in Figure 14. Since masky is sampled
uniformly from R;”_k and only used to mask v, the distribution of v is identical in both games.
Therefore, we have

AdvE3 (A, k) = AdvE2(A, k) . (10)
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We construct an Ideal-TUF adversary B as follows. To start with, after receiving A from the
Ideal-TUF game, B initializes st;.mapPP for i € [n], tables curSS and curSum following the game
Ga3, then initializes a map curLR to an empty map, recording Whether a Ir request has made, and
runs A with input A and access to oracles INIT 15136 PSIGNO and RO which are simulated as
follows.

Ifr;th(CS): B queries pk < INIT(CS). For each i € CS, B samples s; «<s Rg”_k and seed; j «<s {0, 1}"*
for each j € [n]. Finally, B returns (s;, (seed; ;, seed; ;) je[n])icCs-

1:%, RO: B forwards queries directly to PPO and RO respectively.

P/S?gn/O(i, Ir): The same as PSIGNO(3, Ir) in Gg except that when curSS(ir) = hon, B queries
z « SIGNO(Ir) and sets z « 2 — curSum(lr) — Zjecor 2c- Ly ss j - 8j + maskc. Also, B does not
need to retrieve {r; ;};c[0.¢ and update curSumR, as the table curSumR is not used anymore.

After A returns, B outputs the output of A.

We observe that B wins the Ideal-TUF game if A wins the game Gg, since the message Ir.msg
is added to S in Gg if and only if curSS(lr) = hon, which is exactly the scenario where B makes a
S1GNO query on Ir. Also, since B simulates the game G perfectly, it follows that Advidea (B3 k) >
Adv®3 (A, k). Therefore, we can conclude the lemma by Equations (8) to (10). =

6.4 Proof of Lemma 11

Let A be a Ideal-TUF adversary as described in the lemma. W.l.o.g. we assume that A is deter-
ministic. Also, we assume if A returns (p*, (R*, z*)), the RO query Ha(pk, ©*, R*) was made by
A, which adds at most one RO query. Also, since the game makes at most one RO query to H;y
and Hj respectively for each signing query, the total number of RO queries to each of H; and Hs is
bounded q = q; +gs + 1. We now construct an algorithm C compatible with the syntax in Lemma 9
and construct B from ForkC.

CONSTRUCTION OF C. The input of C consists of A, (ti)ic[14q,(¢+1)]; and a list of hash values
hi,..., haq, where (A, (t;)ic[14q,(¢+1)]) are sampled following the AOM-MISIS game, and for each
i € [q], hai—1 is sampled uniformly from S, and hg; is sampled uniformly from S.. To start with, C
initializes st;.mapPP « () for i € [n], and in addition, initializes a counter ctry < 0 for counting

the number of random oracle queries. Then, C runs A on input A with access to oracles fﬁi P/’?(),
PS1aNO and RO, which are simulated as follows.

IfrIth(CS): The same as INIT(CS) except C sets pk « [2t0]ypk

PPO(i): For the j-th query, C sets R; —1 for 7 € [0..4] and sets

1+ —1)(f+1)+7+1
st;. mapPP((R; )]e[O E]) — 7.

Note that since C does not sample (rj.) Sefo.e) C uses st;. mapPP to store the index j instead.

S/ig\nf)(lr): The same as SIGNO(Ir) except that C computes z < PI(d), where

2, j=1,
PR j=1+@G -1 +1)+1,j5€honR 1)
J by, j=1+G—1)(+1)+1+4,5 €[l],jehonR,
[0}

and honR := {st;.;mapPP(Ir.PP (7)) }ichon-

36



RO query Hj(z): If Hi(x) # L, C returns Hy(x). Otherwise, parse x as (E)T(, Ir). If the parsing
fails or pk # pk, C sets Hi(z) «s S and returns Hi(x). Otherwise, C increases ctry, by 1, sets
Hi(x) < hactr,—1. Also, C computes R« >, ss(Rijo + 2 bj - Rij), where (Rij)jefo.e) <
Ir.PP(i) and {b;} e < hactr,—1- If Ha(pk, lr.msg, R) = L, C sets Ha(pk, Ir.msg, R) < hact,,-
Finally, C returns H; (z).

RO query Ho(z): If Ho(x) # L, C returns Ha(x). Otherwise, parse x as (E)Vk, u, R). If the parsing
fails or E)T( # pk, C sets Hy(z) <3 Sc. Otherwise, C increases ctry, by 1 and sets Ha(z) < hactr, -
Finally, C returns Ha(z).

After receiving the output (u*, (c*,z*,h*)) from A, C aborts if A does not win the Ideal-TUF
game. Otherwise C computes R* «— lﬁz* — 2%k . c* . pk] + h* and finds the index I such that

Ur

Ha(pk, u*, R*) is set to hy during the simulation. By our assumption of 4, we know such I must
exist. Then, C returns (I, Out = (u*, R*, c*, z*, h*)).

ANALYSIS OF C. To use Lemma 9, we define S := {2j}¢[q and |G as the algorithm that samples
(A, (ti)ie[14qs(¢+1))) following the AOM-MISIS game, and HG as the algorithm that samples hg;—1
uniformly from S, and samples hy; uniformly from S for each i € [q]. From the simulation, we

know that the output index I of C is always in S. Also, it is not hard to check that C simulates the
game Ideal-TUF perfectly, which implies acc(C) = Advidea( 4 ) By Lemma 9, we have that

acc(Fork®) = Advidealtuf( 4 1)2/q .

CONSTRUCT B FROM Fork®. We now construct the AOM-MISIS adversary B using Fork®. To start
with, B receives (A, {ti}[o)) from the AOM-MISIS game with Q = K + 1 + q4(¢ + 1) and
runs Fork®(A, {ti}ie[g)) With access to the PI oracle from the AOM-MISIS game. If Fork® out-
puts (/,Out = (Mi,R*,c*,z*,h*),p\lfc = (ﬁ*,R*,E*,E*,fNL*)) and ¢* # ¢*, B sets § «— (2% —
Z5,2(c* = T )tg — A(2z* — Z¥)) and b — (2(c¢* — ¢¥),0,...,0). Otherwise, B aborts. It is clear that
A5 = A(Z* — %*) + 2(6* — E*)to — A(Z* — %*) = 2(0* — E*)to = Zie[Q] b;t;.

T
We now show how B sets u such that b u # 0 and d"u = 0 mod g for any oracle query
PI(d). Note that B only makes PI queries while simulating oracle SIGNO. We set u; = 1 and thus
bu= 2(c* —¢*) #0.

Enumerating j from 1 to qs, C sets uyy (j_1)(e+1)+[¢+1] such that

Z u;d; = 0 for each PI query d with dy[;41)] # 0 . (12)
i€[1+5(0+1)]

To simplify notation in the following analysis, we use v to denote the vector wyy (;_1)(e41)+[¢+1] €
R, Concretely, C sets v as follows. Suppose Equation (12) holds for j — 1 (except when j = 1,
i.e., no condition is required for the case j = 1). We say a S1GNO query Ir corresponds to the
j-th token if and only if it is the valid query with st;.mapPP(lr.PP(i)) = j, where a valid query
means the SIGNO oracle does not return L. From the simulation, there is at most one S1GNO query
corresponding to the j-th token during each execution of A. Therefore, there are the following cases:

Case 1: No query corresponds to the j-th token during both executions. In this case, B set v < 0.
Case 2: Only one query corresponds to the j-th token during the two executions. Denote d as
the PI query made during the execution of the SIGNO query corresponding to the j-th token,
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where d follows the form given in Equation (11). B sets v < (= Xcp14(j—1)(e+1y %idi; 0 - -, 0),
and it follows ZZE (147 (e+1)] Widi = Zi6[1+(j—1)(£+1)] u;d; + v1 = 0. Also, since d is the PI query
with dy 4 (j_1)(e+1)+[e+1] # 0, it follows that Equation (12) holds.

Case 3: There is one query corresponding to the j-th token during eg_c&/of the two executions.
Denote d (resp. d) as the PI query made during the execution of the SIGNO query corresponding
to the j-th token before (resp. after) rewinding. If d = (Ni, then C sets v in the same way as Case
2.

Otherwise, let k € [£] be the index such that Ay Govyes) 1k 7 ‘Il+(j—1)(£+1)+1+l%' (If such k
does not exist, B aborts.) Denote b := d1+(j—1)(e+1)+1+1% and b 1= d1+(j—1)(£+1)+1+l%' Since Equa-

tion (12) holds for j — 1, we have either Zie[1+(j—1)(£+1)] u;d; = 0 or Zie[l+(j—1)(£+1)] uid; = dy €
2S. by Equation (11), where 2S¢ := {2¢ | ¢ € S¢}. Therefore, denote A := %Zie[lJr(jfl)(ZJrl)] w;d;
and A = %Zie[l—&-(j—l)(é-i-l)] uﬂ; Since b,g € Sp, by Lemma 1, there exists v € R such that
v(b—b) =2 mod q. C sets

—2A + by(
Vs < _’Y(A_AN)v
0,

I
—_

75)’

||
?r>

J
J
0.

g

Then, it holds that ey jeq1) widi = Zie[1+(j Do) Widi +v1 + bug = 24 = 24+ by(A -
A) — b’}/(A A) 0 and ZZG [145(¢+1)] Uld = Z e[1+(G—-1)(¢+1)] Uzdl + v + b’UiC = 2A - 2A +
by(A—A)—by(A— A) = 2A—2A+ (b—=b)y(A—A) = 2A—2A+2(A— A) = 0. Finally, since
d and d are the PI queries with dy 4 (j_1)@+1)+[e+1] # 0, it follows that Equation (12) holds.

ANALYSIS OF B. Denote BadHash as the event that hq, ?Ll, el hgq,%gq are not all distinct. We now
show that B wins the AOM-MISIS game if Fork® returns and BadHash does not occur.

We first show that if Fork® returns and BadHash does not occur, B does not abort. (The following
argument is similar to the one provided in the security reduction of the CTZ protocol.) Suppose
Fork® returns and BadHash does not occur. Then, the only step where B might abort is in Case
3 above. In Case 3, suppose d # d and A1y G-1)(e+1)+14[ = dHQ D(e+1)+1+[4] (in which case B

aborts). Let Ir be the SIGNO query that corresponds to the j-th token before rewinding. Then, there
exists J € [q] such that hay—1 = Hi(pk,Ir) = di4(j_1)(t41)+1+[¢ Since BadHash does not occur,
the only possibility is that the 2J — 1 < I and Ir is also the S1GNO query that corresponds to the
j-th token after rewinding. Let R be the aggregated nonce computed from CompPar(pk, Ir). Denote
Je [q] be the index such that h,; = Ha(pk, Ir.msg, R) before rewinding. From the simulation of
the random oracles, it holds that J < J and thus 2J < 2J < 1. Also, since Ir.msg # p* (o.w., C
would not win the game), we have 2J # I and thus 2J < I. Therefore, Ha(pk, Ir.msg, R) in the
second execution of C is also h, ;. This implies d = d, which contradicts our assumption.

Suppose B does not abort. From the way B sets u, Equation (12) holds for j = qs. Then, since
for each PI query d, the component dy[q,¢+1)] # 0, it follows that d'u = Zie[lJrqs(Hl)] uid; = 0.

It is left to bound the norms of vectors &, b and u.
We first bound the norm of 5. We have

[3[m — k]|l = [[2* = 27| <26, (13)
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and, by Lemma 13 (proved in [EKT24]),

18[(m — &+ 1)..m]| = HQ(C* ¥Vt — A(z* — F)

< |(¢* —&)2vpk — A(z* — Z¥)

+ [ (c* =) - (280 — 2%<pk) |

< |(¢* = &)2%pk — A(z* — )| + B2V Nk (by Lemma 13)

<o [B a2 [Ae o] mod |
vy ”
A 1 (14)
+ H(Az* — 2Vpkc*pk) o 2l/r {AZ* o 2Vpkc*pk—|
Ur
+ H(A\E* _ 2Vpk5*pk) _owr [A\z* _ 21/pk6’*pk—| + 6c2ypk+1m

N

X ([21%* — 2wrpk| | Az — 2becrpk] ) mod qH
Ur Vr
+ 2/ NE + .21/ Nk . (by Lemma 13)

Lemma 13 (Lemma 3.14 [EKT24]). For any integers v = 4 and q > 2", let q, = |q/2"].
Moreover, assume q and v satisfies ¢, = |q/2"]. Then, for any x € Z,, we have

‘m—Q”W

J<2r—1.

Since lﬁz* — 2”Pkc*pk1 +h*=R*=R = lﬁ%* — 2Vpk* pk1 + FI,*, there exists € R* such

Uy Uy

that 6], <2 and lﬁz* - 2”Pkc*pkw

143

+h* = lﬁg* — Ok pkw R+ qy, - 0. Therefore,
Vr

2vr ([/IE* - 2”pk5*pk1 — [/Alz* - 2”pkc*pk] ) mod qH
Uy 143

< [2h* mod q| +

2"h" mod qH +2"qy, - 6 mod ¢ (15)
< 2B, + 27 |8) < 2B, + 2" TV NE .
Therefore, by Equations (13) to (15), 8] < (272 + fc - 2%<T1) - V/Nk + 40, < f3s.

Also, H(él Co1,.. . bg - aQ)Hl — [2(c* — )owl, < 40wBe < Bb.

It is left to bound |(u1/o1,...,uq/oq)|. For j € [qs], denote v := ug 414 (j_1)(¢+1)+[e+1]- There
are three cases as mentioned in the construction of B. For the first case, ||v|| = 0. For the second

case, since v1 € 28. U {0}, |v| = |v| < 2¢/Be. For the third case, since A, A € Sc U {0}, 1A, < Be
and HAHl < fBe. Since ||y = VN (by lemma 1),

~ ~ ~ 2
[ol? = |34 - b2),0,...,0, (4 = 4),0,...,0)|
< 2|4l + 4], I < 8N82
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Therefore, |(u1/01,...,uQ/0Q)| < ur/osk + /2je[q.1 IV/0rl < 1/oe + Bev/8Nas/or < Bu. The

above shows that B wins the AOM-MISIS game, given that Fork® returns and BadHash does not
occur.

Finally, since each of h1,h3, ..., haq—1 and hg, ha, ..., hoq are sampled uniformly from Sﬁ and
S. respectively, Pr[BadHash] < (29)2/|Sb|* + (24)2/ |Sc| < 89222~ Therefore,

AdvASm ™S (B ) > acc(Fork®) — Pr[BadHash]
> Advideal—tuf(A’ H)2/q _ 8q22*2’€ ,

which concludes the lemma. O
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A Linear secret sharing

We adopt the following definition from [CATZ24], simplifying the small coefficient property by
bounding only the term required in the security proof (Section 5.3).

Definition 2 (Linear Threshold Secret Sharing with Small Coefficients). Let 1 <t <n
and Bss be positive integers and G be an abelian group. A t-out-of-n linear threshold secret sharing
scheme SecShay , g, for G consists of two algorithms (Share, Recon) with the following syntax:
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- Share(s € G; p € G¥) = (ssj)je[r] € G*: takes as input a secret s € G and a randomness vector
p € GE (sampled uniformly from GX), and returns the secret shares (ssj)je[r]- We note that
each party i € [n] has a subset of indices T; < [L] such that the share of party i is (sS;)jer; -
We say that the individual share size of party i is |T;|, the total share size is L, and the
randomness size is K.

- Recon(U, (ssj)je,.,, 7.) = s € G: takes as input a set U < [n] with |U| >t and the secret shares
corresponding to each party in U, and returns the reconstructed secret s.

We require that SecShay , B, satisfies the following properties:

- Linearity: The sharing algorithm Share can be written as an integer matriz M € ZL>(E+1D)
mapping a vector v = (s,p1,...,px)’ € GET! to Mv € G*. We refer to M as the sharing
matriz of SecSha; ,, p.. Moreover, for any U < [n] denote My as the matriz M restricted to
the rows indexed with | ;. Ti, the following is also true:

o For any U C [n],|U]| = t, there exists a reconstruction coefficient vector AU € Z* such
that )\g»] =0 for j ¢ U,ey Ti and ANTM = (1,0,...,0). Then, the output of Recon(U, ) on
input (ssj)je ), 7, can be written as Y;r Yier, AY'ss;j. Hence, for (ss;)je[z] < Share(s; p)
for any s € G and p € GX, we have that >, et )\gjssj =s.

e For any CS C [n] with |CS| < t, there exists a vector w™> e ZK+1

Mcsw® = 0. We call such w® the sweeping vector of Mcs.
- Small Coefficients: For any U < [n] with |U| =t and any CS < [n] with |CS| < t, it holds

such that w1 = 1 and

Also, [CATZ24] shows the existence of such secret sharing scheme from the generic construction
by Benaloh and Leichter [BL90], which can be stated as the following lemma.

Lemma 14 ([CATZ24]). For any 1 <t < n, there exists a t-out-of-n linear threshold secret shar-
ing with small coefficients with total share size L = O(t’4'3n logn) making the individual share size
T3] < O(t'**nlogn) for t' = min(t,n —t) and the small coefficient bound Bs = O(t'**n(logn)?).
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