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Abstract

Payment Channel Networks (PCNs) are the most scalable and trust-
minimized solution to Bitcoin’s scalability challenges. Within PCNs,
connected payer and payee can make arbitrary off-chain transac-
tions through multi-hop payments (MHPs) over payment channel
paths, while intermediate relays charge relay fees by providing
liquidity. However, current MHP protocols face critical security
threats including fee-stealing attacks and griefing attacks. In this
paper, we identify new fee-stealing attacks targeting most exist-
ing MHP protocols. Second, we prove that eliminating griefing
attacks in current MHP protocols is impossible by reducing the
problem to fair secret exchange. Finally, we introduce Zeus, the
first Bitcoin-compatible MHP protocol that is secure against fee-
stealing attacks and offers bounded griefing protection against
k-cost-sensitive adversaries—those who only launch griefing at-
tacks when the expected damage exceeds a k fraction of their own
cost. These guarantees are established through rigorous proofs in
the Global Universal Composability (GUC) framework. Our com-
prehensive evaluation demonstrates that Zeus reduces worst-case
griefing damage to 28% and 75% compared to MHP schemes such as
AMHL (NDSS’19) and Blitz (USENIX SEC’21), respectively. Our re-
sults further show that, even under the most adverse configurations
within the Lightning Network, Zeus imposes costs on adversaries
that are at least ten times greater than their potential damage.
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« Security and privacy — Distributed systems security.
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1 Introduction

Payment channel networks (PCNs), exemplified by Lightning Net-
work (LN), are one of the most promising solutions to solve the
scalability problem of Bitcoin. Compared to other scalability solu-
tions, such as sidechains, rollups, PCNs stand out by not introducing
additional security assumptions [44] (e.g., reliance on external com-
mittees), rendering them the trust-minimized solutions for scaling
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Bitcoin. Since the introduction of LN in 2015, LN now processes
more than 15% of total BTC transactions [51].

In PCNSs, transactions can be conducted off-chain. Given a pay-
ment channel, two users can securely conduct numerous payments,
while only burdening the blockchain with two transactions (open-
ing and closing) [43]. Creating direct channels with every potential
user is inefficient due to the need to lock BTC on mainnet. Conse-
quently, multi-hop payment (MHP) protocols emerge [8, 32, 33, 43],
enabling payments between indirect payer and payee through inter-
mediate relays. Most MHP protocols adopt a lock-resolve paradigm
to ensure atomic channel updates [8, 32, 33, 36, 43]. For ease of expo-
sition, we use the most widely adopted Hashed Timelock Contract
(HTLC) based MHP! to show how to realize multi-hop payments.
Other solutions share similar basic structures as HTLC-based MHP.

As illustrated in Fig. 1, HTLC-based MHP follows a lock-resolve
paradigm: in the lock phase, starting from the payer Uy, each left
user U; makes a conditional payment to its right neighbor Uj,1, with
the amount v; = x + Z;’:i +1 Jj through the intermediate channel y;,
where x is the payment amount and f; is the relay fee towards relay
Uj. The unlock condition of U;’s payment is: once the preimage
of a hash & (denoted by s) is revealed before t;2, the locked fund
is given to Uj41; otherwise, it is refunded to U;. Once all funds are
locked, payee Up41 enters the resolve phase, gives the preimage s to
Uy, and asks Uy, to update channel y,, where the new state directly
gives the locked fund vy to Upq1. If U, refuses, U4 can always
close channel and redeem v, on-chain. Subsequently, Uj;1 redeems
the payment from Uj, until Up’s payment gets redeemed.

1. Lock(vo, (h,to)) 2. Lock(vy, (h,t1)) 3. Lock(va, (h,t2)) 4.Lock(vs, (h,ts3))

8. redeem vo with s 7.redeem v with s 6. redeem vo with s 5. redeem v3 with s

6. reveal s to U, directly
Adversarial case: N N T
7. timeout/revoke funds locked by victim U

Figure 1: HTLC-based MHP protocol and wormhole attack.

!t supports LN with ~ 50M USD TVL as of April 2025, with price ~ 82k USD per BTC.
We use this price for all conversions between BTC and USD throughout this paper.
2As shown in the figure, t) = 46, and t;4; = ¢; — §, J is number of blocks a node has
to settle a stalled payment before it could potentially lose money. In LN, § is at least
18 Bitcoin blocks [1]. For comparison, the block confirmation time A is 6 blocks.



1.1 Challenges

The lock-resolve paradigm introduces vulnerabilities for achiev-
ing secure and efficient multi-hop payment over payment channel
networks, as we demonstrate below.

Fee Stealing Attack. MHPs face fee-stealing attacks where the
payee receives payments while relays go unpaid, exemplified by
the wormbhole attack [33]. Incremental-lock protocols (Fulgor [32],
AMHL [33], EAMHL+ [54], Astrape [16]) enforce atomicity via
a trusted payer setup (secrets generation), assuming payer hon-
esty [33, 46]. However, we observe that the payer can profitably
deviate (detailed in Section 3), violating incentive compatibility.
These protocols fail to ensure that rational payers behave honestly.
Griefing Attack. Griefing attacks in MHPs allow a malicious payer
to initiate doomed payments (including loop attacks [48]), locking
relay funds until timeout expiration [37, 41, 47]. These attacks
can isolate critical nodes and disrupt network operations. Existing
defenses—path restrictions [47], rerouting [19], and reputation/fee
systems [28, 50]—remain insufficient. As discussed in Section 1.3,
these solutions are either hindered by the permissionless natural
of PCNs, or introduce unfairness for honest participants.

Moreover, in most MHP protocols, such as the HTLC-based
MHP [43], Fulgor [32], and AMHL [33], the timeout set for funds
locked at each channel y; must be progressively longer than that of
the subsequent relay Uj;; to guarantee the balance security [33].
For example, in Fig.1, the timeout #; increases by one § at each
hop from right to left, where § is a safe timelock gap (> 18 Bitcoin
blocks in LN [1]). Given a n-hop payment with value x, an adver-
sary can inflict a disproportionately larger griefing damage—defined
as the total fund times their locking time for innocent intermedi-
aries—amounting to ©(n? - § - x). Based on the current LN topology,
griefing a single 200 USD MHP can equate to immobilizing 11,878
USD-hours of liquidity for relays. Payment rejection by the payee
enables an infinite griefing factor (damage-to-cost ratio [21]) at
zero cost.

Recent works (Sprites [36], AMCU [17], Blitz [8]) use global
on-chain events to enforce payment atomicity, achieving constant
timeout per hop, reducing the griefing damage to ©(n - § - x). Blitz
further forces malicious payers to post on-chain transactions, rais-
ing attack cost. However, it fails to prevent the zero-cost griefing
launched by the payee and remains vulnerable to fee-stealing at-
tacks (Section 3).

Research Question. Is it possible to design a Bitcoin-compatible
MHP protocol that simultaneously achieves both fee-stealing resis-
tance and griefing resistance?

1.2 Contributions

Identification of Fee Stealing Vulnerabilities within Existing
Bitcoin-Compatible MHPs. We identify that, for incremental-
lock based MHPs (e.g., Fulgor [32], AMHL [33], and Astrape [16])
requiring a payer-side trusted setup, it is not incentive compatible
for payers to stay honest after the setup phase. The key insight is
that payers can engage in the illicit sale of setup secrets to malicious
relays, a collusive action which increase the payoff for both the
payer and the complicit malicious relay. For Blitz, we discover that
colluding relays can steal relay fees by exploiting its fast revoke
mechanism (see Section 3.2). Our empirical analysis in Section 8
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underscores the acute vulnerability of the current LN topology to
fee-stealing attacks. Remarkably, it is shown that the engagement
of less than 0.6% of total relays in fee-stealing activities allows an
adversary to amass roughly 50% of all distributed relay fees.
Impossibility of Griefing Resistant MHPs. We model lock-
resolve MHPs and prove that no such MHP with multiple relays
can achieve griefing resistance against malicious adversaries. Our
proof reduces the griefing resistant MHPs to fair secret exchanges,
where two parties exchange their secrets atomically. We then prove
that such fair secret exchange is impossible within the context of
public blockchains. This result provides theoretical insights with
direct implications for many blockchain-based protocols, such as
atomic swaps, decentralized data markets, and cross-chain bridges,
which may be of independent interest.

Zeus: A Secure MHP Protocol. We propose Zeus, the first Bitcoin-
compatible MHP simultaneously achieves:

e Fee-Stealing Resistance. We identify that fast-revoke (design to
improve the efficiency) is the root of the fee stealing risks. To
prevent this, we remove the fast-revoke procedure and instead
introduce a refundable deposit that the payer locks before the
payment begins, maintaining the same level of efficiency as Blitz.
We further ensure deposit fairness: a honest payer can always
claim their deposit back, while deposits will be forfeited if the
payer attempts to grief the payment.

o Griefing Resistance against k-Cost-Sensitive Adversaries. As grief-
ing resistance is impossible within the current MHP paradigm,
Zeus defends griefing by (i) lowering the griefing damage via
constant timelocks for all channel funds (payment-length agnos-
tic) and (ii) increasing the griefing cost for any adversary. For (ii),
we first disincentivize payee-side griefing by letting the payee
post a small on-chain stake (a few USD). This stake is then effec-
tively augmented by off-chain premiums locked by the payee,
scaled to the potential griefing damage, thereby increasing the
payee’s griefing cost. Second, to prevent the payer from griefing
these premiums, the payer will place a small refundable off-chain
deposit to the payee (routed by relays). Should the payer attempt
to grief, this deposit is forfeited to compensate the relays and
the payee. Last, even in scenarios involving colluding payer and
payee, griefing the MHP necessitates at least two distinct on-
chain transactions. Our evaluation demonstrates that, even in
the worst-case setting in LN, Zeus maintains a griefing factor
below 0.1. For typical payment scenarios (e.g., payment < $500),
the griefing factor drops significantly to below 0.01 < 1.

Formal Security Analysis and Evaluation. We provide a com-
prehensive security analysis of Zeus using the global universal com-
posability (GUC) framework [14]. This rigorous approach proves
the security of Zeus by defining its ideal functionality capturing
all properties, then demonstrates that our construction securely
realizes it. We implement Zeus within Bitcoinjs-lib [2] and evaluate
it using real LN topology captured in March 2025. Our evaluation
shows that Zeus achieves a griefing factor lower than 0.1 for any
griefing adversaries. For griefing damage, compared to the state-
of-the-art solution Blitz, Zeus reduces griefing damage by 25%, and
achieves a 72% reduction relative to widely adopted HTLC and
AMHL. At the protocol level, Zeus decreases on-chain transaction
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cost by 10.3% in dispute resolution scenarios compared to HTLC
and AMHL.

1.3 Related Works

Griefing Seript

Protocols Fee Security Collateral
Factor

HTLC-based [43] X Linear = BTC
Sprites [36] X Constant oo SC
Fulgor [32], AMHL [33] honest payer Linear o0 BTC
Payment Tree [26] honest payer & payee 0 BTC
HTLC-GP [34] honest payee Linear o0 sC
Blitz [8] X Constant o BTC
Zeus (this work) Constant <0.1 BTC

Table 1: Comparison of MHP protocols. BTC: Bitcoin script, SC:
Smart Contract. For typical payments ranging from $10 to $500,
griefing factors drop to below 0.01 < 1.

MHPs. Existing MHP protocols have made significant strides, yet
each faces distinct limitations, as summarized in Table 1. Beginning
with Fulgor [32], several protocols (e.g., AMHL [33], EAMHL+ [54],
and Astrape [16]) have emerged to address the wormhole attack.
These protocols, which we term incremental-lock based MHPs, are
widely considered in industry as the replacement to vulnerable
HTLC-based approaches. They employ different cryptographic
primitives (e.g., zero knowledge proofs, homomorphic one-way
functions) to ensure strong atomicity - guaranteeing that U;’s pay-
ment can be redeemed only if all preceding sub-payments have
been redeemed. Rain et al. [46] validate that these MHPs can effec-
tively prevent the wormhole attack through game-theoretic anal-
ysis. However, these protocols rely on trusted setup performed
by payers, and require payers to stay honest during the follow-
ing execution. Moreover, these MHPs inherit the linear collateral
inefficiency and griefing risks from HTLC-based MHP. Linear col-
lateral means the timelock along the MHP increases along the
payment, thereby leading to a griefing damage with quadratic com-
plexity with respect to the path length. To reduce the total col-
lateral, Sprites [36] pioneered the use of global state through an
on-chain preimage manager contract. While innovative, this ap-
proach requires smart contract beyond Bitcoin’s capabilities. Sub-
sequent efforts to adapt these concepts to Bitcoin’s UTXO model
include AMCU [17], which was later proven insecure by Payment
Tree [26]. Although Payment Tree achieved logarithmic collateral,
it remains vulnerable to the Domino attack [9], where a party can
force close all involved channels on-chain. Blitz [8] first securely
achieves constant-collateral but only partially mitigates the grief-
ing attacks. Blitz introduced the “pay-or-revoke” paradigm, which
has been widely adopted in protocols like Thora [6], Donner [9]
and X-Transfer [31]. Section 3.2 will further demonstrate that Blitz
remains vulnerable to fee stealing.

Griefing Mitigation. To mitigate griefing attacks within MHPs,
several works [19, 28, 47, 50] introduce different mitigations. Path
restrictions [47] and reputation systems [50] are fundamentally
limited by the permissionless nature of PCNs, making enforcement
and reliable identity tracking infeasible. Fee-based [28] approaches
require endpoints to pre-pay non-refundable fees regardless of
payment success, introducing unfairness and discouraging honest

participation. Rerouting [19] shifts additional cost to victim relays,
exacerbating fairness issues and failing to deter determined adver-
saries. However, these approaches either bring unfairness or require
additional assumptions. For instance, HTLC-GP [34] requires an
“honest payee” setup and utilized smart contract capabilities to
achieve dynamic fee rates.

In atomic swaps [22, 25], a domain closely related to MHPs,
Xue and Herlihy [52] have shown that griefing attacks can be
reduced to a negligible level through multiple rounds of premiums.
However, the dust limit-the minimum payment value in Bitcoin-
compatible PCNs-renders this approach infeasible for MHPs, as
detailed in Section 5. Grief-free Swap [38] uses a similar premium-
based mechanism compatible with Bitcoin scripts and claims to
eliminate griefing by binding the premium and principal locking
within a single transaction. Nevertheless, one participant can refuse
to sign the transaction, thereby implicitly griefing the principal
reserved by its counter-party.

2 Background and Model

UTXO Ledger and Payment Channel Networks. Bitcoin is
an Unspent Transaction Outputs (UTXO) ledger, modeled by an
ideal functionality Gr [7]. A valid transaction submitted to Gr,
consumes existing UTXOs and creates new UTXOs. For a trans-
action tx := (id, Ins, ScriptSigs, Outs), tx.id is the unique identifier,
tx.Ins := (p1, ..., un) is the list of inputs, where each y; contains
a reference to a UTXO, identified by the source transaction’s id
pi.id and an index p;.idx. tx.ScriptSigs := (A1, ..., Ap) is the list of
scripts that unlock inputs, and tx.Outs := (01, ..., 0),) is the list of
outputs. For each output 0;, 6;.amt is the amount of coins, and 6;.¢
is the locking script of this output.

A PCN can be modeled as an ideal functionality Fcpanners [7]

that supports channel opening, updating, and closing. Each channel
y has a unique identifier y.id, left and right users (y.lu, y.ru), a cur-
rent state y.state that contains a list of outputs 04, ..., 0,. Channel
splicing [49] is widely-supported scheme in LN that allows chan-
nel owners to partially withdraw/add in-channel funds on-chain
without closing the channel. This operation avoids the standard
overhead of channel closure and reopening while preserving re-
maining funds for continued off-chain operations.
MHP Model. Let a n-hop payment be defined as a tuple M =
(U,T, x,Fees,S) where U = (Uy, Uy, ..., Up, Un+1) is an ordered se-
quence of n + 2 parties with payer Uy, payee Up+1, and intermediate
relays U; through U,. T = (yo, ..., yn) denotes the payment chan-
nels, where U; establishes channel y; with Ujy1. Payer Uy makes a
payment with amount x to the payee Uy+1. We denote the payment
x as principal in the following context. Fees = (fi, ..., fn) represents
the sequence of relay fees where f; is the fee charged by the relay
U;. We denote the cost of the transaction on the chain as F. For each
Yi» Si € S, Si defines all the possible states derived from an initial
idle state. Each state specifies a list of token distributions mapped
with spending conditions (signatures or specific constraints). In
lock-resolve MHPs, each y; has three possible states:

locked : ({lbl —0j: Ui}, {rbi : Ui }, {Z)i : condi}),
paid : ({lbl —0j: Ui}, {rb,- +0;: Ui+1}),
unpaid : ({Ib; : Ui}, {rb; : Ui1}),



where [b;, rb; are initial balances of channel y;, v; = x + Z?:i+] fi
is the locked amount, and cond; is the spending condition for the
locked funds.

Lock-Resolve MHPs execute in two phases:

1) Lock Phase: From Uy to Uy, U; sends a lock message m;'ock (e.g.,
U;’s signature over the locked channel state) to the right user Uj1,
updating channel y; to locked state.

2) Resolve Phase: Before a predefined deadline N, participants invoke
the resolution process, updating each channel y; to paid state if
the spending condition cond; met. Otherwise, reset y; to unpaid.
Communication Model. We assume 1) authenticated, private
communication channels Fs.. [13] among adjacent participants;
2) a synchronous network model [27], where communication has
a bounded 1-round delay; 3) any message sent to the ledger Gy, is
public and is processed by the ledger within A rounds. A refers to

the upper bound of the blockchain confirmation time. (m) SQ
presents a message m sent from party Q is received at round 7.
Minimum Security Requirements. Here we define the well-
established minimum security requirements for MHP protocols [8,
18, 32, 33]. Our definition is directly derived from [18]. Let ITpprp
be a protocol for M and A be a probabilistic polynomial time
(PPT) adversary controlling all but honest parties. Any IIppp must
satisfy:

Definition 2.1 (Balance Security). When ITyp terminates: 1) the
balance of any honest relay Uje[q,,] Will not decrease compared
with its initial balance, and 2) if payer Uy and payee U1 are honest,
Up pays Uj in the first channel yg only if U4 gets paid in yy,.

Definition 2.2 (Correctness). If all channels have sufficient bal-
ances and the parties are honest, then the payment will be settled
off-chain, and each relay U; gets the relay fee f;.

Definition 2.3 (Coin Availability). For any honest Uje[o pns1]s its
funds will never be locked forever.

These properties provide minimal security, but fail to prevent

sophisticated fee stealing attacks like wormhole attacks or the
griefing attacks.
Fee Security. So we strengthen MHP security by formally intro-
ducing fee security. This definition ensures that once a payment is
settled off-chain, all honest relays are guaranteed to receive their
fees.

Definition 2.4 (Fee Security). Given an MHP, for any honest relay
Uie[1,n), if the payee Up+1 receives the payment off-chain, then U;
must receive the relay fee f; if it has forwarded this payment.

Griefing Resistance. Now we strengthen the MHP security by
introducing griefing resistance. Compared with fee stealing, grief-
ing attacks are usually performed by endpoints, and the attack-
ers do not care whether payments are successful or not. We first
denote the possible griefing coalition as S4, which includes at
least one endpoint (payer or payee). And the adversary can further
corrupt the relays. Formally, Sg := Aendpoints Y Arelays» Where
0+ ﬂendpoints € {Uo, Un+1} and ﬂrelays C {U1,...,Un}. We de-
fine the griefed relay set as Sg. A relay U, € Sg if U, locks funds
but does not get the corresponding relay fee. We formalize griefing
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resistance in two different settings: 1) griefing resistance against ma-
licious adversaries (strong griefing resistance): Guarantees honest
relays cannot be grieved against any Sy;

Definition 2.5 (Griefing resistance against malicious adversaries).
For any honest Uj¢[y,,] and PPT adversary A controlling any Sa,
if U; locks funds, then U; gets the corresponding relay fee f;.

2) Griefing resistance against cost-sensitive adversaries: To refine
the analysis of griefing attacks, for Uy € Sg, we introduce its griefing
damage GD;. GD; quantifies the liquidity loss from U;’s locked
collateral. This is formally GD; :==r - (FL;—1 - TLy—1 + FL; - TL;),
where r is the effective interest rate (e.g., opportunity cost of capital),
FL;_; and FL; are the fund amounts locked by U in its adjacent
channels y; 1 (with U;—1) and y; (with Ury1) respectively,and TL;—1
and TL; are the corresponding lock durations. Then the griefing
factor A is defined as A := (¥, es, GDt)/c, where c is the griefing
cost incurred by the adversary. Here, we ensures griefing attacks
are economically irrational by capping the griefing factor A lower
than k, where k be any number smaller than one.

Definition 2.6 (Griefing resistance against k-cost-sensitive adver-
saries). For a PPT adversary A controlling any S4 and k < 1, the
griefing factor A < k.

3 Exploiting Bitcoin-Compatible MHPs

In this section, we demonstrate fee stealing attacks exploiting vul-
nerabilities in MHPs, specifically incremental-lock based MHPs
(e.g., AMHL) and Blitz.

3.1 Attacking Incremental-Lock Based MHPs

HTLC-based MHPs are vulnerable to the wormhole attack [33],
where colluding relays steal fees from honest intermediaries by
revoking locked funds (Fig. 1).

As instanced by AMHL [33], incremental-lock based MHPs pre-
vent this via a trusted setup: the payer generates secrets s, ..., Sp
(relay Uje[1,,] receives s;, the payee Up+1 gets §p = Z;.lzo sj) and
uses a homomorphic one-way function g [29] with g(Xs;) =
[Tg(sj). Compared to HTLC, each channel y; replaces hashlock
with h; = H;:o g(sj), requiring §; = ijo sj for redemption. Hon-
est payer setup ensures U; gets paid only if U, does, enforcing
strong atomicity by induction (Fig. 2).

7. redeem with 5; 6. redeem with 52

8. redeem with 3¢ 5. redeem with 53

Figure 2: Workflow of AMHL. The blue part highlights the
difference between AMHL and HTLC.

Exploiting Incremental-Lock Based MHPs. We start with a
simple observation: once the payer Uy confirms that the last relay
Up has locked funds in the channel y,, payee Up41 can always
redeem the payment by sending $, to Uy in time. Since Uj possesses
all setup secrets necessary to unlock any locked fund, this creates
perverse incentives: Uy can minimize costs by selling these secrets to
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malicious relays while still ensuring payment settlement. Such secret
resale attack works as follow:

Once the payer Uy confirms that the last relay U, has locked
funds in channel y,, Up can can publish the identity of the payment
(e.g., lock conditions) on various off-chain communication channels
to orchestrate fee theft. Upon recognition, malicious relays can ne-
gotiate secret acquisition through secure exchange protocols, such
as atomic swaps [25]. Once the adversaries obtain the necessary
secrets, they can execute the wormhole attack by bypassing honest
intermediaries and capturing their intended relay fees.

1.Lock(vg,G < T) 4.Lock(vs,~G < T)

6. finalize paid

9. finalize paid

5. Confirm
1.Lock(vg,~G < T 3.Lock(vy,~G < T) insufficient balance
Uo i L2 >\ U, " Us

6. revoke to idle 5. revoke to idle 4. revoke to idle

Figure 3: Blitz protocol workflow showing ideal execution
(top) and fast revocation path (bottom).

3.2 Attacking Blitz

To achieve constant collateral, Blitz introduces a “pay-or-revoke"
mechanism where locked payments automatically default to the
paid state after a deadline T, unless the payee publishes a revo-
cation transaction G on-chain before T. Since this requires costly
on-chain revocations for failed payments — which are frequent
due to PCN anonymity constraints and volatile channel balances —
Blitz introduces fast revoke for efficient off-chain cancellation. Blitz
enables two execution paths when participants are honest:

o Fast Confirmation: After the payment locked, once Up41 confirms
the payment is locked (step 5, top part of Fig. 3), from the payer
to the payee, honest participants settle all channels to the paid
state (step 6 to step 9).

e Fast Revoke: During the lock phase, if a relay U; finds it does
not have sufficient balance to continue, U; quickly revokes the
payment with its previous U;_1 (step 4, bottom part of Fig. 3). If
Ui-1 receives this revocation within a predefined revoke-period,
Ui—1 accepts and continues the Fast Revoke process, canceling
the MHP off-chain.

1.Lock(vg,~G < T) ... ? 4.Lock(vs,~G < T)
Uo U | > U >\ Us i<

6. finalize paid 9. revoke to idle 8. revoke to idle T 8. finalize paid

7. notify 5. Confirm

Figure 4: Fee stealing attack over Blitz.

Exploiting Blitz. However, the fast-revoke introduces protocol
ambiguity where honest relays cannot distinguish between legiti-
mate liquidity failures and adversarial revocations. This indistin-
guishability creates an opportunity for colluding parties to simulate
revocation and effectively steal fees from honest participants.

Consider the example depicted in Fig. 4, which demonstrates
how colluding relays (Uj, Us) exploit the fast-revoke ambiguity in
Blitz. The attack proceeds as follows:

e After all channels are successfully locked, honest Uy initiates the
fast confirmation process (step 6), settling the payment directly
off-chain.

e Instead of forwarding the confirmation to U;, the adversarial
U; covertly notifies its partner Us. Once notified, adversarial
Us initiates a false revocation with U while simultaneously
finalizing the payment with Uy (step 8).

o If this attack is executed within the revoke period, the honest
U, cannot distinguish this from a legitimate revocation and will
accept it, resulting in Uy being free-ridden despite providing
liquidity.

As a result, colluding relays (U; and Us) capture the additional fee

/> intended for the honest relay U,. A naive solution to address this

attack would be to remove the fast-revoke logic, but this will bring

much burden for the payer.

4 Impossibilities of Griefing Resistant MHPs

Before diving into the impossibilities of griefing resistant MHPs,
we first provide theoretical background on fair exchange, then re-
duce griefing resistant lock-resolve MHPs to fair secret exchange
problems. Finally, we show that such fair secret exchange is impos-
sible when only public trusted third parties like blockchains are
available.

Fair Exchange. A fair exchange (FE) protocol enables two mutually
distrusting parties  and Q to exchange their items (ip, ig) with
descriptions (descp,descq) [5, 40, 53]. Fairness is divided into
strong fairness and weak fairness in the literature [5, 40]. Here, we
adopt strong fairness.

e Fairness: If £ does not obtain ig such that desc(ig) = descg,
then Q must not obtain ip, and vice versa.

e Timeliness: All honest parties eventually terminate before a
finite point of time Tpeadline-

o Effectiveness: If both parties are honest, then when the protocol
completes, P gets the item ig, and Q gets ip, while ip, and ig
match corresponding descriptions.

A special case of fair exchanges is fair secret exchanges (FSE).
An FSE requires all items in the exchange to be non-revocable
secrets. Non-revocable means that once a secret is delivered to
the receiver, there is no way to return it. For completeness, Ap-
pendix A gives a formal definition of fair secret exchange. We
further extend two-party exchange to n-party exchange rings R =
({Pj};.’:’ol, {(ij, descj)}) where party P; sends its inputs i; to party
P(j+1 mod n)-

4.1 Reducing Griefing Resistance MHPs to FSE

We establish the fundamental limits of griefing resistance MHPs
through a reduction to fair (secret) exchanges.

4.1.1 One-Relay Case: Link Griefing Resistance with Fair Exchanges.
Consider the payment hub model [45]—a MHP with a single relay
satisfying minimal security requirements. By our definition, grief-
ing resistance must be guaranteed even when both payer and payee
are adversarial. Without loss of generality, we assume the payer



and payee collude as a single entity. For relay Uy, strong griefing
resistance means that U; locks funds in y; (sends the lock message
mllock) only if U; gets the relay fee in yo. In the lock-resolve model,
this means U; sends mllock only if yp ends in the paid state. Illus-
trated in Fig. 5), this creates a fair exchange between relay U; and
the entity controlling U; and Uy. Fortunately, since the payment
is revocable, we can instantiate such an exchange using a simple
conditional payment within channel yy (detailed in Appendix B.1).
Therefore, in the one-relay case, there exists a strongly griefing resis-
tant and minimally secure MHP protocol.

Payment: x + f1
Uop&U, P Ul

ol
Lock message: my

Figure 5: Griefing resistance interpreted as a fair exchange. The
green line indicates a revocable input (payment), and the red line
indicates a non-revocable secret input (the lock message).

4.1.2  General Case: MHP with More than One Hop. For minimal se-
cure MHPs with at least 2 relays, we establish impossibility through
a reduction to fair secret exchange:

Uy

Lock mi
Lock message: m}, lock
Payment: z + f1 + fa P 0

Lock :
Uo&eUs - U, oc Miock
Lock message: m |

Figure 6: The fair exchange model of two relays.

Lemma 1. For MHP with at least 2 relays, any lock-resolve MHP
protocol IT sy p satisfying minimum security requirements and strong
griefing resistance implies existence of a fair secret exchange proto-
col IT FSE-

ProoF. Step 1: (2-relay MHP = 3-party FE) Any strong grief-
ing resistance 2-relay MHP protocol IIpyp implies a 3-party fair
exchange protocol H%E (left part of Fig. 6):

o Fairness: The strong griefing resistance creates a circular

dependency: U; sends mllock only when guaranteed pay-

ment in yo, Uz sends mfock only when guaranteed payment
in y; (requiring mllock)’ and Uy pays U; only if Us receives
the payment (requiring Us to lock y3). Therefore, these
three constraints ensure that once any message/payment
is settled, then all settled, and vice versa. This meets the
definition of fairness.

o Effectiveness and timeliness: These follow directly from
the correctness and coin availability of ITy p.

Step 2: (3-party fair exchange = 2-party fair secret exchange) We
prove that any 3-party FE protocol H% p can construct a 2-party FSE
protocol IIgsE (the right part of Fig. 6). The construction works
as follows: In the constructed IIrsg, we map the roles as follows:
party P plays both the role of relay U; and the combined roles of
endpoints Uy&Us from H%E, while party Q plays the role of relay
Uz. The secret exchange is realized by mapping the lock messages:
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P’s secret corresponds to mllock (from Uy), Q’s secret corresponds

to mlzock (from Uy), while the revocable payment inputs can be set
to dummy values since our focus is solely on the non-revocable
secret exchange.

This reduction establishes that any strong griefing resistant 2-
relay MHP protocol implies the existence of a fair secret exchange
protocol. O

4.2 Impossibility Results

While the famous impossibility of fair exchanges [20, 39] shows
a FE is impossible without trusted third party (T'TP), blockchain-
based systems introduce public TTPs 7,5, where public TTPs holds
everything(stored data, received messages) in a public ledger. In
this work, we prove even with 7, fair secret exchange remains
impossible:

Theorem 1 (Impossibility of FSE with Public TTP). No FSE proto-
col IlgsE can simultaneously satisfy Timeliness, Effectiveness, and
Fairness, when only 7p,;, is available.

Proor SKETCH. The proof uses a contradiction argument similar
to Even and Yacobi [20]. Assume a protocol Il s exists that satisfies
all three properties with 7,,,,. Consider the first round where one
party (say P) can infer the other party’s (Q’s) secret ig, while Q
cannot yet infer ip (denoted by N). For P to gain this knowledge,
there must exist an earlier round N’ (N’ < N) when Q transmitted
some critical information my- that enables P to infer ig.

Since [Ipgg must satisfy fairness and timeliness, at round N’,
the protocol must guarantee that Q can obtain P’s secret by the
deadline Tpeadline despite any subsequent misbehavior by P. This
guarantee must hold even if P stops communicating after round N”.
Therefore, using only: 1) the information exchanged up to round
N’ and 2) the functionality of Tpub> party Q must be able to extract
ip by the deadline Tpeadine- This implies some extraction function

Ext exists where Ext(view ,viewITV%P) = ip, where viewg " and

view?T’P are the information owned by P and 7, up to time N,
respectively.

However, since 7,,;, is public by definition, Q has access to
all information in 7,,; and to any extraction function Ext that
would be used. This creates a strategic problem: Q can simply wait
until Theadline to extract ip without sending mp- at round N’. Any
rational Q would choose this strategy since it allows obtaining P’s
secret while withholding its own. But if Q never sends mpy, then P
cannot infer i at round N - contradicting the definition of round
N. The formal proof appears in Appendix A. O

Following Lemma 1 and Theorem 1, we naturally derive the
impossibility result of lock-resolve MHPs.

Theorem 2 (Impossibility of strong griefing resistant MHPs). Given
a MHP with at lease two relays, there is no minimal secure lock-
resolve MHP protocol satisfying strong griefing resistance.

In summary, we have demonstrated that strong griefing resis-
tance is impossible for MHPs with multiple relays, yet achievable
for single-relay MHPs. Furthermore, for cost-sensitive adversaries,
lock-resolve MHPs present a vulnerability: the payee may incur no
loss, as they lock no collateral and their channel balance in y;, can
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be zero, enabling them to grief payments at no personal cost. Con-
sequently, achieving griefing resistance against such adversaries
also impossible for lock-resolve MHPs. The subsequent section de-
tails how Zeus addresses these fundamental limitations through its
multi-faceted defense mechanisms.

5 Protocol Overview

In this section, we elaborate on the challenges of defending against
fee stealing and griefing attacks and sketch how our proposed
protocol addresses them.

5.1 Challenges

Preventing Fee Stealing. As analyzed in Section 3, Blitz’s vulner-
ability to fee stealing stems from its fast-revoke mechanism, which
allows relay U; to accept off-chain revocations from Uj4q within a
revocation period, even post-payment completion. While enabling
efficient off-chain refunds, this exposes relays to fee theft via ma-
licious downstream revocations. A naive solution-removing the
fast-revoke mechanism-would reintroduce inefficiency that Blitz
originally resolved: locked funds cannot be swiftly reclaimed when
a relay lacks liquidity, necessitating costly on-chain transactions.
This leads to the first challenge:

o Challenge 1. How can we achieve fee stealing resistance without
forfeiting the efficiency gains of fast revocation?

A straightforward solution replaces fast revocation with a probing
round: each node, from the payer to the payee, sequentially sends a
probing message requesting that relays reserve funds. While this
guarantees payment routing capability, it introduces two critical
issues: 1) relays’ reserved funds go uncompensated if the payer does
not use them, and 2) free probing exposes channel balances, com-
promising node privacy. To address these problems, we introduce
a deposit round before locking funds, where the payer and relays
deposit to their downstream peers to ensure compensation for any
unused reservations. Each relay charge a deposit crelay. However,
this approach introduces new problems:

e Problem 1: Deposit fairness. The deposit mechanism must satisfy
two core requirements: (i) refunds when either the payment com-
pletes or a downstream node refuses a liquidity reservation, and
(ii) forfeiture to relays whose reserved liquidity remains unused.
Achieving this demands reconciling each relay’s local channel
view—where they only validate adjacent transactions—with the
global payment outcome. Malicious intermediaries may strate-
gically exploit this discrepancy between local verification and
the system-wide truth, leading to allocation conflicts in off-chain
enforcement.

e Problem 2: Linearly increasing timelock and griefing. Introducing
deposits to Blitz causes timelocks to increase linearly with each
hop, resulting in quadratic collateral requirements and linear
dispute-resolution times—a significant regression from Blitz’s
constant timelock design. Moreover, deposits must exceed Bit-
coin’s dust limit (currently 546 satoshis, ~ $0.45, denoted as
Fgust), with cumulative values growing linearly with payment
path length [3]. This creates a systemic vulnerability: adversaries
can exploit multi-hop paths to maliciously lock up deposits, mak-
ing griefing prevention imperative.

Mitigating Griefing Attack. As shown in Section 1, existing
MHP protocols like Blitz remain vulnerable to griefing attacks,
where the payee can stall payments with no cost. Although prior
works [22, 38, 52] propose premium mechanisms to compensate
liquidity providers who locked funds in atomic swaps, adapting
these solutions to Bitcoin-compatible systems presents two key
challenges:

o Challenge 2: How can fair premium distribution be enforced when
a revocation is triggered?

Premium-based solutions face a fundamental conflict when in-
tegrated with global revocation mechanisms like those in Blitz. In
premium-based schemes, liquidity consumers must compensate
providers immediately upon fund reservation to prevent cost-free
griefing. In the context of MHP, this requires the payee to lock
premiums before principal locking, allowing relays to claim com-
pensation once they commit liquidity. However, because global
revocation can reclaim principal regardless of premium settlement,
combining premiums with global revocation leads to an unfair out-
come: if on-chain revocation is triggered after premium settlement,
the honest payee ends up paying premiums to relays without ever
receiving the promised funds.

e Challenge 3: How can we protect premiums from griefing attacks
when fully grief-free is impossible?

Recent work [52] proposes recursive premiums (locking “premiums-
of-premiums”) to mitigate griefing of premiums via infinite recur-
sion. However, this approach suffers from two critical limitations:
it is incompatible with Bitcoin’s dust limits and requires linearly
increasing timelocks. In LN, adversaries can grief up to 483 simulta-
neous 20-hop payments, yielding approximately 140,000 USD-hours
of damage. Although our theoretical analysis shows griefing cannot
be fully eliminated, carefully designed incentives can deter cost-
sensitive attackers by significantly raising the economic barrier to
such attacks.

Payee's on-chain stake

‘ 0.Lock Stake ‘

) Deposit-lock phase [
1{ Lock Dep, = 3Crelay + Cpagee 4. Lock Dep3 = Cpaype |

Deposit fast revoke if channel insuffient

Premium-lock phase
4. Lock Prmg 1. Lock Prmg

-------- T —ry —
| 1.Lock Prcpl, 4. Lock Prcpl;
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4[ Deposit-refund phase ]7
4. Refund Dep, 1

— .Refund Dep;
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E]‘ 12— :
1. Confirm Prmj and Prcpl,
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Figure 7: Simplified workflow of Zeus in the optimistic case.



5.2 Our Solution

As depicted in Fig. 7, Zeus integrates deposits and premiums into
Blitz while addressing the above challenges.

To achieve deposit fairness without compromising efficiency
(Challenge 1), Zeus introduces a three-phase deposit revocation
mechanism: (i) During the deposit-lock phase, relays with insuf-
ficient liquidity trigger instant off-chain deposit revocation with
upstream peers within seconds, preserving Blitz’s efficiency; (ii)
In the deposit-refund phase, after the fast deposit revocation win-
dow closes, deposits can only be refunded once the principal is
successfully locked and payment forwarded to enforce deposit com-
mitments; (iii) During the dispute-resolution phase, payers must
lock the full principal directly to the payee on-chain before dead-
line T to revoke deposits, with channel splicing enabling reuse
of existing channel yy’s balance for capital efficiency. This design
guarantees two outcomes: First, it deters cost-sensitive griefing by
making attackers forfeit deposits or incur substantial on-chain fees;
Second, it maintains constant timelocks by making deposit revo-
cation solely rely on on-chain principal locking, eliminating the
linear timelock growth of naive solutions. The unified process re-
solves both deposits and principals in a single on-chain transaction,
removing redundant cost while maintaining deposit fairness.

To address premium fairness violations (Challenge 2), we intro-
duce a conditional premium unlocking mechanism based on the
payee’s actions. Specifically, the premium locked by U; (Prm;_1)
is awarded to relay Uj—1 unless payee Uy11 redeems the on-chain
principal before T + A. This ensures: 1) Premium fairness: when a
global revocation occurs, the payee reclaims premiums while relays
receive nothing; 2) Griefing deterrence: the payee must either forfeit
their premiums-which covers the relays’ fees-or pay transaction
fees to reclaim them, a cost that typically exceeds any potential
griefing gain; 3) Constant timelock: global revocation enforces a
constant timelock for all premiums.

To prevent premium griefing (Challenge 3), we design mech-
anisms that counter cost-free griefing attacks by the payer and
payee respectively. To deter payer from griefing payee’s premium,
we require an extra payer-to-payee deposit (cpayee in Fig. 7) during
the Deposit-Lock phase, in addition to deposits made with relays.
This additional deposit is subject to the same unlock conditions
as the others, ensuring that any premium-griefing attempt by the
payer incurs a direct economic cost.

Now a malicious payee can grief payer deposits by refusing
to lock premiums after receiving deposits. To prevent this, we
require payees to commit a small, globally slashable on-chain stake
during channel creation. Failure to proceed with premium locking
after receiving payer deposits triggers slashing of this stake. The
stake amount is calibrated so that griefing costs always exceed
potential damage, even under concurrent payments, ensuring the
griefing factor remains below any chosen k parameter. Fig. 11c
illustrates how the on-chain stake value affects the griefing factor
under concurrent griefing attacks.

The proposed design still has one inefficiency: relay fees remain
locked until the premium timelock T + A. To eliminate this delay,
we introduce a fast confirmation protocol (like Blitz) initiated by the
payer, which expedites finalization of both premiums and principals.
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Dispute Handling and Incentive Structure. When any payment
stalls off-chain, honest payers trigger on-chain principal locking
through channel splicing to revoke all locked deposits and princi-
pals, while honest payees redeem the principal on-chain to revoke
all locked premiums. Our hybrid design creates strong economic
incentives for honest execution by making dispute resolution a
strictly worse outcome for any participant, thereby deterring
griefing behavior. When disputes arise, payers suffer either deposit
forfeiture or costly on-chain reclamation; payees either forfeit their
on-chain stake or pay transaction fees to trigger premium revoca-
tion; and relays receive no compensation, contrasting sharply with
the relay fees earned through honest execution. This tripartite in-
centive structure ensures that griefing costs always exceed griefing
damage across all attack vectors. Fig. 11a and Fig. 11b show that the
griefing factor remains below 0.1, and Table 4 provides a detailed
cost—damage analysis under various corruption scenarios.

6 Zeus Construction

In this section, we first detail basic primitives, then elaborate on

the two-stage revocable channel update protocol, a critical building

block for constructing our multi-hop protocol. Finally, we describe
the multi-hop protocol.

Digital Signature and Commitment Schemes. A digital sig-

nature scheme is a tuple X := (KeyGen, Sign, Vrfy) satisfying EUF-

CMA secure [13], where KeyGen(A) generates a keypair (sk, pk)

with security parameter 1. ¢ := Sign(sk, m) signs a message m

with the secret key sk, and Vrfy(pk, m, o) returns 1 only if the

signature o on message m with the public key pk. For simple no-
tation, we use (sk;, pk;) to denote the key-pair of U;, and Sig(U;)
to denote the signature of U;. A commitment scheme is a tuple

C := (Com, Open), where Com(s) commits a secret s, outputting

commitment h. Open(s, h) returns 1 only if the secret s matches h.

We use a hiding and binding commitment scheme as a black-box.

PCN Interface. Channel interactions are handled by the func-

tionality Fepanneis>» Which is an extension of functionality in [7].

FChannels allows channel owners to create, update, close, and splice

out their payment channels. For simplicity, we highlight following

interfaces:

e UPDATE(y.id, txstate): Update channel y to the new state ¢xstate,
co-signed by y.lu and y.ru.

e CLOSE(y.id): Close y when called by a user € y.lu/ru. A transac-
tion containing the latest state of y will be finalize in Gy, within
Lclose-

o UPDATESPLICING(y.id, tXsplicing): Similar to UPDATE, owners
can provide a co-signed state-update transaction fxgplicing to
FChannels> While containing two types of outputs: splicing outputs
and funding outputs. Fcnannels Will update y to this splicing state
off-chain, and wait for the finalization call-SPLICINGCHANNEL.

e SPLICINGCHANNEL(y.id): Similar to CLOSE, called by a chan-
nel owner, both splicing outputs and funding outputs of the latest
off-chain state will be finalized over Gy, within t.j,s.. The funding
outputs will serve as the new channel state.

Pay-or-Revoke Paradigm. The “pay-or-revoke" paradigm, ini-

tially proposed in Blitz, enables atomic UTXO synchronization

within Bitcoin’s scripting constraints. In this paradigm, a global
transaction carries dust outputs that serve as event triggers. When
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Figure 8: The J)ay or-revoke paradigm.
this transaction is finalized on-chain, corresponding participants

can update their UTXO states by submitting transactions that con-
sume these dust outputs as inputs. For example, consider two 2-of-2
multi-signature UTXOs controlled by Alice-Bob and Bob-Carol
pairs, respectively (Fig. 8). Bob requires that Alice and Carol can
spend their respective outputs (Outy4 and Outc) only after Bob
spends output Outg. To enforce this dependency, Bob’s spending
transaction txg includes two trigger outputs carrying negligible
amounts (e.g., 1 satoshi). These triggers serve as inputs for Alice’s
and Carol’s spending transactions (tx4 and txc). Since Bob only
pre-signs these specific spending transactions, outputs Out, and
Outc can only be spent after txg is finalized on-chain.

6.1 General Construction for Channel Updates
with Two-Stage Revocation

U; upon (init,Metar ) from U;:

1) Create(txs, tx! Xp,.) based on MetaL

Rok’
2) o wk 'E —Slgn(skl,txs Outs[0] — #x! Rok)
3) O i ; := Sign(sk;, txs. Outs[l] - txp..)
4) Fill thvk’ thz;k W1th 0% O'rvk r and send:
(txs, thvk’ txp k) < Ui
(txs, txf?uk’ XRok) - Ui, Ui

5) Check 1) if receiving Metag from U;.+1, and check; 2) if transactions
are align with Metag; 3) if signature are correct. Abort if any check
fails.

(UPDATE, %, ) L

redeem-handler
ot = Sign(skis1, X funa-Outs[0] — txs)
i+1

6
7

RN RSN

8) Oror_1 = Slgn(sklﬂ,l‘xs Outs[0] — th k)
9) Send (U;H’o';:}c—l) 4 U;

i 2
+1 +1 .
(o5 oyt _1) < Uir, U

10) Check signatures, sign txs and update channel
(UPDATE, y;.id, txs) — GI.

11) Upon Gy, returns UPDATED, update splicing handler:
(UPDATE, txk, ) < I

12) Return Updated-Ok.

Upon Gy, returns UPDATED, Uj4q: 13) Return Updated-0Ok.

splicing-handler

Figure 9: Channel update with two stage revocation. U; de-
notes the external user invoking interface. External func-
tionalities and sub-procedures are highlighted in red.

As overviewed in Section 5, to ensure atomic global revocation
over locked funds thereby achieving a constant timelock, each chan-
nel y; should support: 1) U; can reclaim its locked deposit and/or
principal (denotes the amount as @) once the payer locks the princi-
pal on-chain using channel splicing; 2) Uj41 can reclaim its locked
premium (denotes the amount as f) if the on-chain redemption oc-
curs; 3) If the splicing event does not occur by a deadline (T;), Ujt1

can claim a. Conversely, if the redemption event does not occur by
a deadline (T;), U; can claim f. To this end, here we demonstrates
how to channel owners to update their channel to a state support
above functionalities.

Using the pay-or-revoke paradigm, such splicing and redemption
events are signaled by dust outputs, denoted as event triggers in the
following context. We assume that for each y;, there exists a splicing

trigger trsp licing and a redemption trigger tr} deer associated with

the splicing and redemption events, respectlvely (detailed in Sec-
tion. 6.2). For brevity, we use Meta := {y;, &, T, B, Tr, tr! tr

splicing’ redeem}

to denote the parameters governing a state transition. For readabil-
ity, we define the following transactions:
e tx: Transaction representing a two-stage revocable state with
two primary outputs (Fig. 15):
- An output of amount « (funded by Uj;), spendable either by
U; (via tx k) if trsplwmg is finalized on G, or by Uy if
timelock Tl expires.
- An output of amount [3 (funded by Uj41), spendable either by
Uit1 (via tx k) if tr " is revealed, or by U; if timelock
T, expires.
. txl - The left revoke transaction. It spends the a-output from

l‘xs (When tr is revealed) and creates a single output

splicing

locked to U;’s public key pk;.

. txlrh;k: The right revoke transaction. It spends the S-output from
txs (wWhen trie deem 15 T€vealed) and creates a single output locked
to Ujt+1’s public key pki.1.

Consider Uj initiating the update (Fig. 9). Initially, each party
has its respective metadata set (Metar, for U;, Metap for Uj41), defin-
ing the parameters for the proposed state update of channel y;.
The first step for Uj is to create these three transactions based on

Metar and provide its signatures for tx} , and tx" . . For instance,

Ruk Ruk®
Sign(sk;, txs.Outs[0] — tx o) indicates U; approves spending its
locked fund (output 0 of txs, correspondmg to a) via transaction
R .- Then U; sends tx; and partially-signed tx,
signed by U;) to Uj41.
Now, Uj41 checks if the received transactions align with its view
Metapg and if U;’s signatures are correct. If everything is satisfactory,
Uis1 signs txp,  (making it fully signed from Uj11’s perspective

for its own use) and push this tx R i to its redeem handler sub-

prOtOCOI Hredeem handler® Uredeem—hapdler .
redemptlon revoke transactions, monitors the channel state, and if

l‘rre deem of the latest channel state is confirmed on-chain, it will
invoke a sub-procedure to claim the f funds back. Ideally, if U;
cooperates, U; can directly refund the f back to U4 off-chain
through a new state. If U; does not cooperate, Uj41 will close y,

and push th o on G, reclaiming Uj,1’s funds.

.. and thvk (i.e

maintains a list of such

Subsequently, Uj4; signs txs and th . showing that U;,; agrees
with the new state and the left revoke transaction. U;+1 then returns
these signatures to U;. Now, U; possesses a fully signed txs and

a fully signed txl .- Ui update the channel with txs and submits

) o
R k splicing-handler’ Similar to

the redeem handler, this handler monitors for tr!
splicing’

is confirmed on-chain before Tj, Isp1icing-handler Will

to its sphcmg handler protocol, IT:

, and once

trsplicing
invoke in the sub-procedure to reclaim « back.



6.2 Multi-Hop Payment Description

In this section, we elaborate the MHP protocol. The formal specifi-
cation are specified in Appendix F. Recall a MHP, where a payer
Up aims to make a payment of amount x to a payee Uy through
an n-relay path (U, ..., Uy). Each relay U; charges a relay fee f;,
fo is a padding fee to ensure the premium greater than the dust
limit. We denote a single on-chain transaction cost as F, deposit
and principal timelock as T. Zeus consists of six phases: Setup,
Lock-deposit, Lock-premium, Lock-principal, Refund-deposit and
Fast-confirmation.

tri

tr! tx, Tedeem
splicing redeem
- Sig(U)) < rel(2taome + A) . @ Sig(Usss) < rel(tuo + A)
splicing .
. _\-14 4»‘ Sig(U,
" s revealed A Sig(Up+1) M
@+ ne
txY tXstash
fund
T -z —2ne [\ U0] | > rel(type + A) A Sig(U) Sig(Us)
T+ ne
U Sig(L
= Sig(Uns1) . s(L)
ol puyec burn >
~—

Uy upon (setup, M, h,T) from Up:

0) Stake := checkPayeeStake(U,+1, T) Abort if Stake = L.
1) Create txsplicing; tXredeem>  Xslash

0
2) (txsplicing’ EXredeems EXslash) = Un+1

1
(txsplicing: tXredeems txslash) Uy, Ups1:

3) Check transactions and initialize the redeem launcher:

. . . 1

(init, yo.id, T, txsplicing-OUtS[O]s tXredeem) < Iredeem-launcher

4) Oglash = Sign(skn+1, ZLxsprlicing~outs[n] — tXglash)
1
Oslash = Uo
2

Oslash <~ Un+1, Up:
5) Check signature and generate the setup messages.

Mgetup = genOnion(M, tXsplicing Xredeem)

2
Vie[l,n+1], msetup[i] = U;

2
ini i . 0
6) (init, }/o.ld, txsphcmg) = HZpSetupSplicing

3
(msetup [i]) < Up:
7) Un: Extract information and setup Ipsetupsplicing
i1

8) Uic[z,n+1]: Extract information and setup I1 SpSetupDep

Up upon (slicing-0k), then:
9) Enable the splicing and slash launcher.
o (init,T, )/()ld) = nglicingflauncher
e (init,T, txsplicing-oum[o]: tXs1ash) = glash-launcher
Figure 10: Setup phase of I1z.,s, where the 0-th to (n — 1)-th
outputs of txsyl;cing are splicing triggers, and the n-th output
is the spliced-out principal.

Setup. Uj cooperates with Uy, and the U; to prepare transactions

for splicing, redemption, and slashing (Fig. 10):

® IXsplicing: the splicing transaction tXspjicing- tXsplicing T€pre-
sents the SPLICED state of channel yy, where Uy splices out a
HTLC payment with amount x + ne in exchange for a preimage
s. In Zeus, s can be interpreted as the proof of payment provided
by Un+1, where Upq1 gives s only after receiving the payment.

Meanwhile, txgpjicing contains n dust outputs with value €, de-
1 n ) tri

splicing’ " splicing’" * splicing
can be redeemed by U;’s signature, or recollected by Uy after a

noted as splicing triggers (tr Lt
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relative timelock rel(2tose +A). This timelock ensures that after
the splicing of yy (taking up to t.jose), Ui still has enough time to
close y; and revoke its locked deposit or principal if necessary
(see Section 6.1).
® IX,cdeem: the redeem transaction. tx,.4..m takes the splicing-
out output of tXpjicing as input along with the preimage s, and
contains one output with value x to itself and n redeem triggers
(trt}edeem, A t?‘fedeem) to signal premium revocation (txfrzvk in
Section 6.1). tr;edeem can be spent by Uj41, before a relative time-
lock rel(tose + A), leaving enough time for revoking premiums.
® txg,sh: the slash transaction. If Uy fails redeem the spliced
payment with s within rel(#.se + A), Up can submit txg,4,5 to
reclaim its on-chain payment, simultaneously burning Uy41’s
stake, Stake. This timelock ensures that even splicing takes up
to fejose time, Up4 still has A time to redeem it.
Now let’s dive into how to construct these transaction. Step
1. Make payee accountable. At beginning, Up first locates and
verifies whether Up41 has locked a stake Stake using function
checkPayeeStake. Then Uy requests Up41 to sign off on txg,sp. Af-
ter this step, Upy41 will be slashed if it refuses to settle the payment
with s. To prevent this slash, honest U4 will launch a redeem
launcher sub-protocol Il edecem-launcher tO finalize the txregeem
once tXspjicing is confirmed on-chain.
Step 2. Prepare the channel splicing. Now Uy sends the correspond-
ing setup metadata msetup[i] to each U; (e.g., payment amounts
and timelocks, triggers in channels y; and y;;1) via standard onion
routing. After receiving this metadata, U; verifies that splicing and
redemption triggers are correctly bound within the same transac-
tion and prepares for the subsequent channel update. Specifically,
Ut initializes the splicing sub-protocol I psetupsplicing, preparing
channel y for transition to the SPLICED state. After setup mes-
sage broadcast, Uy initialize the splicing of yp from IDLE state
to SPLICED state by invoking IIppsetupsplicing: I HapSetupSplicing
Ui+1 and U; will co-sign ixgpjicing, and splicing yo by calling the
UPDATESPLICING interface of Fcpanneis- Thereafter, both Uy and
U; maintain the off-chain splicing state. Note to avoid race con-
ditions with potential channel splicing in yg, Up actually will not
participate in the deposit, premium and principal locking.
Forward Deposit Locking. The protocol proceeds sequentially
from U; to Uy to lock deposits. Each U; engages with the next
participant U1 using a channel update sub-protocol HépSetupDep to
lock deposit Dep;, where Dep; := cpayee+(n—i) “Crelay), Where cpayee
is the deposit required by the payee, and cel,y is the deposit charged
by one relay. The value of these deposits is specified in Appendix C.2.
H;pSetupDep can be considered as an degenerated instance of the
two-stage revocable channel update protocol detailed in Section 6.1
with @ :=Dep;, f:= L, Tj := T and T, := L, updating their shared
channel y; from IDLE to the LOCKED-Dep state.
Backward Premium Locking. After the deposit locking com-
pletes up to yn, Zeus proceeds backward from the last channel to-
wards the first. For each y;¢[1,,], Ui+1 now initiates the sub-protocol
H;psempprm with U;. This updates y; further to the LOCKED-Prm
state, committing a premium Prm; from Uj4; to U;, where Prm; :=
23.:0 fj- Similarly, HIZPSetupPrm
stance (where Uj initializing) of the two-stage revocable update,
with a :=Dep;, f:==Prm;, Tj :=T,and T, := T + A.

can be considered as a reversed in-
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Principal Locking. Once U; confirms y; has updated to the
LOCKED-Prm state, starting from y; to yp, each U; and Uj41 invokes
H;pSetupPrcpI to cooperatively update y; to the LOCKED-Prcpl state,
locking the principal amount Prcpl; := x + 25‘20 ; in channel y;,
containing a base payment x plus all relay fees. Similar to previous
setting, but a will be modified to « := Dep; + Prcpl.

Deposit Refund. Start from Uy41 to Uy, Uj4q refunds Dep,, with
a new REFUNDED-Dep state through an off-chain sub-protocol

n . . . . ) .
HszevokeDep. This step is almost identical to the Lock-premium

stage, but reduces Uy’s locked amount o from Dep; + Prm to Prm.
Simultaneously, Uy41 sends the proof of payment s to Uy privately.
Fast Confirmation. Once Uy receives s and U; confirms all deposits
are revoked, to speed up the finalization of the off-chain payment,
starting from Up, each U; invokes the Tyt Sub-protocol to up-
date y; to the PAID state, where U; pays an amount of x + 27:1. fi
to Ujy1.

Handling Stalled Payments. As illustrated in Fig. 16, if the pay-
ment has not been completed by T — 2,5, — A, either Uy or U; can
submit £Xgpicing to initiate dispute resolution. By T — f;jp5e — A,
tXsplicing containing n splicing triggers finalizes on G1.. Once the
splicing handlers observe this finalization, they execute the de-
posit/principal revocation process, ensuring that each U; can re-
claim its locked funds by T. Concurrently, when txgp;cing finalizes
on G, the redeem launcher I edeen-1auncher €xecuted by Upyq
submits tX,¢geem (taking up to A). Following the same revocation
mechanism as the deposit/principal recovery, each Uj4; can always
reclaim its locked premium by T + A.

7 Security Analysis

We model Zeus in a global universal composability framework,
following similar approaches to recent PCN protocols [7-9]. The
complete security analysis appears in Appendix H. For each channel
update sub-protocol covered in Section 6.2 and dispute resolution
sub-protocols summarized in Fig. 17, we provide corresponding
ideal functionality and prove it with standard simulation paradigm.
Here, we denote all these sub-functionalities as Fgp,, and global
ideal functionalities(e.g., G, Fchannels) as Fprelim- Then, we pro-
vide the main functionality ¥z, in the {Fpre1im Fsub} hybrid
world, and prove:

Theorem 3. Let 3 be an EUF-CMA secure [13] signature scheme
and C be a hiding and binding commitment scheme, then IIz,;
described in Section 6.2 UC-realizes Fz¢ys.

Due to space constraints, we informally argue here how Zeus
achieves balance security (Def. 2.1), fee security (Def. 2.4), and grief-
ing resistance (Def. 2.6). Formal proofs are provided in Appendix H.
Balance Security: We first show payers pay only if the payee
gets the payment. As shown in Section 6.2, if payee does not re-
ceive the money off-chain, payer can always push txgpj;cing 0On-
chain, revoking all their locked funds and paying payee directly
on-chain. For relays, we discuss U and other relays Ujc[z 4] sepa-
rately. For Uy, Zeus ensures U; can initiate on-chain principal lock
with splicing before U; locks any funds in y;. The transaction cost
for splicing is covered by Up’s balance in yy. Héplicing_launcher
ensures this splicing occurs timely if payments stalled. Concur-

1 , .
rently, Hsplicing—handler guarantees that U;’s funds locked in y;

11

can be reclaimed. For any honest Uc[2 5], Zeus ensures atomicity

for fund revocation across adjacent channels y;_1 and y; through

linked triggers. Specifically, U;_; can revoke its funds locked for U;

in y;_1 only if the corresponding splicing event occurs, consuming

r;;llicing. Since tr;;llicing (for yi—1) and tr;plicing (for y;) are bound
within £xpjicing, the occurrence of the former implies the latter is
available, preventing U; from losing funds but U;4+; does not.

Fee Security: For an honest relay Uje[y,,], once U; locks any funds,

there are two possible cases:

® Xgplicing does not finalize on Gy, in time: If U; has locked payer’s
deposit, it is compensated with ¢,¢j4y. If U; has locked principal,
it can claim its relay fee, from the premium locked by Ui, 1.

® [Xgplicing finalized in Gy, in time. The off-chain principal will be
revoked, so the payment will not settle off-chain. Thereby, the
fee security is always secure.

Griefing Resistance against k-Cost-Sensitive Adversaries: For

simplicity, we only show the griefing damage and cost under the

most dangerous cases. Fig. 4 demonstrates the griefing damage and
cost cross MHP protocols, under different adversary setting.

o Payee griefs multiple deposits by forfeiting payee’s on-chain stakes:
If Stake significantly exceeds the cumulative (and typically
small) liquidity inconvenience across all these minimal deposit
locks, the attack is economically irrational. Fig. 11c shows a 2.5
USD on-chain stakes can make the griefing factor lower than 0.1.

o Payee griefs a single payment right after principals fully locked:
At this time, the griefing damage reach the peak as all funds
are locked and non are refunded, payee could begin griefing
this MHP by triggering the on-chain dispute, and reclaim its
premium back at last minute by submitting tx,.geen,- Doing so
costs the adversary an on-chain fee F while incurring a damage
of cumulative liquidity inconvenience across channels. Fig. 11a
shows even in the worst LN configuration, the griefing factor
A < 0.1, while 4 < 0.01 for payments lower than $500.

8 Evaluation

Implementation. We implemented Zeus® using Bitcoin scripts,
leveraging the Taproot [42] upgrade. A key challenge is that current
Bitcoin does not support the slash mechanism for on-chain stakes.
While various proposals exist, contemporary approaches often in-
troduce external trust assumptions or significant computational
overheads [15, 23]. Given that the intended slash amount is rela-
tively small, we approximate this slash by mandating that payees
can only withdraw their collateral with a resource-intensive spend-
ing path. The anticipated high transaction fee incurred to execute
this path effectively serves as the burned amount ( Appendix C.1).
Computation & Communication Overheads. Zeus uses only
lightweight primitives (i.e., digital signatures and hash functions),
resulting in negligible computational overhead—comparable to stan-
dard Bitcoin transactions. The requirement to mitigate griefing and
fee-stealing attacks compelled Zeus to introduce three additional
phases. Consequently, the settlement time of Zeus (~ 11.3s) is 6.4s
longer than that of standard HTLC-based MHP (4.9s), under a 200ms
network delay.

Transaction Overheads. Ideally, a n-relay payment in Zeus set-
tles entirely off-chain with no on-chain costs. Table 2 compares

3Code available at https://anonymous.4open.science/r/Zeus-074B
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Figure 11: (a) and (b) evaluate how the griefing factor varies when different adversaries grief a single payment across protocols.
(c) shows the minimum on-chain stake required by the payee for a target upper bound on the griefing factor.

transaction sizes across protocols when payments cannot settle off-
chain. In Bitcoin, transaction fees are calculated as vBytes X fee rate,
where virtual bytes (vBytes) represent the transaction’s size, and
the fee rate (typically 1-10 satoshis/vByte) varies with network
congestion. For context, a standard pay-to-taproot transaction is
111 vBytes, costing approximately 0.33 USD at a moderate fee rate
of 3 satoshis/vByte. When an n-relay payment stalls off-chain, Zeus,
similar to Blitz, allows the payer to revoke the jammed payment
with a single transaction, sizing 154 + 43n vBytes. Even in a worst-
case scenario where a multi-hop payment reaches the LN’s upper
bound of 20 hops, the resulting revocation transaction size is 914
vBytes. This is substantially below the Bitcoin transaction limit of
10° vBytes, and the associated fee remains acceptable at approxi-
mately 2.25 USD. Furthermore, Zeus mandates that the payee must
also redeem the payment on-chain using a transaction also sized at
154 + 43n vBytes, thereby increasing the cost for adversarial payers
attempting griefing attacks. As with all MHP protocols, if an honest
relay’s neighbor refuses off-chain collaboration, the honest relay
must first update the channel to its latest state on-chain, sizing at
most 197 vBytes (see Table 3), then enforce payment settlement for
138 vBytes or payment revocation for 194 vBytes.
Fee Stealing and Griefing Simulation. We created a realistic test-
ing environment based on current LN topology captured in March
2025 from local LN clients. We formalized this topology as a directed
graph where edges represent channels with capacities and fee poli-
cies (base fee plus fee rate). This graph contains 15,447 nodes and
71,007 edges (channels) with an average capacity of 5.68M satoshis
(~0.057 BTC). The block delay A is configured as 6 Bitcoin blocks
(1 hour). For HTLC, we used the minimum secure lock delta § of
18 blocks (3 hours), and channel closure upper bound is configured
as 1 hour. In LN, the single payment limit is 0.042 BTC(est. $3400),
and the maximum number of hops is 20. To simulate MHPs, we
first (uniformly or liquidity-weighted) sampled payer-payee pairs,
then found the lowest-fee path between them.
Griefing Attack Analysis. We assess griefing vulnerability by
measuring griefing damage and griefing factor for MHPs.
Griefing Damage. Fig. 12 and Fig. 18 illustrate how collateral
scales with payment amount across protocols. For a 200 USD pay-
ment under uniform sampling, the linear collateral inefficiency
of linear collateral protocols like AMHL results in approximately
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Figure 12: Uniformly sampled collateral with different pay-
ment values. We highlight the mean collateral of each test.

11,877 USD-h of locked collateral during an attack. This vulnera-
bility escalates dramatically if a payee griefs multiple payments
concurrently; with an upper bound of 483 such payments, potential
damage could reach 5.5M USD-h. Both Blitz and Zeus significantly
reduce griefing damage compared to HTLC/AMHL—by approxi-
mately 63% and 72% respectively—by implementing constant time-
locks across channels. Zeus exhibits 25% lower collateral than Blitz
due to its shorter payment timelock (2t.;,s, + A) versus Blitz’s
(teiose + 3, see [8]’s Fig.10).

Griefing Factor. Zeus enforces a minimal griefing factor (GF),
rendering attacks economically irrational by combining liquidity
costs (opportunity loss from locked funds) and transaction fees.
Unlike Fulgor, AMHL, Astrape, or Blitz—where malicious payees
execute cost-free attacks with unbounded GF—Zeus caps GF at
< 0.1 even at maximum payment values (Fig. 11a), regardless of
payer/payee compromise. Fig. 11a further demonstrates that for
typical payments less than $500 USD, GF is less than 0.01 < 1.
Corrupting both parties doubles transaction costs, further reducing
GF. Assuming a 1% annual interest rate (matching ACINQ’s Light-
ning Network rate), Fig. 11b shows GF’s path-length dependence.
Zeus requires payees to forfeit on-chain stake to grief multiple de-
posits; Fig. 11c quantifies the minimum required stake to ensure
the griefing factor remains below a threshold k. Even when a payee
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simultaneously griefs 483 MHPs and the required factor is less than
0.1, the necessary on-chain stake remains only a few USD.
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10t 102
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Figure 13: Fee ratio under weighted sampling.

Fee Stealing Attack Analysis. We evaluate fee-stealing attacks
by measuring the maximum portion of relay fees that colluding
nodes can capture. We designate the top p liquid nodes as potential
colluders. The results demonstrate significant vulnerability. Un-
der weighted sampling (Fig. 13), merely 0.6% of network nodes
can capture over 40% of total relay fees. Under uniform sampling
(Fig. 19), the same fraction captures approximately 25% of fees.
This disparity stems from the LN’s hub-and-spoke structure, where
high-liquidity nodes naturally attract more routing traffic. Under
weighted sampling, payments preferentially traverse these central
nodes, amplifying adversarial advantage.

9 Discussion

UTXO Interoperability. Bitcoin’s UTXO model lacks native sup-
port for direct interaction between arbitrary UTXOs. Protocols
like Zeus rely on dust outputs to signal state changes, increasing
transaction fees and contributing to UTXO set bloat. Exploring
alternatives for UTXO interoperability would benefit the broader
Bitcoin scaling ecosystem like BitVM or Discreet Log Contracts.
Privacy Concerns. Zeus employs channel splicing to improve cap-
ital efficiency. However, this potentially exposes payers’ identities
even when utilizing stealth addresses [8]. A potential mitigation
involves payers utilizing untraceable funds to replace splicing.
Applications of FSEs. We prove FSEs are impossible only with the
existence of public blockchains. FSE is the foundational model to
various applications. For example, [35] frames the pre-confirmation
between users and block proposers as FSE. Investigating how our
results apply to such contexts is an interesting avenue for future
research.
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A Fair secret exchange with public TTPs
Al

Background. In a fair secret exchange with a public blockchain, con-
sider two parties, denoted as P and Q, who want to exchange their
secrets. At beginning, P possesses a secret item ip, and Q possesses
a secret item ig with corresponding descriptions (descp, descg).
The descriptions are common knowledge of all parties. A state ma-
chine (smart contract) deployed on the public blockchain functions
as a public trusted third party 7 (public TTP). This entity, 7,
processes requests from external users in each round and publicly
responds in the subsequent round, assuming its program is publicly
known from round 0. As the blockchain is public, every message
sent to 7 at round r is considered broadcasted to all participants
and external observers.

Assumptions. In our settings, all protocols operate under the
standard round-based synchronous network model [27]. In this
model, when an honest party transmits a message in round r to an
honest recipient, the recipient receives the message at the beginning
of round r + 1. All inter-party communication is conducted through
private, authenticated channels, underpinned by modern public-key
infrastructure. We consider a static, probabilistic-polynomial-time
(PPT) adversary A capable of corrupting either party # or Q prior
to the protocol’s commencement.

Modeling Fair secret exchanges

Figure 14: The model of Fair Secret Exchange with/without
public blockchain.

Definition of fair secret exchange. We formally define a Fair
Secret Exchange protocol, denoted as IIggg, operating with a pub-
lic blockchain. This definition adheres to the standard structure
outlined in [4, 5, 39]. IIpsg comprises three processes: pp, pq, and
pg- Each process is characterized by input variables and output
variables. Communication occurs through designated channels.

We use the notation py.input] and py.output! to denote the
input or output variable of party x € {P,Q, 7} at round 7 within
channel ¢;. The notation h% represents the complete input history
of party x up to round 7. Within the public blockchain, a random
oracle [11] is assumed to exist, which generates a public random
string r; « {0,1}* as input for each party at round ¢ through
channel cp. Fig. 14 illustrates the model of I1rsg with and without a
public blockchain, depicted in blue and red boxes, respectively. In
the FSE model with public TTP (blue box in Fig. 14), there are the
following channels:

e co: the public channel for the random oracle.
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c1: the channel for messages sent from P to Q.
c2: the channel for messages sent from Q to .
c3: the broadcast channel sent from the public TTP 7.
c4: the channel for messages sent from P to 7.
cs: the channel for messages sent from Q to 7.

At the initial round (0), pp receives input (ip, auxip), pq re-
ceives input (i, auxiq), where auxip and auxig are auxiliary
inputs. The TTP process pg- receives the initial state statey as the
input.

For each process pyx, where x € {P,Q, T}, the fair secret ex-
change protocol defines a unique state function fi, which deter-
mines the outputs of py.

Now we formally define fairness of fair secret exchange previ-
ously introduced in Section 4. The definition of timeliness and
effectiveness of FSE is equivalent to FE.

Definition A.1 (Fairness). For any party x € {#, Q}, for any PPT
adversary A, when process py terminates, if x fails to obtain i_x
matching desc_y, A and/or —x must know nothing about x’s secret.
Formally, this means they can not distinguish the real secret item
of x, iy with any random secret, i}, sampled in the same domain:

Pr[A(viewN,, ix) = 1] — Pr[A(view™,, i) = 1]| < negl(1)

where negl(2) is a negligible function, view” ,. represents the view
of the counterparty up to the final round round N, i/, is sampled
uniformly at random from the same domain as iy, and A is the
security parameter.

A.2 Impossibility result of fair secret exchange

In this work, our proof adopts a similar contradiction argument as
presented by Even and Yacobi [20], who proving that FE is impos-
sible without a TTP. The central insight of their proof lies in the
observation that during a fair secret exchange, the secrets must,
at some point, be transmitted over the communication channel
between $ and Q. However, within a mutually distrustful envi-
ronment, neither party is willing to transmit its secret first. Their
formalization of this proof employed a contradiction argument.

ProoF FOR THEOREM 1. We proceed to prove Theorem 1 by con-
tradiction. Given that Effectiveness and Timeliness are satisfied, there
exists a round n < N such that a party x (without loss of generality,
let x be P) gains initial information about ig, while its counterparty
Q remains uninformed about ip. Formally, at round n, there exists
a probabilistic polynomial-time (PPT) distinguisher D satisfying:

|Pr[D(viewd, iq) = 1] — Pr[D(viewy, i'a) =1]| > negl(1)

for some non-negligible function, where i’Q is a random secret
sampled from the same distribution as ig, and VieW;") represents
#’s history up to round n.

Conversely, we formally define that Q knows nothing about ip:
for any PPT distinguisher D’

|Pr[ D (viewg), ip) = 1] = Pr[D’ (viewy), ip) = 1]| < negl(2)

for some negligible function negl(1), where iﬁP is a random secret

sampled from the same distribution as ip, and Viewz2 represents
Q’s history up to round n.
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Based on the synchronous communication model, there must
exist a round n’ (n’ < n) where process pq sends a message that
helps P to "learn" iq at round n. Now consider the implications
of Q’s fairness at round n’. This property necessitates that even
if P terminates the protocol at round n’, Q retains the ability to
deterministically recover ip within the finite round N, aided by 7.

As N > n’, by definition, at round n’, Q must ensure that Q
and 7 possess the capability to recover ip deterministically by
round N, irrespective of $’s outputs from round n” onwards and
the random stream from channel ry. Formally, at round n’, Q can
ensure that by round N, there exists a DPT extractor E such that:

E(view, views, {r,...,rN}) = ip

Since 7" is a public TTP, we have:
P P
viewq- C viewp,
Asn’ <n<N,n+1<N, View’,}/frl c viewg, so at round N,
there exists a DPT extractor E’ such that:

E’(viewg, {rw,....rN}) = ip

Therefore, at round n’, the FSE protocol guarantees that Q will
be capable to extract the secret ip with probability 1 at round N.
So any rational Q will not send the message to # at round n’.
Therefore, round n will never exist, leading to a contradiction.

Symmetrically, a similar contradiction can be demonstrated in
the scenario where Q initially gains information about ip while £
remains uninformed about iq. O

B Extended proof for Griefing Resistant MHPs

B.1 Strong griefing Resistant MHP in Payment
Hubs

Here, we construct a simple MHP protocol ITy gp to instance the
fair exchange proposed in the payment hub model in Section 4.1.1,
thereby achieving a strong griefing resistance under the assumption
that payer and payee are controlled by the same entity. ITpgp is a
simple lock-resolve MHP with two phases:

e Lock Setup: Payee Uz give a lock message verification
function Verllock(-) to Up. Verllock(m) returns true only if
m is the correct lock message m}ock, which transfer y; to
locked state. And this locked condition allows U, to unlock
the payment once after y; — locked.

e Lock Phase: Up locks yp, with amount x + fj, and lock con-
dition condy returns true if a message m satisfying VerllOCk
provided before time T".

o Redeem Phase: U; sends the lock message mllock to Up and
settles yp to paid. Then Uy sends mllock (by mutual trust) to
Us, and finally y; — paid.

Security follows from the immediate settlement of yy upon mllock
delivery. Strong griefing resistance holds as U;’s fee is atomically
redeemed with payment forwarding. Fig. 5 illustrates this protocol
in the fair exchange model-Uj (cooperates with Us) settles yp to
paid only if U; delivers the correct lock message mllock'
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Figure 15: Transaction structure of two-stage revocable chan-
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Figure 16: The timeline of the Zeus execution. The lower
purple dashed box shows how relay U; reclaim its locked
payment over channel y; when splicing happens; The upper
blue dashed box shows how the relay U;;ireclaim its locked
payment(premium) over y; when the redeem happens.

(1) Ogplicing-launcher: Automatically initiates channel splicing at
time T — 2tose — A if payment hasn’t settled off-chain.

(2) i edeem-launcher: Monitors the ledger Gy, for confirmation of

splicing transaction xgp|icing and posts redemption transac-

tions when appropriate, enabling payees to claim funds.

IIgjash-launcher: Enforces protocol accountability by posting

slash transactions when spliced payment remains unspent,

penalizing misbehaving parties.

4) H;plicing-han dley: Maintained by Uj;, if the splicing transaction
tXsplicing 18 finalized in Gy, before time T, then closes channel
yi and revokes its locked funds (deposit or principal).

(5) I : Maintained by Uj41, if the redemption trans-

redeem-handler
action tXpedeem 1S finalized in Gy, before time T + A, then
closes channel y; and revokes its locked premium.

Figure 17: Sub-protocols of Zeus for handling disputes.
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Case HTLC/AMHL | Blitz | Zeus

#txs vBytes | #txs vBytes #1txs vBytes
Payer splices/revokes - - 1 154 +43n | 1 154 + 43n
Payee redeems - - - - 1 154 + 43n
Relay revokes 1 138 1 194 1 194
Relay redeems 1 154/138 | 1 138 1 138

Table 2: Transaction cost comparison across protocols.

State tXpaid

111

X ock-Prcpl
197

IXLock-Prm

197

IXIDLE
111

LXRfd-Dep
197

X ock-Dep
154

vsize

Table 3: Transaction size of Zeus in different states. For refer-
ence, a standard channel state transaction including a HTLC
output is 154 vBytes.

Weighted Sampling: Total Collateral Comparison
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Figure 18: Weighted sampled collateral.
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Figure 19: Relay fee collected by corrupted nodes with uni-
form sampling.

C Supplemental Discussions of Zeus.

C.1 Slash Functionality over Bitcoin Script

Our protocol requires the payee’s on-chain stake to implement a
slash mechanism with conditional spending rules: 1) early with-
drawal before expiry time Texpire With penalty cpym, or 2) full with-
drawal after Teypire Without penalty. Implementing such conditional
forfeiture in Bitcoin’s stateless script environment traditionally re-
quires covenants — proposed opcodes that constrain how UTXOs
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Protocol ‘ gzlrif;ng ‘ Payer corrupted ‘ Payee corrupted ‘ Both corrupted
‘ g ‘ payoff g, payOffpa yee ‘ payoff g, paYOHpayer ‘ payoff,g,
HTLC/AMHL ir-p-O(n’x +n3f) - - 0 0 0
Blitz —rp(154 + 43n) 0 0 —43nr —rp(154 + 43n)
Zeus(case 1) | ir--O(ncpgyee + n*Crelay) - - —min {rp(154 + 43n), chyrn } —43nr —min {rp(154 + 43n), chyur }
Zeus(case 2) —rp(154 + 43n) —43rpn —rp(154 + 43n) —43nr —2rp(154 + 43n)

Table 4: Comparison of griefing damage and costs. An adversary controls p in-flight payments with amount x and n relays per
payment, each charging a relay fee f, with fee rate r USD/vBytes. ir is the interest rate for griefed funds locked in channels.
Case 1: Griefing before the Principal Locking phase; Case 2: Griefing during/after the Principal Locking phase. For on-chain
settlement, the payoff for honest parties excludes the idle on-chain transaction costs.

can be spent 4. While various covenant proposals exist, most require
consensus changes. Alternative approaches like multi-signature
committees [30] or hash-based constructions [24] avoid soft forks
but introduce additional trust assumptions or computational over-
head.

We propose a practical alternative that leverages Bitcoin’s ex-
isting fee market mechanism. Instead of burning ¢y, We struc-
ture the early withdrawal path to require excessive transaction
fees, effectively transferring the penalty to miners. This is imple-
mentable using Taproot’s script-path spending by constructing
a computationally expensive witness script for early withdrawal
(e.g., requiring multiple redundant signature verifications or hash
computations). The honest payee uses the key-path spending after
Texpire, incurring only standard transaction costs.

The security of this approach relies on the honestly of Bitcoin
miners. Given that cpy,, represents a small fraction of typical block
rewards ($0.25-5 versus $250,000), and Bitcoin’s mining ecosystem
exhibits strong decentralization, coordination between miners and
adversarial payees is both economically irrational and operationally
infeasible. The penalty mechanism thus provides equivalent secu-
rity guarantees to direct burning while maintaining compatibility
with current Bitcoin consensus rules.

C.2 Value of Deposits and Stakes

At the beginning of payment, the payee needs to lock a stake Stake
on-chain to hedge against potential griefing of the payer’s off-chain
deposit. Recall that the off-chain deposit of the payer in channel y;
(i € [1,n]), denoted as Dep;, has a value of cpayee + (1 — i) * Crelay-
This off-chain deposit hedges the griefing risk associated with the
future premium, which amounts to fo + X, fi, where f; is the fee
charged by relay node Uj;, and fj is the padding fee. The padding
fee ensures that the relay fee in each hop is sufficient(bigger than
the dust limit Fy,4) to be safely routed through the PCNis:

k
For Vk € [1,n], Zfz > Fyust 1
i=0

Next, we show that to ensure balance security, the payer’s deposit
must satisfy

n
Cpayee > Z fl + Faust (2)
i=1

“4https://bitcoinops.org/en/topics/covenants/
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This requirement can be understood by examining the last step of
the payer’s deposit lock phase (Lock-Dep), where the last relay U,
locks payment amount Dep,, = cpayee in channel yy, to payee Up41.
The payee then locks the premium back in channel y,, with amount
Prm, = fo+X -, fi. To ensure that even if all other parties go offline,
there is no loss for the payee, we require cpayee = fo + X1, fi.
Since the padding fee fy must satisfy fo > Fyust — 21, fi when
21 fi < Faust» we can derive Equation 2.

Now we discuss the maximum values of cpayee and value of cpeyy-
According to Equation 2, the maximum value of cpayee is determined
by the maximum total relay fees, which depend on the maximum
payment amount and the maximum number of hops. In the LN, the
default single payment limit is 0.042 BTC (approximately 3400 USD),
and the maximum number of hops is 20. With a typical fee rate of
0.2% (0.01% per hop = 20 hops), the total fees would be around 6.8
USD. Adding the dust limit (typically 546 satoshis, around $0.45),
the value of cpayee is approximately 7.25 USD (around 9k satoshis).
The value of crelay can be considered as the relay fee to route cpayer-
In Zeus, we set crelay to the minimum relay fee of (1 satoshi), as
this minimum fee is sufficient to cover the liquidity cost of routing
payer’s deposit(consider the common fee rate is about 0.01%)

Finally, we calculate the required value of the payee’s on-chain
stake Stake. As shown in Table 4 (case 1), this stake must be suffi-
cient to hedge the griefing risk of p in-flight payer deposits. The
worst-case griefing damage(locked amount times locked time) can
be calculated as:

Nmax (Mmax + 1)

2 Crelay) (2Tetose + D)

r-p- (Cpayee * Mmax

where:

e p = 483 is the maximum number of concurrent MHPs in the
Lightning Network.

® Nmax = 20 is the maximum number of hops.

° %‘““mcrelay is the total crelay locked in this MHP.

® (2T ose + A) is the timelock and r is the interest rate.

Under the worst case, the total griefing collateral is approximate
221k USD-h. Assuming an interest rate of 1% per year(interest
rate charged by ACINQ one of the largest liquidity providers in
Lightning Network), the griefing damage derived from payer’s
collateral is approximately 0.25 USD. If we further constraint the
griefing factor lower than 0.1, a ~ 2.5 USD global stake will be
sufficient.
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D When payer and payee have conflict interests:
MHP with credential exchange support

Theorem 2 in the paper demonstrates that no minimal secure lock-
resolve MHP protocol with more than one relay can satisfy strong
griefing resistance, even when the payer and payee are assumed to
cooperate. We now extend this finding to scenarios where payer and
payee may have conflicting interests, specifically by considering
MHPs that support credential exchange. In this model, upon success-
ful settlement, the payee receives a predefined credential, s (e.g., the
preimage of a hash), from the payer. Such a credential can function
as a proof of payment (receipt). We denote an MHP augmented with
credential exchanges as Mcg := (M, s, h), where M encompasses
the standard MHP parameters, s is the secret credential, and h is
the commitment to s.
This extension leads to the following corollary:

COROLLARY 4. There is no minimal secure lock-resolve MHP with
at lease one relay, I1prgrp, that simultaneously satisfies strong griefing
resistance and supports credential exchange.

Definition D.1 (Credential exchange support. ). If Up is honest,
Yo settled in paid only if Uy get a pre-defined credential s. Also,
similarly, Up41 give s to Up only if y, settles in paid.

add trust bewteen

Uo, U lock message sb

_

Figure 20: Fair exchange with credential exchange support.

Proor. Credential exchange support (Def. D.1) introduces fair-
ness between Uy and Uy+1. For |U| = 3, similar to the general case
exchange(Fig. 6)), such MHP protocol can be reduced to a 3-party
fair exchange ring, where Uy gives a revocable payment to Uj, Uj
gives a non-revocable secret(channel lock message of y1) to Uy,
and U, give the secret(credential) back to Uy. Same as the proof of
Lemma 1, this is impossible with 7,,,,,. O

E Zeus Preliminaries

In the GUC framework, a protocol IT is executed between a set of
parties P with an adversary A, who receives as input a security
parameter A € N along with an auxiliary input z € {0, 1}*. In our
work, we follow a static corrupt model, where A can corrupt any
party P; € P at the beginning of the protocol execution. Corrupting
aparty P; means that A takes control over P; and learns all its inter-
nal state(e.g., credential, private key). The parties and the adversary
A take their input from the environment &, while & observes the
messages that are output by the parties of the protocol.

E.1 Preliminary ideal functionalities

In our model, we assume a synchronous communication, formal-
ized by a global clock idea functionality [27], in which all parties
have access to the current round number. We further assume that
there are two types of private and secure communication channel
amoung parties: a synchronous channel e [27] and an asynchro-
nous channel Fonion [12]. In Fsec, a party P can privately send a
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message to another party Q with guranteed delivery after precisely
one round. In Fopjon, a party P can send a private message to an-
other party Q without guaranteed delivery. Fonion is used to model
the onion messages issued from payment issuer(payer) to all the

intermediaries along the path. We denote m AN Q to represent that

some party sends a message m to Q at round 7. Q <il’ m represents
that Q receives the message m at round 7 + 1. We use = ¢, . to
denote the message sent through Fonion-

We assume there is a perfect hiding and binding commitment
scheme Fcommit With interface (Com, Open), where h := Com(s)
return the commitment to a secret s, and the Open(s, k) is the
functionality that returns 1 iff the secret s matches the commitment
h.

A global digital signature ideal functionality ;4 [13] has a tuple
of interfaces (KeyGen, Sign, Vrfy) satisfying EUF-CMA secure.

E.2 Ideal functionalities of ledger and a PCN

Ledger. We use the global ideal functionality Gi, [7] to model a
UTXO based blockchain. Gy ¢4g4er communicates with a fixed set of
parties #. The environment & first initializes Greqger by setting
up a key pair (skp, pkp) for every party P € P and registers it to
the ledger by sending (sid, REGISTER, pkp) to Gredger- Any party
P € P can always post a transaction tx on £ via (sid, POST, tx).
If a transaction is valid, it will be appear on G, after at most A
round, the exact number is chosen by the adversary. Recall that a
transaction is valid, if all its inputs exist and are unspent, there is a
correct witness for each input and a unique id.

GL

Parameters:
e A: the maximum time for a transaction to be included in Gr..
® Fsig: a digital signature ideal functionality.

Local vairables:
e PKI: a public key infrastructure mapping public keys to users.
e TXs: a set of valid transactions.

API

o (sid,REGISTER, pkp) <> P: adds an entry (PKI[pkp] = P) to
PKI table.
T
e (sid,POST, tx) < P:inround [z, 7+ A], adds ¢x to TXs.

Figure 21: Ideal functionality of UTXO Ledger.

PCN. In this work, we model a payment channel network (PCN) by
global ideal functionality Fepannels (Fig. 22) based on the standard
payment channel ideal functionality widely adopted in Fepanneis [6,
7,9, 10]. Compare with the standard payment channel ideal func-
tionality, We omit the create interface, and assume all channels
required in a multi-hop payment is pre-established. For each chan-
nel ¥, Fchannels provides standard UPDATE interfaces, where if both
the channel owners y.lu/ru agree, can update the channel state to a
new state represented by the output of a update transaction txssqze-
The CLOSE interface allows any channel owner to close the chan-
nel peacefully or forcefully. UPDATESPLICING is almost the same
as the UPDATE interface, but its new state contains both splicing
outputs and funding outputs. When the SPLICINGCHANNEL interface
is triggered, G, will finalize the latest state of y by broadcasting a



Zeus: Defending against Fee Stealing and Griefing Attacks in Multi-Hop Payments

Fchannels

Local vairables:
® f.]ose: the upper bound for the time to close the channel.
® tupdate: the upper bound for the time to update the channel.

API

e (sid, UPDATE,id, txszate) & P Let y be the channel
where y.id = id. When invoked by P € jy.luory.ru
and both parties agree, the channel y is updated to
the new state represented by the outputs of txgsare.

[z.t+typdatel
(sid, UPDATED, id, tx5zqte) “—— y.users is output.

e (sid,CLOSE,id) & P: close the channel v, where y.id =
id, either peacefully or forcefully. In round [7,7 + tcjosel,
a transaction txgose With the current state y.state as output
(tXclose -Outs := y.state) appears on Gr.. Then Fcpanneis board-
cast (sid, CLOSED, id, tX¢jose )-

o (sid,UPDATESPLICING, id, txspricing) «> P: Let 7 be the
channel where y.id = 1id from either channel owner.
When invoked by P = j.lu/ru and both parties agree,
7 is updated to the new state represented by the outputs
of tXsplicing- tXsplicing contains splicing outputs (6o, ...)
and funding outputs o, . ..). y.state = {éo, o6

[z.t+typdate

UPDATED-SPLICING, id, tXspiicing) > y.lu/ru is

output.
o (sid, SPLICINGCHANNEL,id) <> P: For y.id = id and
P = yp.lufru. In round 77 € [7,7 + fcpse], @ transac-

tion #xspjiceq containing all outputs within j.state appears
on Gr. Meanwhile, if the latest state contains funding out-
puts, G, will update the channel state: y.state := {6p,...}.

’
(sid, SPLICED,id, txspiiced) N y-lu/ru is output.

Figure 22: Ideal functionality of payment channel.

transaction containing all outputs of the current state. But compare
with the the standard CLOSE interface, the SPLICINGCHANNEL inter-
face will not close te channel, but replace the latest state with the
funding outputs of the transaction.

E.3 UC definition.

Here, we define the prelimilary ideal functionality set as Fprelim,
containing {F¢jk, Fsec» Fonions TSig» FCommit> GL> FChannels }- A
hybrid protocol IT with corresponding ideal functionality ¥ inter-
acts with Fprelin. An environment & that interacts with IT and

an adversary A will on input a security parameter A and an auxil-
ﬁ)relim
ILA,E
simply forward their input to . It has access to the same function-

alities Fprelim- The output of F on input A and z when interacting

Forelim
7?8,18 (A» Z)~

iary input z output EXEC (4, 2). In the ideal the dummy users

with € and a simulator S is denoted as EXEC

Definition E.1. A protocol IT GUC-realizes an ideal functionality
F, wrt. Fprelim if for every adversary A there exists a simulator
S such that for all environments &:
7:re im 7:re im
EXECH% g (A2) ~c EXEC S}S (A z)

where =, denotes computational indistinguishability.

F Formal Protocol Description

Zeus Protocol: ITzc,s

Parameters owned by all parties:
e pidSet: the set of all payment ids. Initially empty.

Setup phase

- 0
(sid, pid, setup,x,T,s) <« &, Ups1:
0) If pid € pidSet, ignore. Otherwise, add pid to pidSet. Save the
setup parameters: x, T, s. Set h := Commit(s).

0
(sid, pid, setup, M, h,T) « &, Up:
1) If pid € pidSet, ignore. Otherwise, add pid to pidSet.
2) Check payee’s stake. Outstake = checkPayeeStake(Up41, T) If
Outstake = L, then abort.
3) Construct setup transactions.

(txsplicinga Xredeems EXslash) = genSPIiCingTX ( Yo .id, Outstake, M, h)
4) Request for accountability. Send:

. . 0
(sid, pid, request-acc, txsplicing, Xredeems EXslash) = Un+1

(sid, pid, request-acc, [ Xsplicing> £ Xredeem> £ Xslash) ;’ Uo, Un+1:
5) Check the validity. If 1 =
checkSlashTx (¢xgplicings ! Xredeems ¢ Xslash» 7)., then abort.
6) Enable the redeem launcher.
® Oredeem = apProveTX (¢ Xredeems 0)
® !Xredeem-ScriptSigs[0] := (Oredeem)

(sid,pid, init, Yo. id, T, tXsplicing -Outs[0], £Xredeem) gl) Fredeem-launcher
7) Approve accountability.

® Oglash := approveTx (¢ Xgsh, 1)

e (sid,pid, approved-acc, oglash) 4 U

2
(sid, pid, approved-acc, gglash) < Un+1, Up:
8) Check signature. If oy, is not a valid signature of U,,4; over
tXglash, abort.
9) Generate the setup messages.

Mgetup = genonion(M’ txsplicing’ Xredeem)

2
Vi€ [1,n+1], (sid,pid, setup, Mmsetup[i]) S Fonion Ui

. . R . 3
10) Splice yo. (sid, pid, init, yo.id, tXgplicing) Tfpsmpspmng
3
(sid, pid, setup, msetup[i]) < Up:
11) Up:
e Extract Depy, Prcpl, T, splicing trigger (trslphcmg).
e Check if the trigger ¢r] .
splicing
the payment lifetime 7 < T.
o Setup the splicing state of yy:

has the correct lock condition, and

3
. . 1 -
(51d, Pld, setup, trsplicing) i (]v‘ZpSctupSplicing

11) Uic[o,n):
e Extract Dep;, Prmj—;, Prcpl , T, splicing triggers

i i-1 ; i i-1
(trsplicing’ trsplicing)’ and redeem triggers (trredeem’ trredeem)

from Msetup [i]
o Check if the deposit amount is correct: Dep; = cpayee +7* Crelays

where r € N*; payment lifetime is long enough 7 < T, and
the triggers has the correct lock condition.

e Check if splicing triggers share the same splicing transaction,
and the redeem triggers share the same redeem transaction.

o Setup the next state of y;_;:

tx)‘ifj

i-1 -1
pSetupDep

redeem

(sid, pid, ¢tr setup, Dep;+crelay, T, tri

splicing*
11) Uni1:

e Extract Prmp, Prepl, T, redeem trigger (tr]", ;...



e Check if Prcpl — Prm, > x; timelock is consistent (T = T);
and the redeem trigger has the correct lock condition.
o Setup the next state of yy,:

(sid, pid, setup, cpayee, T L7y tx) < For

splicing* pSetupDep

Then Uy, . .., Up41 enter the lock-deposit phase.

Up upon (sid, pid, slicing-0k), then:

12) Enable the splicing and slash launcher.
e (sid,pid, init, T, yo.id) <> #°

splicing-launcher

[~

e (sid,pid,init,T, txsplicing~outs[0]’ tXslash)

7i‘laqh-lmmclwr X
o Enter the deposit-refund phase.

Lock-deposit phase

. . PO 71
(sid,pid,slicing-0Ok) < %pSCt\xpSplicing; Us:

1) Lock payer’s deposit within y;. Invoke:

(sid,pid, init, y;.id, Depy, tr} T) BN Fl

splicing? 2pSetupDep

2) Enable splicing launcher and setup the next state of y; If

‘Fjpgempuep returns (lock-Dep—Ok) then:

o (sid,pid,init,T,yp.id) =—>

]
sphcmﬂ huncher

® (51d pld trsphcmg Prml’T trredeem) c_) }QpSetupPrm
and enter the lock-premium phase.
l
(sid, pid, lock-Dep-0k) « ZpSempDep’ Uicla.n):
4) Forward the deposit lock. Invoke:
7
(sid, pid, init, y;.id, Depl,z‘rsphcmg T) — ZpSLt\lpD(p

5) Setup the Premium-lock state of y;. IF receive (lock-Dep-0k)

from 7:z1pSetupl)ep’ then:
4
(sid, pid, setup, trspllcll’lg Prm;, T, trredeem) ﬁpSetupPrm

and enter the lock-premlum phase.

(sid, pid, lock-Dep-0k) & (f’;;ﬂtlupncp’ Uptr:

6) Enter the lock-premium phase.

’ Lock-premium phase ‘

Un+1:
1) Lock the premium. Invoke:

2

T, txrevoke Dep) hd

(sid, pid, init, yp.id,Prm,, tr’

1
redeem’ 2pSetupPrm

2) Enable redeem handler and prepare for principal-lock.
If (lock-Prm-0k) returned at z;, then:

!

2
(sid, pid, setup, Prepl, trsphcmg trredeem) - 7;wSelln]>I’rcpl
then enter the next phase.
o
(sid, pid, lock-Prm-0k) «= 2pSelupPrm’ Uicla.n):
3) Lock premium over y;_;:
i— e
(sid,pid, init, Yi-1- id, Prm;_ 1’trrea'eem’T trredeem) _> ZpQLtupPrm
4) Setup the Principal-Lock state.
If (sid, pid, Lock-Prm-0k) received at 7} :
/
i—1
(sid, pid, setup,Prepl, trspllcmg ZLrredésem) (FZPSetupPrcpl
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and enter the lock—principal phase Otherwise, terminate.

(sid, pid, lock-Prm-0k) «: Zpsmpyrm, U; :

5) Enter the lock-principal phase.

Lock-principal phase

U]I

1) Lock principal within y;. Invoke:

(sid, pid, init,y;.id, Prm,) SN T

2pSetupPrepl

2) Setup the next phase. If receive (lock-Prcpl-0k) return at z:

Dep;) > 7.

tr 2pRfdDep

redeem’

(sid, pid, setup, t‘rsphcmg

(sid, pid, lock—Prcpl—Ok) M Fi-l

2pSetupPrepl” Uie [2.n]:

3) Forward the Principal lock. Invoke:

i
i ) Ny
redeem 2

(sid, pid, init, yi-id, Prm, trl pSetupPrepl

splicing?
5) Setup the deposit-refund phase. If it returns (lock-Prcpl-0k)
at T3i/, Then:

i
(sid,pid, setup, trsphcmg trredeem’ Depi) —) ﬁpthDep

and enter the next phase

(sid, pid, lock-Prcpl-0k) & meuppr(p], Ups1:

6) Release the secret. (sid,pid, release-secret,s) BN Uy, and
enter the deposit-refund phase.

Deposit-Refund phase

Un+1:
1) Refund the payer side deposit. Invoke:

trredeem

) &7

(sid,pid, init, yp.id, Dep,,, tr 2pREdDep

splicing®

2) Setup the settle phase.

If (refund-Dep-0k) received from TZ’;RMDEP:

/

(setup, Ib — Prcpl + Prm,, rb + Prcpl — Prm,,) A ’Tz';]mue

then enter the next phase. Otherwise, terminate.
l

(sid, pid, refund-Dep-0k) «— 2prdmp Uicl2,n]
3) Forward the revoke over y;_;:
rjl i1
(sid, pid, init, y;—1.id,Dep;_ 1,trsphcmg trredeem) “— ForfdDep
4) Setup the settle phase.
If (refund-Dep-0k) received from TZ’pR fdDep"

i’

T, .
(sid, pid, setup, Ilb—Prcpl+Prm;_q, rb+Prcpl—Prm;_1) SLEN f;};slc\'tlc

then enter the next phase. Otherwise, terminate.

75
U; « (refund-Dep-0k) from 7:sz[dDLp

5) Setup the settle phase.
T/
(sid, pid, setup, Ib—Prcpl+Prm; —fi, rb+Prcpl—Prmi+fi) PN (]:;)pSCttlc
T//
6) Notify payer. (sid,pid, revoke-Dep-0k) SR Up.
Uy & (sid, pid, revoke-Dep-0k) from Us:
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7) Check the secret. Check if received (sid, pid, release-secret,s)
from Up41, and Open(s, h) = 1, then enter the settle phase. Other-

wise, abort.
Settle phase

Uo:

1) Settle the payment.

n n
e . T
(sid, pid, init, yo.id, b — x — ij,rb +x+ Zf]) = T ypsettle
Jj=1 Jj=1

6
And once settle-Ok «— fZU ,  then return
pSettle

»

(sid,pid, settled,s) A &, close the splicing launcher
L 7

(Sld’ pld’ ClOSG) = ]_;Jplicingf]aunchvr

ends the main protocol.
i

T,
L 6 i
(sid, pid, settle-0k) «> 'i-zlpsleme s Use[un]

2) Continue settlement chain:

Ti, .
(sid,pid, init, y;.id, Ilb—Prcpl+Prm;, rb+Prcpl —Prm;) LN ?21;‘3@111@
3) Close the splicing launcher. If i = 1,

o

Tl
. . 6 1
(Sld’ pid, C].OSE) — ﬁ])licing—lmmcher
and ends the protocol.

4) (sid,pid, settled) < & and end.
F.1 Formal Descriptions of sub-procedures

2pSetupSplicing Protocol: H;pSetupSplicing

Parameters owned by both U and U;:
e pidSet: the set of all payment ids. Initially empty.

<
(sid,pid, setup, trl .. ) &5 & Uy

splicing
0) If pid € pidSet, ignore. Otherwise, add pid to pidSet, save
1
trsplicing'

(sid,pid, init, yo.id, txsplicing) <> &, Up:

1) Request splicing. If pid € pidSet, then abort. Otherwise, add pid

to pidSet then sign the new state Uslplicing := approveTx (¢Xsplicing, 0)

. . o . . 1 T
(sid, pid, request-splicing, yo.id, tXgplicing, o'splicing) — U

. . . ! T+ )
(sid, pid, request-splicing, yo.id, tXsplicing, Usphcing) «— Uy, Ut:

2) Check splicing transaction. If

L. . 1 ;
T = checkSplicing (yo.id, tXsplicing: I gplicing’ Tsplicing )
+1
Otherwise, send (sid, pid, splicing-fail) < &.
3) Approve splicing.
r = P

® Tilicing = approveTx (#Xsplicing, 0) I
® IXgplicing = genUpdateTx (Xgplicing, O plicing’ o-s’phdng)
4) Splicing y,. Send

+1
(sidc, UPDATE-SPLICING, yo.id, £Xsplicing) “— TChannels

’

5) If (sidc,UPDATED-SPLICING) €=  FChannerss then send

’

(sid, pid, splicing-0k) el

By round 7 + typdare + 1, Up:

6) If (sidc, UPDATED-SPLICING) ¢« Tcjannels Was received, then
send (sid, pid, splicing-0k) < &. Otherwise, close the channel
Yo by sending (sidc, CLOSE, yy.id) == Fchannels and abort.

2pSetupDeposit Protocol: H;pSetupDep

Parameters owned by both U; and Uj,;:
e pidSet: the set of all payment ids. Initially empty.

. <
(sid, pid, setup,Dep;, T, tr! ) &5 &, Uisr:

splicing
0) If pid € pidSet, then abort. Otherwise, add pid to pidSet, save
Depi’ T, trslplicing'

sid,pid, init, y;.id,Dep;, tri . T) <> &, Uy
¥ i

splicing
1) Generate the lock-deposit transactions. If pid € pidSet, then
abort. Otherwise, add pid to pidSet and:

(tx{ock—Dep’ txri'evoke—Dep) = genDepTX(Yi'id’ Dep;, trsiplicing’ T)
2) Approve the deposit revoke.
° O-:’elvoke—Dep = aPpI'OVE:TX(l’xlievokefDep’ 0)
° txrl:evokefDep'ScriptSigs[O] = (O-rl‘-’elvoke—Dep)
3) Request for lock deposit.
(sid, pid, request-lock-Dep, y;.id, tx{ock_[)ep, txievoke_[)ep) 4 Uis1

1
(sid, pid, request-lock-Dep, - - -) ALY U;, Ujsr:
4) Check the proposed state. Check if status = enabled and

Dep;, T, trl

_ . i
T = checkDep(y;.id, £X] ock-peps 1% Splicing)

i
revoke-Dep?

Otherwise, abort.
5) Approve deposit and its revoke logic.

Lr — i
® o—revoke—Dep T approve’rx(txr'evoke—Dep’ 1)

. o-{,orck—Dep = approveTx(tx{ock_Dep, 0)
ir . i . .
e Add (Urevoke—Dep) in tx;evoke_Dep.Scnpt&gs[O]
6) Send approval to U;:

T+1

: ) —U;

(sid, pid, approved-lock-Dep, X eyoke-Dep: U{’Orckaep

(sid, pid, approved-lock-Dep, txﬁevoke_Dep, O rek-Dep
7) Check the signatures. Check if tx!

i revoke-Dep
Uis1’s signatures and o7, o o is valid.
8) Approve the new state.
il - i
® Olock-dep = approveTx(txlock_Dep, 0)
i — i i
® X okpep = genUpdateTx(txlockaep, o
9) Update the channel state.

T+2
) Ui, U

contains U;’s and

N O_i,r )
ock-Dep’ ~ lock-Dep

. ) ; T+2
(SIdC’ UPDATE, Yin» tx{ock—Dep) > FChannels

10) Initialize splicing handler. If (sidc, UPDATED, y;.id) 5
FChannels, then:

’
- i o - i i r i
(51dSH’ init, yl’ld’ T, trsplicing’ txrevoke—Dep) i ﬂplicing—handler

Send (sid, pid, lock-Dep-Ok) = &.
. . i
(Sldc, UPDATED, Yi-ld) — ?-Channclsw Uit

11) Send (sid, pid, Lock-Dep-0k) ~— &.

2pSetupPrm Protocol: H;psetupprm




Parameters owned by both U; and U;4
e pidSet: the set of all the payment ids.

<7
) «— &, Us:
0) Ifpid € pidSet, then abort Otherwise, add pid to pidSet. Then

save T,Prm;, tr? trt
redeem’ * " splicing

(sid, pid, setup, tr!

Prm;, T, tri
splicing’

redeem

(sid, pid, init,y;.id, Prm;, trl

redeem’

) < &, Up:
1) Construct Premium-Lock txs. If pid € pidSet, then abort. Oth-
erwise, add pid to pidSet and generate the lock-premium txs:

T,tr!
sphcmg

. - -

i i i
(txlock—Prm’ txrevoke—Prm’ txrevoke—Dep)
= genPrmTx(y.id, Prm;, T, tr'

redeem’ tr

splicing )
2) approve the revoke transactions.
obr := approveTx(tx, 0)
revoke-Prm -— aPP: revoke—Prm,
1/ r 0)

Grevoke Dep = approveTx(tx

revoke Dep’

txt _p.ScriptSigs[0] = (0'

revoke-Prm® revoke Prm)

txt _..-ScriptSigs[0] := (a7 "

revoke-Dep

revoke-Dep )

txi’

(sid,pid, request-Prm, y;.id, tx] o _prm txt revoke_Dep)

revoke-Prm’
T
— U;
. . 7+1
(sid,pid, request-Prm,...) «— Uj;1, U;:
3) Check the proposed state. Check if pid € pidSet and

— L . i i
T =checkPrm(y;.id, T, Prm;, X7, _prms tXrevoke-Prm’

i’ i
txrevoke—Dep’ IXredeem: trsplicing trredeem’ T)

4) Approve the revoke transactions.
il

. T revoke-prm = approveTx(tx!
i/,

® O-revoke Dep

o Add (6%

revoke Prm

e Add (¢

revoke Dep

5) Approve the new state.

0)
0)

revoke Prm’

= approveTx(txrevOke Dep’

) in tx? .ScriptSigs[0]
]

revoke-Prm*

/
) in txrevoke Dep”

ScriptSigs[0

il .
O-{ock—Prm = approve’rx(ZLJ({ocI<—Prr1|’ 0)
6) Update the splicing handler.

) < 7

splicing-handler

(51d5H, pid, UPDATE, txt

revoke-Dep
7) Request to finalize the premium lock.

T+1

o
tx; ) — U1+1

i
tx, revoke-Dep

il
(sid,pid, approved-Prm, o;; revoke-Prm®

ock-Prm’

(sid,pid, approved-Prm, - - -) I Ui, Uisr:

8) Check the signatures. Check if Uy signs the revoke transactions,
and provide valid signature over the premium lock transaction.
9) Update the channel state.

Lr — i
® Olock-Prm = apprOveTX(txlock—Prm’0)

genUpdateTx ( tx{ ock—Prm’

i — il ir
° txlock—Prm - Olock-Prm’ o'lock—Prm)
T+2

e (side,UPDATE, y;.id, txi , o ) “— FChannels
10) Initialize redeem handler.

J
If (sidc, UPDATED, y.id, txt_, o ..Outs) €= F¢hannels, then:

° o= approveTx(txrevOke prm 1) txrevoke prm-SCTIptSigs[1] =
(o)
o/ +2 ;
e (init,y;.id, trredeem txrevoke Prm) Tlredeem—handler

e (sid,pid, lock-Prm-0k) BNy
(sid¢, UPDATED, y;.id, txiock—Prm'Outs) i 7}*},“””815, U;:

22

(sid, pid, setup, Prcpl, ¢t

Jingyu Liu, Yingjie Xue, Di Wu, Jian Liu, and Xuechao Wang

11) Return the final state.

’
(sid, pid, Lock-Prm-0k) <= &
By round 7 + typdare + 2, if channel still not updated, terminate this
instance.

2pSetupPrcpl Protocol: HZpSetupPGCl

Parameters owned by both U; and Uj4;:

e pidSet: the set of all payment ids. Initially empty.

. <r
1 — jag
«— H
splicing’ ir redeem) &, Uit

(sid,pid, init, y;.id, Prcpl, ¢k

0) If pid € pidSet, then abort. Otherwise, add pid to pidSet, save
trt trt Prcpl.

splicing’ ~ ' redeem’

; T
i < s
splicing® i, redeem) = & Ui

(sid, pid, request-lock-Prcpl,- - -

1) Generate the lock-principal transactions. If pid € pidSet, then
abort. Otherwise, add pid to pidSet and:

i i’ i
(txlock—Prcpl’ txrevoke—Prm’ txrevoke—Prcpl)

= genPreplTx(y;.id, Prepl, ¢rl

splicing” tr}

redeem )

2) Approve the revoke transactions.

il
° o-revoke—Prcpl
i
° ZLxrevoke—Prcpl SCI‘IptSlgS[
i’
revoke-Prm ‘—

o
i
° txrevoke—Prm

= approveTx(tx! 0)

revoke Prcpl?

1:= (Urevoke—Prcpl)

° o = approveTx( tx?

revoke Prm’ 0)

ScriptSigs[0] := (U

revoke- Prm)

3) Request for locking principal.

(sid, pid, request-lock-Prepl,y;.id, tx1°Ck Prepls l‘xrevoke —Prm

i
ZLxrevoke—Prcpl) r_> Uini

T+1
) — Ui, Ui

(sid, pid, approved-lock-Prcpl, - -

4) Check proposed state. Check if status = enabled and

= checkPrepl(y;.id, Prepl, txlock Propls txt

revoke-Prcpl?

!
i
txrevoke—Prm’ tr

splicing® tr},

redeem )

If any check fails, abort.

5) Approve revoke transactions.

ir
revoke—Prcpl appr()V({I‘X(threvoke Prcpl® O)
i'r

° o—revoke -Prm T approveTX(txrevoke Prm’O)

e Add (Urevoke Prcpl) in txrevoke Prcpl® ScriptSigS[O]

e Add (0' ) in txt’ .ScriptSigs[0]

revoke-Prm revoke-Prm*

6) Update the redeem handler

o+
(SIdRH’ UPDATE, txrevoke Prm) — ?:

edeem-handler

7) Approve the new state.

ir — i
® Olock-prepl = approveTX(txlock—Prcpl’ 0)

(sid, pid, approved-lock-Prcpl, txt txt

revoke-Prcpl? revoke Prm>

T+1 U
lock Prcpl)

T+2
) — Ui, Ui

8) Check the signature. Check

R ir . .
if Oppck-Prepl 1S valid, and
txt prepy 20d txt contain all required signatures.

revoke-Prcp revoke-Prm

9) Approve the new state.

il — i
° Olock-Prepl = approve’TX(txlock—Prcpl’ 0)

i — i il ir
° txlock—Pr‘cpl o genUpdateTX(txlock—Prcpl’ Glock—Prcpl’ 0'loc:k—Prcpl)
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10) Update the channel state.

A ) - 7+2 .
(sidc, UPDATE, y;.id, txiock—Prcpl) > FChannels

11) Update the splicing trigger. If (sidc, UPDATED, y;.id) s
FChannels, then:

° o —approveTx(txrevoke Prcpl’l)

* txrevoke—Prcpl'ScnptSIgS[l] = (0-)

e (sidi,,UPDATE, tx!

ﬁplicingfhandler
/

e Send (sid, pid, lock-Prcpl-0k) BN
(sidc, UPDATED, y;.id) < Fchannelss Uis1:

SH’ revoke-Prcpl )

12) Send (sid,pid, lock-Prcpl-0k) < e

2pRefundDeposit Protocol: H2prdDep

Parameters owned by both U; and Uj,;:
e pidSet: the set of all payment ids. Initially empty.

(sid, pid, setup, ¢! Dep;) 5 &, Uy

splicing’
0) If pid € pidSet, then abort. Otherwise, add pid to pidSet, save

trsphcmg Dep;.

tr i
Tredeem’

tri
Ttedeem’

(sid,pid, init,y;.id, trf Dep;) S &, Uis:

splicing”

1) Construct deposit refund txs. If pid € pidSet, then abort. Other-
wise, add pid to pidSet and:

tr i
Tredeem’

(txt tx, txt

rfd-Dep’ revoke—Prcpl’ revoke Prm) =

genDepRfdTx(y;.id, Dep;, trt trl

splicing® * " redeem )

2) Approve the revoke transactions.
0_1' r
revoke Prcpl
l

"r -
. o-revoke—Prm := approveTx(tx!"

l
* Ix revoke Prcpl”

ScriptSigs[0] = (o "

revoke Prm )

- aI"pmve’rx(txrevoke Prcpl’ 0)

revoke Prm’ 0)
ScriptSigs[0] := (O-revoke Prcpl)
7

° txrevokefPrm

3) Request for deposit refund.

i’

(sid, pid, request-Rfd-Dep, y;.id, txt tx

rfd-Dep? revoke—Prcpl’

-

r
zLxrevoke—Prm

) < Uj

1
(sid, pid, request-Rfd-Dep,...) P Ui, U;:
4) Check the tx validity. Check if pid € pidSet and

= checkRfdDep (y;.id, Dep;, ¢’

rfd-Dep?
o

tx! txl

revoke-Prcpl? tr

splicing® i,

revoke Prm redeem)

5) Approve revoke transactions.

i’l
® O-revoke—Prcpl
17

o,
® Orevoke- Prm -

e Add (a

revoke Prcpl

e Add (a ) in £x?

revoke Prm revoke-Prm*

6) Update the splicing handler.

- a'pproveTX(llxrevoke Prcpl? 0)

revoke-Prm’ 0)
/ . .
) in l‘xrevoke —Prepl- .ScriptSigs[0]

.ScriptSigs[0]

= approveTx( txt

T+1

(s 1dSH’ pid, UPDATE, txrevoke Prcpl ) — ?Zplicing—handlcr

7) Approve the new state.
il

O ed-pep = = approveTx(¢x!

rfd-Dep’ O)
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8) Send approval to Uj,;:

v

13
(sid,pid, approved-rfd-Dep, o rfd Dep? txrevoke_F,rcpl,txrevOke prm)
7+1
> Uin

2
(sid, pid, approved-rfd-Dep,...) <—Tl> Ui, Uiyq:

9) Check the signatures. Check if bt rfd-Dep is valid, and txrevoke Prepl
and txrev oke—prm CONtain valid signatures.
10) Approve the new state.
. o‘ﬁ’;d Dep = approveTx(z‘xer -Dep’ ,0)
* txrfd Dep - genUpdateTx(tx rfd-Dep’ o-rl:’Fld—Dep’ o-lliyfrd—Dep)

11) Update the channel state.

T+2
(sidc, UPDATE, y;.id, tx’. pep) > FChannels
12) Update the handler. If
a
(sidc, UPDATED, y;.id, £x? .Outs) & Fchannels, then:

redeem

rfd Dep”

o o= approveTx(l‘xrevoke prme 1)

~//
® 1X/ okeprn-ScriptSigs[1] := (o)
I .
° (S:LdRH’pld UPDATE, txrevoke Prm) - ‘f:edeem*handler

e (sid,pid, rfd-Dep-0k) BNy

’
(sidc, UPDATED, y;.id, tx! Outs) < Fepannels Us:

rfd-Dep”

13) Return the final state. (sid, pid, rfd-Dep-0k) BNy

2pSettle Protocol: HZpSet‘tle

Parameters owned by both U; and Uj,4:
e pidSet: the set of all payment ids. Initially empty.

<
(sid, pid, setup, Ib’,rb’) S5 &, Ujyr:

0) Ifpid € pidSet, then abort. Otherwise, add pid to pidSet, save [b’
and rb’.

(sid,pid, init, y;.id, Ib',rb’) &> &, Uy
1) Generate paid state over y;. If pid € pidSet, then abort. Other-
wise, add pid to pidSet and:

txsettle := genSettleTx(y;.id, Ib’, rb")
2) Request for settle.

T
(sid, pid, request-settle,y;.id, txsettle) — Ui

T+
<_> U; .
settle) is U1+1

3) Check the balance. Check if pid € pidSet and verify that l‘xSettle
reflects the agreed balance of [b” and rb’. If any check fails, abort.
4) Approve the settlement.

(sid, pid, request-settle,y;.id, tx

ir
Osettle = aIZ)I)IOV‘?”I‘X(txsettle’ 0)

5) Send approval to U;:

1
(sid, pid, approved-settle, o-setﬂe) =i> U;

(sid, pid, approved-settle, o

settle) ‘ Ul+ls Uz

6) Check the signature validity. Verify that ok is valid. Other-

settle
wise, abort.
7) Generate the settle state of y;.
il
° Usettle = approveTX(txsettle’ 0) iy .
e 1, Lr
* Ix settle T gel‘lUpdateTX(txsettle’ Osettle’ o-settle)

8) Update the channel state.

. . : 7+2
(Sldc, UPDATE, )/i.ld, tx;ettle) — 7v(‘/u,znnels



9) If (sid, UPDATED, y;.id, txéettle.Outs) P Fchannels, then send

’
(sid, pid, settle-0k) < &.

(sid, UPDATED, y;.id, £, 1, -0uts) €= Fepannels, Uss:

10) Return the final state. (sid, pid, settle-0k) Sos
By round 7 + #y,pdare + 2, if channel still not updated, abort.

Splicing Launcher Protocol: IT! i€ {01}

splicing-launcher?

Parameters owned by U;:

e pidSet: the set of all payment ids. Initially empty.

(sid,pid, init,y;.id, T) < &, Us:

1) If pid € pidSet, then abort. Otherwise, add pid to pidSet.
2) Check if U; = y;.lu or U; = y;.ru. If not, abort.
3) SaveT.

4) Atround T — t.jpse, close channel y;:

~tclose

T
(SSid, CLOSE, ylld) — 7:Channcls

’

5) If (ssid, CLOSED, y;.id) & Fehannels, then  send
(sid, pid, splicing-launched) e

Cs 2T
(sid,pid, CLOSE) «—— &, U;:
6) Terminate the protocol.

Redeem Launcher Protocol: IT )
redeem-launcher

Parameters owned by U;:

e pidSet: the set of all payment ids. Initially empty.

(sid,pid, init, yi.id, T, tr, tx) < &, Uy

1) If pid € pidSet, then abort. Otherwise, add pid to pidSet.
2) Save T, tr, tx.

3) Ateveryround 7’ € [7,T + tcjpse + Al, if tr is confirmed over Gy,
then:

NoAN Naws

(ssid, POST, tx) — G
If tx is confirmed on Gy, send (sid, pid, redeem-complete) — &,

and terminate.
Terminate at round T + t¢705e + A.

SRS
NG

Slash Launcher Protocol: IT’

slash-launcher

Parameters owned by Uj;:
e pidSet: the set of all payment ids. Initially empty.

(sid,pid, init, y;.id, T, tr, tx) <> &, Us:
1) If pid € pidSet, then abort. Otherwise, add pid to pidSet.
2) Save T, tr, tx.
3) Atround T + t.j0se + A, if tr is an unspent transaction output in Gy,
then:
e o := approveTx(tx, 0)
o tx.ScriptSigs[0] = (o)
T+tojoset
e (ssid,POST, tx) — G|
o If tx fails to be confirmed within A, generate other £x” to spend
the UTXO and submit:

+toloset2A

T
(ssid,POST, tx’) —— G1.

e When either tx or tx’ is confirmed, send
(sid, pid, slash-complete) < &.

4) TF tr is not confirmed within T + ¢.jyse + A, then terminate.

Splicing Handler Protocol: Hiplicing—han dler
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Parameters owned by U;:

e pidSet: the set of all payment ids. Initially empty.
o owner: the owner of the splicing handler.

e T: the expire time to end this handler.

o tr:the trigger UTXO we need to observe.

e txs: transactions to be broadcasted.

(sid, pid, init, y;.id, T, tr, tx) <> &, Uy

1) If pid € pidSet, then abort. Otherwise, add pid to pidSet.
2) Check if U; = y;.lu. If not, abort.
3) Setowner:=U;, T =T, tr := tr, txs == {tx}.

(sid, pid, UPDATE, £x”) &> owner:
4) Add tx’ to txs.
At each round 7/ € [7, T, if tr is confirmed over G, then:

5) Close channel y; by sending:

(sside, CLOSE, y;.id) = Fohannels
6) After t.o5e rounds, broadcast the valid transaction from ¢xs to Gr:

’
*iclose

T
(ssidr, POST, txyaliq) “—— GL.

. . .. ' +elose . .
7) Send (sid, pid, splicing-handled) ————— &, and terminate.

8) Terminate at round T.

. 11é
Redeem Handler Protocol: IT_ ;. o .0 o

Parameters owned by Uj,;:

pidSet: the set of all payment ids. Initially empty.

L]

o owner: the owner of the redeem handler.
o T: the expire time to end this handler.
L]
L]

tr: the trigger UTXO we need to observe.
txs: transactions to be broadcasted.

(sid,pid, init, y;.id, T, tr, tx) &S &, Ujsr:

1) Ifpid € pidSet, then abort. Otherwise, add pid to pidSet.
2) Check if U4y = y;.ru. If not, abort.

3) Set owner := Ujy1, T =T, tr = tr, txs = {tx}.

4) Atround T — t;jpse, close channel y; by sending:

T-t,
(ssidc, CLOSE, )/i~id) < ClOSC’; FChannels
(sid, pid, UPDATE, £x”) & owner:

5) Check if the sender is the owner. If not, abort.
6) Add tx’ to txs.
Ateachround 7’ € [z, T], if ¢r is confirmed over G, then:

7) Close channel y; by sending:

’
(SSidC, CLOSE, Yzld) i’ FChannels

8) After t¢jose rounds, find and broadcast the valid transaction from
txs to Gr:

’
T +lclose

(ssidp, POST, txyalid) > GL
. . ' +telose . .
9) Send (sid,pid, redeem-handled) < &, and terminate.
10) Terminate the protocol at T.

G Auxiliary Algorithms
G.1 Helper functions.

This section includes several useful functions that help to construct,
approve transactions, and update the state of the payment channel.

genOnion(M, {Xgplicing tXredeem)




(1) Parse M to obtain the number of relays (n), base payment
amount x, payment lifetime T, and the relay fee f; for each
i€[1,n].

(2) Calculate the padding fee, fy := max{F — Z;?zl fj» 0}.

(3) Initialize message, m := [].

(4) forice [1,n]:

e Dep; := Cpayee (n = i)crelay-
e Prm; := Z;:ij
e Prcpl :=x+ Z;.‘:ij.

= =

i = .. ;o
trsplicing T (txsphcmg,l 1)

° tr;edeem = (tXredeem £)

(5) m[1] := (Depy, Precpl, trslplicmg, T)
— n
(6) m[n+1] := (Prmy, Prcpl, Er e deem’ T)
(7) Vi € [2,n]: m[i] =
. i i i-1 i-1
(Dep;, Prm;—1, Prepl, trsplicing’ trredeem’ trsplicing’ trredeem’

(8) Return m.
checkPayeeStake (U, T):
(1) If Ftx € GL.TXs, where tx contains an unspent output
with index i, such that:
e tx.Outs[i].amt > cpyy + F, and
o tx.Outs[i].¢ requires the spending transaction
tXspent satisfy:
— If tx.Outs[i] is spent before Texpire, then
¢ = Sig(1))
— After Texpire, U can spend the output with a
valid signature.
® Texpire > T
(2) If all checks pass, return (tx, i).
(3) Otherwise, return L.
genSplicingTxs(y.id, Outstake, M):

txspent-Outs[0] = {amt : cpyrn,

(1) Lookup the corresponding channel y based on y.id.
(2) Parse M to obtain the parameters within it: M =
(U, T, x, Fees, S).
(3) Cons‘Eruct the splicing transaction Xgplicing:
e Oy := {amt : x + ne, ¢ : ((s < rel(fpse + A)) A
Sig(Un+1)) V (SigA(UO) > rel(tegse + )}
e Fori € [Ln], 0; := {amt : ¢ : Sig(U;) <
rel(2tcjose + A)}-
o Oy :={amt:Ib—x— (2n)e, ¢ : Sig(Up)}.
o 01 :={amt:rb, ¢ : Sig(Uy)}.
® tXglicing = genState(yo, {0o, - - -, On, 00, 01}).
(4) Generate the redeem transaction tXyedeem:
o Oy :={amt: x, ¢ : Sig(Ups+1)}-
e Foreachi € [1,n], 0i+1 := {amt : €,¢ : Sig(U;) <
rel(feose +A)}-
® IXredeem = {Ins[0] : {tx : txgplicing, idx : 0}, Outs :
(90, ey 9n+1)}~
(5) Generate the slash transaction txgjagp:
o O :={amt: x + ne, ¢ : Sig(Up) }.
e 0; = {amt : cpym, ¢ : Sig(0)}.
® txglash = {Ins[0] : {tx : txgplicing, idx : 0}, Ins[1] :
Outstakes Outs : (Oglashs Oreturn) }-
(6) Return (txsplicing’ tXredeems tXslash)-
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checkSlashTx(txsplicing, Xredeems Xslashs B X):

(1) For txgplicing, check if txgpjicing-Outs[0].amt > x and that
txsplicing-Outs[0].¢ enables Up+1 to redeem the payment
within rel(A).

(2) For txpedeem and txgpash, check if they are constructed
using the function genSplicingTxs.

(3) If all the above conditions are satisfied, return T. Other-
wise, return L.

approveTx(tx,idx) called by U :

(1) Parse the "idx"-th input of transaction tx to obtain the
spending UTXO, Outgpending = tx-Ins[idx].

(2) If the spending UTXO is locked with Sig(U), then return
o = Sign(U.sk, tx).

(3) Otherwise, return L.

checkSlashSig(oglash, tXslash):

(1) Check if ogaqp is a valid signature to spend txgl,h.Ins[0].
(2) If yes, return T, otherwise, return L.
genUpdateTx(y;q, tXstates ol o ):

(1) Construct a channel udpate transaction Xupdate
copying the state of txgtate, if ol and o” are valid sig-
natures to spend the left and right channel states,
respectively.

(2) Return txypdate-

genDepTx(y.id, Dep, tTspjicing T):

(1) Lookup the corresponding channel y based on y.id.
(2) Define the deposit lock output:

Sig(y.lu) A Sig(y.ru)v

Oy = t : Dep, :
0 {am e ¢ {Sig(y.ru) >T

(3) Define the remained outputs:
e 01 :={amt: Ib—Dep, ¢ : Sig(y.lu)}
o Oy :={amt:rb,¢ : Sig(y.ru)}

(4) Construct the lock-deposit transaction:

txlock-Dep~OutS = {00, 01,02}
(5) Define the deposit revoke output:

tXrevoke-Dep-Outs[0] := {amt :Dep+e, ¢ :Sig(y.lu) }
(6) In the revoke transaction, set the first input to refer to
the lock transaction:
txrevoke-Devans[O] = {tx tX1ock-Deps idx : 0}
(7) Link the splicing transaction to the revoke deposit trans-
action:
tXrevoke-Dep-Ins[1] := rsplicing

(8) Return (txlock—Dep, txrevoke—Dep)'
genPrmTx(y.id, Prm, T, t7reqeems tsplicing):

(1) Lookup the corresponding channel y based on y.id.
(2) Fetch the previously locked deposit:

0o := y.state[0]




(3) Define the new premium lock output:

6, = {amt Prm, ¢ {S%g(y.lu) A Sig(y.ru)v }
Sig(y.lu) = T + teppse + A)
(4) Construct the remained outputs:
0y = y.state[2]; 65 :={amt:rb—Prm, ¢ : Sig(y.ru)}
(5) Construct the lock-premium transaction:
tX10ck-prm-Outs := {6y ..., 03}

(6) Construct new deposit revoke (left revoke) tx” inputs:

tx

.Outs[0] := {amt : y.state[0]+e, ¢ : Sig(y.lu) }

’
revoke-Dep
(7) Set the first input to refer to latest state:

tx Ins[0] == {tx : tx10ck-Prm> 1dx : 0}

/7
revoke-Dep
(8) Link the splicing trigger to the revoke deposit transaction:
txr/"evoke—Dep'Ins[I] = Msplicing
(9) Define the premium revoke output:
Orevoke-Prm == {amt :Prm+e, ¢ Sig(y.ru)}
(10) Construct the revoke-premium transaction:
tXrevoke-Prm-Ins[0] := {tx : tx10ck-prm, idx : 1}

txrevoke-Prm-InS[1] = t7redeem

(11) Return (tx10ck-Prm, Xrevoke-Prm; tx;evoke—Dep)'
genPreplTx(y.id, Prepl, T, troplicing: trredeem):

(1) Fetch the previously locked deposit:
0o = y.state[0] 67 := y.state[1]

(2) Lock the principal thetag.amt := 6p.amt + Prcpl.
(3) Construct the remained outputs:

0y := {amt : y.state[3].amt — Prcpl, ¢ : Sig(y.lu)}
03 := y.state[3];
(4) Construct the lock-principal transaction:
tX10ck-Prepl-Outs := {0y...,03}
(5) Construct new principal revoke (left revoke) tx’ inputs:
tXrevoke-Prepl-Outs[0] := {amt : y.state[0]+e, ¢ : Sig(y.lu) }
(6) Set the first input to refer to latest state:
txrevoke—PrchInS[O] = {tx: tX1ock-Prepls 1dX : 0}
(7) Link the splicing trigger to the revoke principal transac-
tion:
tXrevoke-Prepl-Ins[1] = ITsplicing
(8) Define the premium revoke output:
Orevoke-Prm = {amt :y.state[1] +€, ¢ Sig(y.ru)}
(9) Construct the revoke-premium transaction:
tXrevoke-Prm-Ins[0] := {tx : tXlock-Prepls 1dX : 1}
tXrevoke-Prm-I0S[1] = trredeem

(10) Return (tx].OCk'PGCls tXrevoke-Prms txrevoke—Prcp1)~

26

Jingyu Liu, Yingjie Xue, Di Wu, Jian Liu, and Xuechao Wang

genDepRfdTx(y.id, Dep, trsplicing, tTredeem):

(1) Preserve the previously locked deposit:
0o := y.state[0] 6 := y.state[1]

(2) refund the deposit thetag.amt := fy.amt — Dep.
(3) Construct the remained outputs:

02 := {amt : y.state[3].amt + Dep, ¢ : Sig(y.lu)}
03 := y.state[3];
(4) Construct the refund-deposit transaction:
txrefund_Dep.Outs ={6...,03}

(5) Construct new revoke tx:
tXrevoke-Prepl-Outs[0] := {amt : y.state[0]+e, ¢ : Sig(y.lu) }
(6) Set the first input to refer to latest state:
tXrevoke-Prepl-Ins[0] := {tx : tXrefund-pep, idx : 0}
(7) Link the splicing trigger:
tXrevoke-prepl-Ins[1] := ITsplicing
(8) Define the premium revoke output:
Orevoke-Prm = {amt y.state[1] +e, ¢ Sig(y.ru)}
(9) Construct the revoke-premium transaction:
txrevoke-Prm-Ins[0] := {tx : {Xrefund-Dep idx : 1}

tXrevoke-Prm-INS[1] = tTredeem

(10) Return (txrefund—Deps tXrevoke-Prm» txrevoke—Prcp1)~
genSettleTx(y.i, Ib’, rb’):
(1) Lookup the corresponding channel y based on y.id.
(2) Define the settlement output, which finalizes the pay-
ment.

0o = {amt Y, ¢ Sig(y.lu)}
(3) Define the paid output for the counterparty:
01 = {amt rb, ¢ Sig(y.ru)}
(4) Generate the settle transaction:
tXsettle-Outs := genState (y, {6y, 91})
(5) Return txsettle-

. ; N 1 I )
checkSplicing(yo.id, txsplicing, trsplicing’ O.splicing)'

(1) Check if U;’s balance is not reduced in the new state
represented by fxgplicing, compared with yq.state.

i . i 1
(2) Check if txgplicing contains trsplicing‘

(3) Check if the signature ol is valid to spend the first

splicing
input of txgplicing-
(4) If all conditions are satisfied, return T, else return L.

checkDep(y;.id, tx! tx ,Dep;, T, tr! ):

i
lock-Dep’ “""revoke-Dep splicing

(1) Ensure construct txs correctly:

i i
txlock-Dep’ txrevoke-Dep

= genDepTx(y.id, Dep;, tr! T)

splicing’
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(2) U; provides valid signatures to active the revoke tx.
(3) If all conditions are satisfied, return T, else return L.

s . i i i’
checkPrm(yl.ld, T, Prm, txlock—Prm’ txrevoke—Prm’ z’xrevoke—Dep’

i i .
tXredeem trsplicing’ trredeem’ T):

(1) Check if the latest state and corresponding revoke txs are
correctly constructed.

i i i
(txlock—Prm’ txrevoke—Prm’ txrevoke—Dep)

= genPrmTx(y.id, Prm;, T, i tr

redeem’ splicing)
(2) Uiy provide valid signatures to active the two revoke txs.
(3) If all true return T, else return L.
checkPrepl(y;.id, Prepl, T, tx16ck-Prepls EXrevoke-Prepl

tx,l-evoke_prm’ trsplicing trredeem) :

(1) Check if tx1ock-prepl and tXreyoke-Prepl are correctly
constructed.

(txlock—Prcpl, {Xrevoke-Prcpls thZ"evoke-Prm)
= genPreplTx(y.id, Prepl, T, trplicing, trredeem)

(2) Checkif U; provides the correct signature over the revoke
transactions.
(3) If all conditions are satisfied, return T, else return L.

checkRfdDep(y;.id, Dep;, tx! txt

i
rfd-Dep’ ““revoke-Prcpl’

m

tx'l-evoke—Prm’ trsplicing tredeem)
(1) Check if the new state is correctly constructed.

1
txt

i
(tx ix revoke-Prm)

rfd-Dep’
= genDepR{dTx(y.id, Dep;, [Tsplicing trredeem)

i
revoke-Prcpl’

(2) Check if Uj4q provides the correct signature over the
revoke transactions.
(3) If all conditions are satisfied, return T, else return L.

H UC proof

We utilize the global UC framework (GUC) [14] in our formal se-
curity analysis. Compare with standard UC, GUC enables a global
setup, allowing protocol to interact with pre-configured global
functionalities.

H.1 Ideal functionalities
H.1.1  Channel states and revoke transactions. Consider a multi-
hop payment Mcg following the definition within Section 2 with
n relays, here we list all the possible state of each channel from yg
to yn. We first define the funds involved in Zeus.

e Payee’s on-chain stake. Stake > cpyy = 2.3 USD.

e Payer’s off-chain deposit in channel y;c 1 ). Dep; = cpayeet

(n—i)- Crelay-
e Premium in channel y;c(5]- Prmi = fo + Z;;:l fre-
e Principal in channel y;c[q,). Prepl =x + X1, fi-
For channel yy we define the following states:

o SO _:we use StpLg (b, rb) to denotes the initial state of yo where

IDLE’
Ib and rb are the initial balances of Uy and U; respectively.
amt: [b amt: rb
b = . 61 = .
¢:  Sig(lo) ¢:  Sig(Uy)
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° S(S)PLICED: we use SspL1cep (X, n) to denotes the state of yy after
the splicing transaction, where Uy splices out about x +ne tokens
and creates n trigger outputs. The state is represented by n + 3
outputs (6o, ..., thetans2):

amt :

0y = . {reveal s A Sig(Up+1)

X + ne

Sig(Up) = rel(tjose + D)

amt: €
forie [1,n],0; = . Sig(U;)
‘ Sig(UO) 2 I‘el(Ztclose + A)
amt: Ib—x—(2n)e amt: rb
On+1 = . On+2 = .
¢:  Sig(Uop) ¢:  Sig(Uy)

where 6 is the main output containing the payment amount
plus triggers, 0;c[1,,] are the individual trigger outputs, and 0p+1,
On+2 represent the remaining balances of Uy and U; respectively.
. SgAID: we use Spa1p (Ib — x — Fees, rb + x + Fees) to denotes the
state of yp after the payment is successfully completed through
the PCN, where Fees = .7, f; is the total fees paid to all relays.

The state is represented by 2 outputs (6o, 01):
Ib — x — Fees rb + x + Fees

amt : amt :
0y = X 01 = .
{¢ : Slg(Uo) {¢ : Slg(Ul)

For channel y;,i € [1, n], we define the following states:

. S%DLE: we use SQDLE(lb, rb) to denotes the initial state of y; where
Ib and rb are the initial balances of U; and Uj,1 respectively.

amt: [b amt: rb
90 = 91 = .
¢ Sig(Uir1)

¢:  Sig(Ui)
. SiOCKED—Dep (Dep;, T) to denotes the state of

- we use S| ocep-pep
yi after the deposit is locked by U;.

amt: Dep;

9() = ¢ ) Sig(Ui) A Sig(Ui+1)
Sig(Ui+1) >T

0 amt: [b—Dep; 0 amt: rb
1= . = .
¢:  Sig(U) ¢:  Sig(Uir1)
. SiOCKED-Prm: we use SIiOCKED-Prm(Depi’ Prm, T) to denotes the state

of y; after the premium is locked by Uj;41 over the previous

1
S 0cKkeD-Dep State:

amt: Dep;
0o = 5. {Sig(Ui)/\Sig(UiH)

Sig(Ui41) 2 T

amt: Prm;

01 = 5 Sig(Ui) A Sig(Ui+1)
' Sig(U) = T + telose + A

6, = amt : ll? — Dep; 6 = amt :

¢:  Sig(Ui) ¢

rb —Prm;
Sig(Ui+1)



i . i . . -
. SLOCKED_PFCDI. we use SLOCKED_PGCl(Dep, +Prcpl,Prm;, T) to de
notes the state of y; after additional principal is locked by U;

over the previous SiOCKED_Prm state.
amt: Dep; +Prcpl
6y = d) : {Sig(Ui) A Sig(UHl)
Sig(Ups1) = T

amt: Prm;
01 = 5 Sig(Ui) A Sig(Ui+1)
' Sig(U;) = T + telose + A

0 amt: [b—Dep; —Prcpl 0 amt: rb—Prm;
2= . 3 = .

¢ Sig(Ui) ¢:  Sig(Ur)
o Sl : we use St (Prcpl, Prm;, T) to denotes

REFUNDED-Dep REFUNDED-Dep
the state of y; after U;’s locked amount reduced by Dep.

amt: Prcpl

0o = . Sig(U;) A Sig(Ui41)
. Sig(Uiz1) =2 T

amt: Prm;

61 = d) ) Sig(Ui) A Sig(Ui.H)
' Sig(U;) = T + tejose + A

0 amt: [b—Prcpl 0 amt: rb—Prm; + Dep;
2= . 3= .
¢> : Slg(Ui) ¢ : Slg(Ui_H)
. S}’;AID: we use Sf,AID(Prcpl, Prm, T) to denotes the state of y; after

U; gives the principal to Uj;; while Ujy; gives the premium to

U;.
0 amt : 0 amt: rb+Prcpl —Prm;
b = 1= )
¢ ¢ Sig(Ui+1)

We define two mappings, which map a channel’s state to a valid
transaction:
Left Revoke Transaction.

Ib — Prcpl + Prm;
Sig(Ui)

RvkTxy : (S, tréphcmg) = EXpryk-L

Given the state of y; (S?) as input, function RvkTxz (S) returns
a valid transaction txpyk_| which can revoke all the token (payer’s
deposit or principal) locked by U; once yy is spliced out in state

S(S)PLICED’ while the UTXO tr;plicing will finialized Within FChannels-
This transaction takes the 0-th output of S; and tr] . .
splicing
along with the valid spending signatures(Sig(U;)), and a single
sum of inputs’ amount — F

amt :
¢:  SigUs)
Right Revoke Transaction.

as inputs,

output

RvkTxpg : (S, trr’edeem) — IXpryk-R

We denote RvkTxg(S?) as the transaction to revoke the token
locked by Uiy if the redeem trigger tr! is finalized on G1.. The

redeem

revoke transaction txryk_gr takes the 1-th output of S; and trrie deem
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as inputs, along with the valid spending signatures(Sig(Ui+1)), and
a single output

sum of inputs’ amount — F
Sig(Ui+1)

{amt :
¢:

Ideal functionality of main protocol.

ngeus

Parameters:
e pidSet: a set of all payment identifiers. Initially empty.
e For each pid € pidSet, store:
a) x: payment amount configured by payee.
b) M: The multi-hop payment metadata configured by the payer.
M = (U,T, x, Fees, S), where:
— U is the payment path, U = (Up, Uy, . .., Un, Up41).
- T is the sequence of payment channels, I' = (yo, ..., yn),
where U; establishes channel y; with U;4 for i = 0 to n.
— Fees is the sequence of relay fees, Fees = (fi,..., fn),
where f; is the fee charged by intermediary U;.
- S is the sequence of channel states.
¢) T,T:T is the principal timelock set by payer, T is the principal
timelock set by payee.
d) s: credential that payee wants to sell.
e) h: commitment of payer-wanted credential, configured by the
payer.
f) status; fori € [0, n+ 1]: status flags for each participant

Functionality:
Payee setup call

- 0
(sid, pid, setup,x,T,s) <« &, Up41:

(1) If pid € pidSet, ignore. Otherwise:

e Add pidto pidSet.

e Store x,T,s.

e Set h := Commit(s).

o Set status,y; := setup-complete.
Payer setup call

(sid, pid, setup, M, b, T) <> &, Up:

(1) Ifpid € pidSet, ignore. Otherwise:
e Add pidto pidSet.
e Store M, T, h.
o Check if payee has sufficient stake:

Outstake := checkPayeeStake (Upy1, T)

If not abort this payment instance.
e Set statusg := setup-complete
o If U is honest, generate:

(txsplicing’ I Xredeems I Xslash) = genSplicingTx(yo.id, Outstake, M, h)

Accountability request
Upon status = setup-complete and status,s; = setup-complete:
(1) If U is honest:

1
e Send (Sid, Pid, request-acc, txsplicings tXredeems txslash) g
e Set statusg := acc-requested
(2) If U, is corrupted, allow & to provide the request:

(sid, pid, set-request, tXgplicing, ! Xredeems ¢ Xslash) &

o Store the provided transactions.

e Set statusg := acc-requested.
Accountability approval
Upon statusy = acc-requested and status,; = setup-complete:
(1) If Upy4q is honest:

o Check if checkSlashTx (¢xgplicings £ Xredeems ¢ Xslashs hx)# 1

o Ifvalid:

— Send (sid, pid, approved-acc, oglash) <
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— Set up redeem launcher:

. . . . . 1
(sid,pid, init, )’OJd, T, txsplicingou‘:s[o]s tXredeem) ™ Tredeem-launcher
— Set status,4q := acc-approved
(2) If Up4 is corrupted, allow & to set the approval signature:

(sid, pid, set-approval, response, oglash) PR
If provided oy, is valid:

e Store Oglash

e Set status,4; := acc-approved
Generate and distribute setup messages
Upon status) = acc-requested and status,,; = acc-approved:
(1) If Uy is honest:

o Generate msetyp := genOnion (M, tXgplicings ¢ Xredeem)

o Notify the simulator the setup message is set. For each i €

[1,n], send (sid, pid, setup-msg-sent) —
e Set statusg := setup-generated
(2) If Uy is corrupted, allow & to provide setup messages:

(sid, pid, set-setup-msgs, Msetup) iﬁ
e Store the provided setup messages
e Set statusg := setup-generated
Splice channel
Upon statusg = setup-generated:
(1) If Uy is honest:

3
e Send (sid, pid, init, yo.id, tXsplicing) < 7

2pSetupSplicing
e Set statusp :=splicing-initiated
(2) If Uy is corrupted, allow & to indicate if splicing occurs:

(sid, pid, set-splicing, initiated) <—3>

e Set statusg := splicing-initiated
Process setup messages by intermediaries
Upon statusy = splicing-initiated:
(1) Foreachi € [1,n+ 1] with mgetp[i] available:

e If Uj is honest:

(a) Ifi = 1, Uy set the next state of channel y; to the splicing-
out state(SgPLICED)'

- Extract Depy, Prepl , T, splicing trigger (tr!

)-

splicing
— Setup the splicing state of yy:

3
(5 id, pid, setup, trsphcmg) s ?ZpSvlupSpliuing

(b) If i > 1: U; set the next state of channel y;_; to the
lock-premium state(SLOCKED prm):

_ i-1
Extract Dep;, Prm;—y, Prcpl , T, trsPllClng tr Sphcing,
trt tri-t R

Tvedeem’ Tredeem

e (sid,pid,init,T, txsplicing~OUts[0]a Xslash) = Fslash-launcher
e Set statusg := Refund-Dep

Lock-deposit phase

S . 71 .
(sid, pid, slicing-Ok) < 7—2pSctupSplicing’ if Uy :
U; honest and status; = Lock-Dep:

1) Lock payer’s deposit within y;. Invoke:

(sid,pid, init, y;.id, Dep,, trl

splicing” T) f—> ?—2

pSetupDep
2) Enable splicing launcher and setup the next state of y; If
grzlpmupmp returns (lock—Dep—Ok) then:

e (sid,pid,init, T, yp.id) f—>

sphLum launchcr

Prmy, T, trl

redeem

s

e (sid,pid, trspllcmg pSetupPrm

and set status; := Lock-Prm
o
(sid, pid, lock-Dep-0k) «— 2p%etupnsp Uiclo,n):
U; honest and status; = Lock-Dep:
4) Forward the deposit lock. Invoke:

Tl
(sid,pid, init,y;.id, Dep;, tr' T) LN

i
splicing® 2pSetupDep

5) Setup the Premium-lock state of y;. IF receive (lock-Dep-0k)

from 7:Z1pSetupl)ep’ then:
rli/ .
.
(sid,pid, setup, trSphcmg Prm;, T, 1l geem) < T apSetupprm

and Set status; := Lock-Prm

(sid, pid, lock-Dep-0k) « Up+1:

ZpS(tupDLp
Up+1 honest and status,4+; = Lock-Dep:

6) Set status,s; := Lock-Prm

Lock-premium phase

Up+1 honest and status,4+; = Lock-Prm:
1) Lock the premium. Invoke:

2

(sid,pid,init, Yn-id, Pring, try, revoke- Dep) - 2pSetupPrm

T, tx™

redeem’

2) Enable redeem handler and prepare for principal-lock.
If (lock-Prm-0k) returned at 7;, then:

(sid, pid, setup, Prcpl, tr?

splicing® i,

J
redeem) - 2pSetupPrcpl
then set status;,41 := Lock-Prcpl

- Setup the lock-deposit state of y;_1 by calling F2psetuppep: o

(sid, pid, ¢t S, T~

setup, Dep;+crelay, T tr pSetupDep

redeem splicing * tx)
and set status; := Lock-Dep
(c) Ifi =n+1, Upys sets the next state of channel y, to the
lock-premium state(SLOCKED prm)’
— Extract Prm,,, Prcpl, T, tr’ redeem”
— IfPrcpl — Prm, > x and T = T, then setup the

next state of channel y, to state S, | o0

(sid, pid, setup, Cpayee,T txspllcmg) ‘_> 7—szetupDep

and set status,; := Lock-Dep
Complete setup phase

Upon receiving (sid, pid, splicing-0k) from (f’:p\dupbphcmg

(1) If Uy is honest, enable splicing and slash launchers:
e (sid,pid,init,T,yp.id) —

9[)llcmg launcher

(sid, pid, lock-Prm-0k) «— Zpbmpprm, Uiel2.n):

U; honest and status; = Lock-Prm:
3) Lock premium over y;_:

(sid,pid, init, Yi-1- id, Prm;_ 1’trredeem’T trredeem) _) ﬁpS(tupPrm
4) Setup the Principal-Lock state.
If (sid, pid, Lock-Prm-Ok) received at 7} :
(sid, pid, setup,Prepl, trsphcmg trredeem) ?_Zpbetupl’rcpl

and set status; := Lock—Prcpl Otherwise, terminate.

(sid, pid, lock-Prm-0k) «: ZPSempPrm, U :

U; honest and status; = Lock-Prm:
5) Set status; := Lock-Prcpl
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Lock-principal phase

U; honest and status; = Lock-Prcpl:
1) Lock principal within y;. Invoke:

(sid,pid, init,y;.id,Prm,) SN rzpsauppnpl

2) Setup the next phase. If receive (lock-Prcpl-0k) return at z3:
o 1 1 5o
(sid,pid, setup, trsplicing’ T edeem’ DeDl) — 7:2[1R['dDep

and set status; := Rfd- Dep

(sid,pid, lock-Prcpl-0k) «=

ZpSLlupPr(p]’ iE[Z,n]:
U; honest and status; = Lock-Prcpl:
3) Forward the Principal lock. Invoke:
i
(sid,pid,init, Vi id, Prm, trspllcmg ZLrredeem) 7vaSetupPrcpl

5) Setup the deposit-refund phase. If it returns (lock-Prcpl-0k)
at Té/, Then:

"
1
73

(sid, pid, setup, t‘rsphcmg trredeem’ Dep;) «——
and set status; := Rfd- Dep
(sid,pid, lock-Prcpl-0k) «

i
}-ZipR(leep

ZpS( tupPrepl’ Un+1:

Up+1 honest and status,y; = Lock-Prcpl:

6) Leak the secret. If Uy is corrupted, (sid, pid, release-secret,s) BEN
, Set status,4; := Rfd-Dep

deposit-Refund phase

Up+1 honest and status,+; = Rfd-Dep:
1) Refund the payer side deposit. Invoke:

74
s

i, 2pRfdDep

redeem)

(sid, pid, init, y,.id, Dep,, trspllcmg
2) Setup the settle phase.
If (refund-Dep-0k) received from 7:27;)}{1'(11')6]):
g
(setup, b — Prcpl + Prm,, rb + Prcpl — Prm,,) «— 7"2'1')59“1e
then set status,; := Settle.

l

(sid, pid, refund-Dep-0k) «—

ZprdD(p Uie [2n]
U; honest and status; = Rfd-Dep:
3) Forward the revoke over y;_;:
/
(sid,pid, init, Yi-1- id, Dep;. 1’trsphcmg trredeem) prthDCp
4) Setup the settle phase.
If (refund-Dep-0k) received from F;;:Rfd[)(p

i//

(sid, pid, setup, Ib—Prcpl+Prm;_1, rb+Prcpl—Prm;_;) FLEN ﬁpgletﬂe

then set status; := Settle.

75
Uy <= (refund-Dep-0k) from 7 oo\

U; honest and status; = Rfd-Dep:
5) Setup the settle phase.

(sid, pid, setup, Ib—Prcpl+Prm;—fi, rb+Prcpl—Prmi+fi) <—> T‘pmﬂc

”
T,

6) Notify payer. (sid, pid, revoke-Dep-0k) LN Up.
Uy & (sid, pid, revoke-Dep-0k) from U;:
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7) Check the secret. If U, is corrupted, check if received
(sid, pid, replace-secret,s)

from &, and Open(s, h) = 1, then set statusg := Settle. If Up4;
honest, directly set status, := Settle.

Settle phase

Up honest and statusy = Settle:
1) Settle the payment.

(sid,pid, init, y.id,Ib — x — ij,rb+x+2fj

Jj=1 Jj=1

2p9< ttle

o
Once settle-0k <> then return

2pSettle’
7
(sid,pid, settled,s) — &
and close the splicing launcher
7
(sid, pid,close) «— splicing-launcher
ends the main protocol
(sid, pid, settle-0k) « Zp%et‘tle s Uie[1,n]*
U; honest and status; = Settle:

2) Continue settlement chain:

v

Tt .
(sid, pid, init, y;.id, [b—Prcpl+Prm;, rb+Prcpl —Prm;) BN f;psm‘tlc

3) Close the splicing launcher. If i = 1,

Tl
S 6
(sid,pid,close) 7:splumg, launcher
and ends the protocol.
. . 77
(sid, pid, settle-0k) «— 7:21;;5(*1119’ Ups1:

Up+1 honest and status,4+; = Settle:

4) (sid,pid,settled) <, & and end.

H.1.3  Sub protocol ideal functionalities.

(}vZPSetupSplicing

Parameters:
e pidSet: a set of all payment identifiers.
e For each pid € pidSet, store:
a) yo: the channel instance y, to be updated.
b) S°, SO: variables for the proposed next states of yj.

o) tr!

d) trsphcmg

sphcmg : the trigger proposed by the left party Uy.

the trigger proposed by the right party Uj.

Functionality:
Setup call.

<
(sid,pid, setup, tr ) 5 &, Up:

splicing

S1) If pid € pidSet, then do nothing (ignore the message). Otherwise:
e Add pidto pidSet.

— 41
e Set the right trigger: l‘rSphcmg = 1T licing'
Initialization call.

T
(sid, pid, init, yo.id, tXsplicing) < &, Up:

I1) If pid € pidSet, ignore. Otherwise:
e Add pidto pidSet.
e Set S](i = FXsplicing-Outs.
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)

.. accord-
splicing

e Extract splicing triggers from #xgplicing, set 7,
ingly.
12) Atround 7:
o If U is dishonest, the simulator may modify the left-proposed
state and trigger:
. . a0 - l T
(sid, pid, reset-left,S ’trsplicing) —

1

If received, set Sg =80 ¢t =
splicing

13) Atround 7+ 1:
e If Uj is corrupted, then send

.l
trsplicing‘

1
(sid,pid, left-state, Sg) I
e If U; is honest:

—iferl . ##r” . or the proposed state is invalid,
splicing splicing
send:

1
(sid,pid, splicing-fail) <= &

; G g0 _ g0 ; 1 L
- ifstatesmatch (S = S} = Sp) and triggers match (trsplicing F

trsrplicing>:
_ 1
(ssidc, UPDATE-SPLICING, yo.id, stateTx(S)) > Fehanmels

Final outputs.

14) If Uy is honest and receives

’
(ssidc, UPDATED-SPLICING, y.id, S¢) <= Feruannels
then the functionality:

e Returns (sid, pid, splicing-0k) «— &.
15) If U; is honest and receives

’
(ssidc, UPDATED-SPLICING, yo.id, S) <= Feannels

then the functionality outputs (sid, pid, splicing-0k) I s,
I6) If by round 7 + #ypgare + 1, the honest Up has not received confir-
mation, the functionality:
e Sends channel close request:

(SSidC, CLOSE, )/Old) — ?—(‘hannels

7:leSetupDep

Parameters:

e pidSet: a set of all payment identifiers.

e For each pid € pidSet, store:
a) y;: the channel instance y; to be updated.

) Si.Sg: variables for the proposed next states of y;.

) erl
splicing

) trl

splicing

o o

: the trigger proposed by the left party U;.

(=9

: the trigger proposed by the right party U;.

e) T:the timelock parameter.
f) Dep;: the amount of deposit to be locked by Us.

Functionality:
Setup call.

(sid,pid, setup, Dep;, T, tr’ ) &5 &, Uisr:

splicing

S1) If pid € pidSet, then do nothing (ignore the message). Otherwise:
e Add pid to pidSet.

® Set Sp := S| o oxep-pep (PP: T).

. : o i
o Set the right triggers: £ icing = Ereplicing’

e Save T and Dep;.
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Initialization call.
(sid, pid, init, y;.id, Dep,, 7t T) & &, U

splicing’

I1) If pid ¢ pidSet, ignore. Otherwise:
e SetSj := StOCKED_Dep(Depi, T).
e Set the left triggers: ¢l =gl
splicing splicing
12) Atround z:
o If U; is dishonest, the simulator may modify the left-proposed
state and triggers:

(sid, pid, reset-left, $%, t'riplicmg) 5

If received, set SI’; =8 trl

splicing =
13) Atround 7+ 1:
o If Uj4 is corrupted, then send

=)
trsplicing'

T+1

(sid, S}, RvkTxy (Si, tr! AN

splicing) )
and let the simulator modify the right-proposed state:

T+1

r )<_>

(sid, pid, reset-right, ¢, z"rSplicing

r =il
splicing splicin_g‘
I14) At round 7 + 2: If states match (S = S| = Sp), triggers match

If received, set Sﬁ =S tr

1 — T
(trsplicing - ZLrsplicing)
e If U; honest:

~ 2
(ssidc, UPDATE, yy.id, stateTx(S)) o Fenannels
e If U; dishonest,

) <5

(sid, pid, stateTx(S), RvkTx (S, trslplicing

Final outputs.

I5) If U; is honest and receives

. ’
(ssidc, UPDATED, y1:id,S}) <= Tcrannels
then the functionality:
e Initialize splicing handler:

RvkTxp (S, erl . ))

< i .. . 1
(551dSH,1n1t, viid, T, tr splicing

splicing’
[
= 'f;plicingfhandler
-
e Returns (sid, pid, lock-Dep-0k) < &.
16) If U;4q is honest and receives

. ’
(SSidC: UPDATED, Yi-id, Slla) (i= FChannels

then the functionality outputs (sid, pid, lock-Dep-0k) SNy

7:é’pSe'cupPrm

Parameters:
e pidSet: a set of all payment identifiers. item y;: the channel instance
vi to be updated.
e For each pid € pidSet, store:
a) y;: the channel instance y; to be updated.
b) S¢ : Sg: variz;bles for the proposed next states of y;.
°) trsplicing’ trredeem

d tr”

r
splicing” trredeem

: the trigger proposed by the left party Uj.
: the trigger proposed by the right party Uj,;.

Functionality:



Setup call.

<
(sid, pid, setup, y;.id, tr! ) S5 &, Uy

,Prm;, T, tri
splicing”

redeem

S1) If pid € pidSet, then do nothing (ignore the message). Otherwise:
e Add pid to pidSet.
e SetS sLock prm (PTmi, T).

e Set the left triggers: tr’

=tr and tr!
spllcmg

splicing redeem =1tr]

Initialization call.

T,tr

T >
(sid,pid, init, y;.id, Prm;, tr? spllcmg) « &, U1t

redeem’

I1) Ifpid ¢ pidSet, ignore. Otherwise:
e Set S’ SLOCKED prm (P, T).

e Set the right triggers: tr’ and tr7,

=tk =
splicing splicing redeem

t rredeem

12) Atround z:
o IfUj,q is dishonest, the simulator may modify the right-proposed
state and triggers:

T
(sid, pid, reset-right, §¢ trsphcmg T rodeem) <
: i i _ r —
If received, set S =S trsphcmg = trS plicing’ and trre deem =
trredeem
13) Atround 7+ 1:
o If U; is corrupted, then send
7+1
(sid, SR, RvkTxp (S, trsphcmg) RvkTxg (S, ] deem))
and let the simulator modify the left-proposed state:
T+1
(sid, pid, reset-left, S* trSphcmg trredeem) —
: i ._ ) —
If received, set S =St trSphcmg trSpllcmg and trredeem =
trredeem

o If states match (S = ) triggers match (er! =

splicing
=tr and Uj; honest:

and tr redeem)

try redeem

splicing

7,-1'

splicing-handler

(551d5H,p1d UPDATE, RvkTx (S, trspllcmg))

I3) At round 7 + 2: If states match (S = SL = R), triggers match
tr and tr!

(trspllcmg splicing redeem ZLrredeem)
e If Uj,q1 honest:

- 2
(ssidc, UPDATE, yy.id, stateTx(S)) s Fenannels
e If Uj,q dishonest,

(sid, pid, stateTx(S), RvkTxy (S), RvKTxg (5)) <=5

Final outputs.

14) If Uj4q is honest and receives

. ’
(SSidC, UPDATED, )/i.id, Si{) <L> FChannels

then the functionality:
o update redeem handler:

Y -
(ssidpy,init, y;.id, trredeem,

TxRvkg (SR, trredeem))
< 7

redeem-handler

e Returns (sid, pid, lock-Prm-0k) <8,
14) If U; is honest and receives

. ’
(ssidc, UPDATED, Yi-id, Si) ; FChannels

then the functionality outputs (sid, pid, lock-Prm-0k) <oe.

redeem’
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7:21p5etupPrcpl

Parameters:
e pidSet: a set of all payment identifiers.
e For each pid € pidSet, store:
a) y;: the channel instance y; to be updated.
b) SI,SE: variables for the proposed next states of y;.
c) trl .
sphcmg
d) trr trl : the trigger proposed by the right party U;y4.

splicing” * " redeem”

e) Prcpl: the amount of principal to be locked by U;.

trl : the trigger proposed by the left party Uj.

redeem

Functionality:
Setup call.

(sid, pid, setup, Prcpl, trsplmmg redeem) 5 &, Uiyr:

S1) If pid € pidSet, then do nothing (ignore the message). Otherwise:
e Add pidto pidSet.

e SetSp: SLOCKED Prcpl(Pr‘cpl).

o Set the right triggers: ¢tr”

= tr and #r”
splicing

splicing redeem T
-
redeem’

e Save Prcpl.

Initialization call.

(sid,pid, init, y;.id, Prcpl, ¢k tr & &, Us:

splicing’ redeem)

I1) Ifpid ¢ pidSet ignore. Otherwise:
* SetS[ =S, prep1 (Prepl).
) —
o Set the left triggers: BT olicing =
12) Atround z:

o If U; is dishonest, the simulator may modify the left-proposed
state and triggers:

tri . andtr! = trl .
splicing redeem redeem

T
(sid, pid, reset-left, ¢ ”sphcmg ”redeem) —
If received, set Si =S trl i = t’r{ lici and tr! =
splicing splicing’ redeem
T redeem"
13) Atround 7+ 1:
o If Uj4 is corrupted, then send
T+1
(sid, SL,RVkTXL (SL, trsphcmg) RvaxR(SL, trredeem)) —

and let the simulator modify the right-proposed state:

T+1

(sid, pid, reset-right, S, fr" trr ) —

splicing’ " redeem

=St 7

and tr”
sphcmg

If received, set Si =
redeem

— 57
- trsplicing
trredeem _ . i
14) At round 7 + 2: If states match (S = S| = Sp), triggers match
(trl, =t =tr’ )

splicing ~ " splicing redeem

e If U; honest:

and tr!
redeem

— 2
(ssidc, UPDATE, y1.id, stateTx(S)) o Fannels
e If U; dishonest,

T+2

(sid, pid, stateTx(S), RvkTxy (S, trl ), RvkTxRg (S, trredeem)) —

splicing

Final outputs.

15) If U; is honest and receives

(ssidc, UPDATED, y1.id, S! ) <= Fnannels

then the functionality:
e Update splicing handler:

sp11c1ng handler

(ss1dSH,UPDATE RvkTx (S, trsphcmg)) <
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e Returns (sid, pid, lock-Prcpl-0k) 5 e,
16) If Uj4q is honest and receives

. ’
(ssidc, UPDATED, y;.id, Sk) <= Fernannels

fe

then the functionality outputs (sid, pid, lock-Prcpl-0k) SN

7-—leRdeep
Parameters:
e pidSet: a set of all payment identifiers.
e For each pid € pidSet, store:
a) y;: the channel instance y; to be updated.
Si, Sf{: variables for the proposed next states of y;.

o o

: the trigger proposed by the left party U;.

)
splicing’ trredeem

)
)
) trl trl
)

(=9

: the trigger proposed by the right party Ujy;.

splicing” " redeem

Dep;: the amount of deposit to be refunded to U;.

o

Functionality:
Setup call.

. . <r
3 : i i ) o > .
(sid, pid, setup, trsphdng, T deemn Dep;) «— &, U;:

S1) If pid € pidSet, then do nothing (ignore the message). Otherwise:
e Addpid to pidset.
® SetS| := Sgerinpen-pep (PCP)-
1

i = and tr!
splicing

redeem

. . i i
o Settheleft triggers: tr splicing T edeem”

e Save Dep;.
Initialization call.

(sid,pid, init, y;.id, tr tr Dep;) <= &, Usir:

splicing” * " redeem’

I1) Ifpid ¢ pidSet, ignore. Otherwise:
® Set Sp = Sperunpen-nep (D€P:)-
-

L= and tr”
splicing

redeem T

e Set the right triggers: ¢r

tri .
redeem
12) Atround z:
e IfUj,;q is dishonest, the simulator may modify the right-proposed
state and triggers:

tri
splicing

. . . =i -~ _ T
(sid,pid, reset-right, S*, trgplicmg, ] geem) <
: i . Gi r — 5 r —
If received, set SR = St z‘rSplicing = "splicing’ and Iy deem =
-y
T redeem
13) Atround 7+ 1:
o If U; is corrupted, then send
. . . ; T+1
(sid, S, RvKTxr (S, trsrphcmg), RVKTXR (Sp Tyegeem)) =
and let the simulator modify the left-proposed state:
5 . i o~ -1 7+1
(sid, pid, reset-left, S*, BT goticing’ T redeem) <
; i &P gl il 1 —
If received, set SL =St trsplicing = trsphcmg, and I deem =
=
trredeem' _ X )
14) At round 7 + 2: If states match (S = S| = Sp), triggers match
1 — 4 T ) — 4 T
(trsplicing - trsplicing and trredeem - trredeem)
e If Ui honest:
_ +2
(ssidc, UPDATE, y;.id, stateTx(S)) s Fenanmnels
e If Uj,q dishonest,
. ) - ~ ~ T+2
(sid, pid, stateTx(S), RvkTx (S, trsrphcmg), RVKTXR (S, T geem)) =

Final outputs.
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I5) If U; is honest and receives
(SSidc, UPDATED, yi.id, Si) ‘i) ﬂ‘llarznels

then the functionality outputs (sid, pid, rfd-Dep-0k) I s,
16) If U;4q is honest and receives

. ’
(SSidC’ UPDATED, yi~id, Slla) ;2 FChannels

then the functionality:
o Update splicing and redeem handlers:

(ssidk, UPDATE, RVKTxy (Sh, tr7 o)) <

i
splicing splicing-handler

(ssidly;, UPDATE, RVKTXR (Sh, £y ) < FF

edeem-handler

e Returns (sid, pid, rfd-Dep-0k) < &.

ﬁpSet‘tIe
Parameters:
e pidSet: a set of all payment identifiers.
e For each pid € pidSet, store:
a) y;: the channel instance y; to be updated.
b) [b’: the new left balance for Uj.
c) rb’: the new right balance for Uj;.

Functionality:
Setup call.

<
(sid, pid, setup, Ib’,rb’) &5 &, Uisr:

S1) If pid € pidSet, then do nothing (ignore the message). Otherwise:
e Add pidto pidSet.
e Save [b" and rb’.

Initialization call.
(sid, pid, init, y;.id, 16/, rb’) < &, Uy
I1) Ifpid¢ pi‘dSet,Aignore. Otherwise:
e SetS :=Sp, (11, rb).
12) Atround z:
e If Ujyy is honest, leak (sid,S}) 4
I3) Atround 7+ 1:
e If U; is honest, leak (sid, Sf{) CT—H>
14) Atround 7 + 2: If states match (S = S| = Sp):

i — S
o Letitx),, = stateTx(S).

. . ; +2
e Send (ssidc, UPDATE, y;.id, tx;ettle) <5 FChannels-

Final outputs.

15) If U; is honest and receives
. !
(ssidc, UPDATED, y;.id, S!) <= Fopannels

then the functionality outputs (sid, pid, settle-0k) < 6.
16) If Uj4q is honest and receives

(ssidc, UPDATED, Yi-id, SIIQ) (i= FChannels

then the functionality outputs (sid, pid, settle-0k) BN

splicing-launcher

Parameters:
e pidSet: the set of all payment ids. Initially empty.



(sid,pid, init,y;.id, T) < &, Us:
1) If pid € pidSet, ignore. Otherwise, add pid to pidSet.
2) Check if U; = y;.lu or U; = y;.ru. If not, ignore.
3) Save T.If U; is honest, then:
e Atround T — t.jpse, Send:

T-t,
(ssid, CLOSE, y1.id) <% Frpammels

!
o If (sidc, CLOSED, y1.id) €= Finannels, output
(sid, pid, splicing-launched) NS

(sid, pid, CLOSE) €5 &, U;:
4) Terminate the protocol if U; honest.

?rle deem-launcher

Parameters:
e pidSet: the set of all payment ids. Initially empty.

(sid,pid, init, ys.id, T, tr, tx) < &, Uy

1) If pid € pidSet, ignore. Otherwise, add pid to pidSet.
2) Save T, tr, tx. If U; is honest, then:
e Ateachround 7/ € [7,T + t¢jose + Al, if tr is confirmed on

G, send:

’
(ssid,POST, tx) <> Gi.
e If tx is confirmed on G, output
(sid, pid, redeem-complete) — &.
3) Terminate this instance if U; is honest.

7:s1lash-1auncher

Parameters:
e pidSet: the set of all payment ids. Initially empty.

(sid,pid, init, yi.id, T, tr, tx) <> &, Uy
1) If pid € pidSet, ignore. Otherwise, add pid to pidSet.
2) Save T, tr, tx. If U; is honest, then:
o Atround T + tcjpse + A, if 7 is an unspent transaction output
in Gi, send:

T+t, +A
(ssid, POST, tx) o5, &

e If tx fails to confirm within A, send an alternative transaction:

T+tcjoset+2
(ssid,POST, tx’) —=2° " Gp.
e When either transaction confirms, output
(sid, pid, slash-complete) — &.
3) Terminate this instance if U; is honest and ¢r not finalized when
T + tejose + A.

Tslplicing—handler
Parameters:
e pidSet: the set of all payment ids. Initially empty.
e For each pid € pidSet, store:

a) y;: the channel instance.

b) T: expiration time.

c) tr: trigger UTXO.

d) txs: set of transactions to broadcast.

(sid,pid, init, y;.id, T, tr, tx) < &, Us:
1) Ifpid € pidSet or U; # y;.lu, ignore. Otherwise:

e Add pid to pidSet.
e Set txs = {tx}, and store T, tr.
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(sid, pid, UPDATE, tx’) <= U;:
2) If pid ¢ pidSet or U; # y;.lu, ignore. Otherwise:

e Add tx’ to txs.
If U; is honest:

3) Ateachround 7’ € [7,T], if ¢tr is confirmed on Gr:
e Send (SSidc, CLOSE, )/lld) CT—’ FChannels-

. ' +elose
o After t.0se rounds, send (ssidy, POST, txyaq) — GL.

*iclose

e Output (sid, pid, splicing-handled) oL Helose, &.
4) Terminate this instance if ¢ is not confirmed on Gy, by T.

?’l

redeem-handler

Parameters:
e pidSet: the set of all payment ids. Initially empty.
e For each pid € pidSet, store:

a) y;: the channel instance.

b) T: expiration time.

c) tr: trigger UTXO.

d) txs: set of transactions to broadcast.

(sid, pid, init, yi.id, T, tr, tx) <> &, Up:

1) Ifpid € pidSet or Ujy; # yi.ru, ignore. Otherwise:
e Add pidto pidSet.
e Set txs := {tx}, and store T, tr.

(sid, pid, UPDATE, tx') = Upyi:
2) If pid ¢ pidSet or Ui # yi.ru, ignore. Otherwise:

e Add tx’ to txs.
If U, is honest:

3) Atround T — tcjpse, Send:

. . T-tclose .
(ssidc, CLOSE, yi.id) “— Fchannels

4) Ateachround 7’ € [r,T],if tr is confirmed on Gy
!
o Send (ssidc, CLOSE, yi.id) <= Fopannels.

’
*iclose

T
o After t.0se rounds, send (ssidy, POST, txyaiq) > GL.
’

*lclose

e Output (sid, pid, redeem-handled) —— 2%, &
5) Terminate this instance if ¢r is not confirmed on Gi, by T.

Here, we denotes all the sub ideal functionalities as Fgp.

H.2 UC proofs

In this section, we prove that our main/sub protocols GUC realizes
the corresponding ideal functionalities.

H.2.1  UC proofs for the main protocol.

Lemma 2. Given EUF-CMA secure signature scheme X
and perfectly hiding and binding commitment scheme
C, the setup phase of Iz, GUC-realizes ¥, in the

. 0
{7:prel im- 7:s{p))licing—launcher’ Fredeem-launcher ’7:2pSetupSplicing’
i .
{ (}-ZpSetupPrm tie [1,n] }-hybrid world.

ProoF. We prove that for any environment & and adversary
A, there exists a simulator S such that & cannot distinguish be-
tween the real world execution with Il and A from the ideal
world execution with ¥.,s and S. As the commitment scheme is
perfectly hiding, if U, is honest, no one can compute a s’ # s,
such that Open(s’, h) = 1. And by secure %, adversary can not forge
signatures of honest parties.
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Our simulator S observe the attacks in the real world and sim-
ulates the behavior of corrupted parties in the ideal world. We

analyze all possible corruption scenarios:

Simulator for the setup phase of Fzgy;

Case 1: All parties honest. S does nothing since the ideal functionality

handles all operations correctly.

Case 2: Only payer Uy corrupted.

e At round 7, S intercepts when corrupted U; sends
(sid, pid, setup, M,h,T) to the environment. S records these
values. )

e At round 1, S intercepts when corrupted U; sends

(sid, pid, request-acc, tXgplicing, I Xredeems tXslash)  t0  Up+1  in
the real world. Then the simulator S replay the attack to Fzeys
through the set-request interface:

. . 1
(sid, pid, set-request, txsplicing, EXredeems EXslash) > T Zeus

e Atround 2, S receives the valid slash signature leaked from the ideal
functionality:

o 2
(sid, pid, approved-acc, ogjash) < FZeus
S forwards relay this message in the ideal world.
e Atround 2, if corrupted Uy sends setup messages msetup to interme-

diaries in the real world, S captures them and forwards to the ideal
functionality:

2
(sid, pid, set-setup-msgs, Msetup) = TZeus
e At round 3, if corrupted U, initiates splicing by sending

(sid, pid, init, yo.id, tXsplicing) to TZOIJSL‘tupSpIiCing’ S relays this to the

ideal functionality:
4
(sid, pid, set-splicing, initiated) <5 Fous

o If U deviates from the protocol or aborts at any point, S replicates
this behavior in the ideal world by not forwarding the corresponding
message(s) to the ideal functionality or the Uj in the ideal world.

Case 3: Only payee Up4q corrupted.

e At round 7, S intercepts when corrupted U,i; sends

(sid, pid, setup,x,T,s) to the environment. S records these
values. ) ) ) .
e Atround 7 + 1, S receives from the ideal functionality:

. . 7+1
(sid, pid, request-acc, txgplicing, tXredeemns I Xslash) < FZeus

S forwards this message to corrupted Up,.1.
e Atround 7+ 2, S observes how corrupted Uy,+1 responds:
- If  Upy verifies  the transactions and  sends
(sid, pid, approved-acc, og,sn) with a  valid signature
Oslashs S forwards to the ideal functionality:

+2
(sid, pid, set-approval, approve, ogash) A FZeus
— If Upy4q rejects or provides an invalid signature, S indicates re-
jection:
+2
(sid,pid, set-approval, reject, L) 5 FZeus

o If corrupted Uy sets up the redeem launcher, S simulates this action
internally since it’s handled automatically by the ideal functionality
for honest Uy,41.

Case 4: Both payer Uy and payee Up.1 corrupted.

o S observes all messages exchanged between corrupted Uy and Up41
in the real world.
o S replicates the behavior by forwarding the necessary messages to

the ideal functionality:

~ When Uj sends (sid, pid, request-acc, tXplicing> ¢ Xredeem> £ Xslash )
to Up+1, S forwards:

(sid,pid, set-request, tXsplicing, [ Xredeem> tXglash) = FZeus

— When U,4 responds with (sid, pid, approved-acc, ogsh), S
forwards:

(sid, pid, set-approval, approve, ogash) > FZeus
~ When Uj generates msetyp, S forwards:
(sid,pid, set-setup-msgs, Msetup) = FZeus
- When Uj initiates splicing, S indicates:
(sid,pid, set-splicing, initiated) < F ey

o If either party deviates from the protocol or aborts, S replicates this
in the ideal world by not forwarding the corresponding message(s).

Case 5: Some intermediaries U; corrupted.

e Since intermediaries don’t participate in the setup phase beyond re-
ceiving setup messages, S only needs to handle the forwarding of
these messages.

e At round 3, when setup messages are distributed, S receives:

(sid, pid, setup-msg, i, Mgetup[i]) & F Zeus

for each corrupted intermediary U; and forwards these messages to
the corresponding corrupted party. The simulator S will also mimic

the real-world interaction with other ideal functionalities in the ideal
world.

Indistinguishability Analysis:

We now analyze each case to show that the environment &
cannot distinguish between the real and ideal executions:
Case 1: All parties honest. The simulator does nothing as the ideal
functionality handles all operations correctly according to the pro-
tocol specification. The execution follows exactly the same steps as
the real-world protocol, so indistinguishability holds.
Case 2: Only payer Uy corrupted. When Uy is corrupted, the simula-

tor S ensures that:

o All messages sent by corrupted Uj in the real world are
properly forwarded to the ideal functionality.

e All responses issued from honest Up4; in the real world,
are simulated by the leaked message from the ideal func-
tionality in the real world.

e The transaction validation logic in the ideal world matches
the real world.

From &’s perspective, the interaction between corrupted Uy
and honest Up41 proceeds identically in both worlds. The message
formats, timing, and validation checks are identical. If Uy deviates
or aborts, this behavior is accurately reflected in both worlds.
Case 3: Only payee Up1 corrupted. When Upyq is corrupted, the

simulator S ensures that:

o All messages sent by honest Uy (in the real world) are prop-
erly simulated to corrupted Uy in the ideal world, using
the leaked messages from the ideal functionality.

o All responses from corrupted Up41 are properly translated
into instructions for the ideal functionality.

o The signature validation and transaction verification logic
in the ideal world matches the real world.

From &’s perspective, the interaction between honest Uy and
corrupted Up41 proceeds identically in both worlds. If Uy41 pro-
vides an invalid signature or rejects the accountability request, this
behavior is accurately reflected in both worlds.



Case 4: Both payer Uy and payee Upy1 corrupted. When both main

parties are corrupted, the simulator simply replicates their behavior
in the ideal world by forwarding appropriate messages to the ideal
functionality. Since all messages and protocol steps are replicated
exactly, the real and ideal worlds are indistinguishable to &.

Case 5: Some intermediaries U; corrupted. Intermediaries only re-

ceive setup messages during the setup phase. The simulator ensures
that corrupted intermediaries receive exactly the same messages
in both worlds. Since their role in the setup phase is limited to
receiving these messages, indistinguishability holds.

Therefore, Iz, GUC-realizes ¥z, in the {Fprelim Fsub}-
hybrid world. O

Theorem 5. Given EUF-CMA secure signature scheme ¥ and
perfectly hiding and binding commitment scheme C, the Iz
UC-realizes Fzeys in the {Fpre1im Fsub}-hybrid world.

Proor. This is trivial to prove considering Lemma. 2 and the
fact that in the rest phases of I1 7, the parties are only interacting
with outside ideal functionalities in Fgyp and Fpre1im- The only
interaction among the users is that U1 sends the secret s to Uy
at the end of the Lock-Principal phase, and Uy verifies this at
the end of the Deposit-refund phase. Fz.s allows S to modify
the secret if Up41 is corrupted. As Up4q is corrupted, S can directly
replay the actual secret § sent from U4 to Fzeys. By the perfectly
binding of C, the execute trace will be the same no matter if § = s
or not. O

H.2.2 UC proofs for the sub-protocols.

GUC-realizes FZ

2pSetupSplicing in the

i
Lemma 3. HZpSetupSplicing
Fprelim - hybrid world.

Proor. We prove that for any environment & and adversary A,
there exists a simulator S such that & cannot distinguish between
the real world execution with IT and A from the ideal

2pSetupSplicing
. . i
world execution with szSetupSplicing and S.
Our simulator S handles the communication with the ideal func-

. . i . .
tionality szsﬁupsphcing and simulates the behavior of the corrupted

parties in the ideal world. We construct the simulator S for all pos-
sible corruption scenarios:

Simulator for TZIpSetupSplicing

Case 1: Both Uy and U; honest. S does nothing.

Case 2: Only Uy honest, Uy corrupted.

e Atround 7, S intercepts the request-splicing messages from cor-
rupted Uy to U; in the real-world protocol:
— The proposed splicing transaction #xsplicing

— ’S si 1
Uy’s signature O plicing

o S verifies if ot . .
splicing

is valid. Then S extracts the proposed state

Ste fr = (EXgplicing-Outs) and corresponding trigger from £xgplicings
and resets the left-proposed state in the ideal functionality:

S 5 -1 T

(51d’ pid reset-left, Sleft, ZLrsplicing) i 7:thSetupSplicing

e At7’, when channel updated to the new state and corrupted Uy returns
UPDATED-SPLICING, S replays this the UPDATED-SPLICING message
in the ideal world.
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Case 3: Only Uy honest, U; corrupted.

e Atround 7+ 1, S receives from the ideal functionality:

. . 0 T+1’
(sid,pid,left-state,S]) «— (thpSetupSplicing
The simulator S extract the corresponding transaction, Uy’s signature
cré over the new state, and the trigger ¢r! licing from SIOJ‘

splicing
o In the ideal world, S simulate Up’s * message to corrupted Us:

(sid, pid, request-splicing, yy.id, txg, o’é) — U;

where txg.Outs = Sg.

e Atround 7+ 1, S observes how corrupted U; responds in the real
world:

- If U; verifies the transaction and update the channel with sig-
nature asrph cing’ a5 U is corrupted, S can construct this valid
update message and forward to the channel ideal functionality
FChannels in the ideal world.

Case 4: Both Uy, Uy corrupted. S just blocks any inputs to the ideal func-

tionality, and directly replays all the messages observed from the real
world within the ideal world.

Indistinguishability Analysis:

We now analyze each case to show that the environment &
cannot distinguish between the real and ideal executions:
Case 1: Both Uy and Uy honest. The simulator does nothing, and the
ideal functionality handles all the logic. The execution follows the
same steps as the real-world protocol, so indistinguishability holds.
Case 2: Only Uy honest, Uy corrupted. When Uy is corrupted, the
simulator S ensures that:

o In the ideal world, the left-proposed state configured in the
ideal functionality exactly matches what the corrupted Uy
proposes in the real world.

e The channel update in the ideal world happens if and only
if the state is valid and would have been accepted in the
real world.

e If Up aborts in the real world, the behavior is replicated in
the ideal world.

For the honest Uy, from &’s perspective, the ideal world’s trace is
indistinguishable from the real world’s trace. U; receives the same
request message, verifies it in the same way, and proceeds with the
channel update if valid.

Case 3: Only Uy honest, Uy corrupted. When Uj is corrupted, the
simulator S ensures that:

o The right-proposed state in the ideal functionality reflects
the corrupted U;’s response to the proposal.

o The channel update occurs in the ideal world if and only if
U; trigger such update in the real world.

e If U reports failure in the real world, the same happens in
the ideal world.

For the honest Uy, its view in both worlds is identical: it sends a
proposal of new state, and if U; approved, the channel is updated
to the new proposed state.

Case 4: Both Uy and U; corrupted. The simulator directly replays all

messages in the ideal world, ensuring the behavior is identical to
the real world.

! —reali i .
Therefore, HZpSetupSplicing GUC-realizes TZpSetupSplicing in the
Forelin-hybrid world. O
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GUC-realizes ¥

i
Lemma 4. II 2pSetupDep

2pSetupDep
}-hybrid world.

in the {7'-prelims

i
7:s.plicing—handlelr

Proor. We prove that for any environment & and adversary A,
there exists a simulator S such that & cannot distinguish between

the real world execution with Hé and A from the ideal
pSetupDep

. . i
world execution with 7:2pSetupDep and S.

Our simulator S handles the communication with the ideal func-
tionality 7—'2‘p SetupDep and simulates the behavior of the corrupted

parties. We analyze the possible corruption scenarios:

Simulator for ¢2lpSetupDep

Case 1: Both U; and U;y1 honest. S does nothing.

Case 2: Only Ujy1 honest, U; corrupted.

e Atround 7, S intercepts the messages from corrupted U; to Uy in
the real-world protocol:

~ o ; i
The proposed deposit-lock transaction £xy, . _pe,

_ . : i
The associated revoke transaction £X/q,qq pep

o S verifies if U; provided valid signatures for the revoke transaction.
Then S extracts the proposed state Sjef; = (tx{ock_Dep.Outs), and

corresponding trigger (e tx Ins[1]), and resets the

— i
splicing *~ ““revoke-Dep
left-proposed state in the ideal functionality:

1

. . & 5 z i'
(sid,pid,reset-left, Siefr, 7 jicing) > Topserupdep

e Atround 7 + 2, if S receives:
X . - = i r+2= i
(sid, pid, stateTx(S), RvkTxy (S, trsplicing)) “— FapsetupDep

then S saves these values for future use.
o S observes whether the corrupted U; updates the channel and initial-
izes the splicing handler in the real world:

- If U; sends (ssidc,UPDATE,y;.id, tx{ock_Dep) to Fchannelss
then S simply replays the same message in the ideal world:
(ssidc, UPDATE, y;.id, stateTx(S)) < Fcnannels

— If U; initializes the splicing handler after successful channel
update, S replays this action in the ideal world.

— If U; aborts or deviates, S replicates the same behavior in the
ideal world.

Case 3: Only U; honest, Uj4q corrupted.

e Atround 7+ 1, S receives from the ideal functionality:

7+1 ;

: i i ¢ t
(sid,Sj, txrevokefDep) > 7—21153“11)““«1‘

e In the ideal world, S simulates U; sending the request message to
corrupted Ujq:
i

(sid, pid, request-lock-Dep,y;.id, txé, t'xrevoke_Dep

) = Uin

where txéAOuts = Si, fxﬁevokkDeP just contains U;’s signature.
o S observes how corrupted Uj responds at 7 + 1:

— If Uj4q verifies the transactions and sends a valid approval mes-
sage containing signatures, S extracts the right-proposed state
and sets:

T+1

) 7

R - il
(sid,pid,reset-right,S;, tr, apSetupDep

splicing

— If Uj; aborts or sends invalid signatures, S sets:

(sid,pid, reset-right, 1, 1) I Fi
,p1q, gnt, L, 2pSetupDep

Case 4: Both U;, Uy corrupted. S just blocks any inputs to the ideal func-
tionality, and directly replays all the messages observed from the real
world within the ideal world.
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Indistinguishability Analysis:

We now analyze each case to show that the environment &
cannot distinguish between the real and ideal executions:
Case 1: Both U; and U;41 honest. The simulator does nothing, and
the ideal functionality handles all the logic. The execution follows
exactly the same steps as the real-world protocol, so indistinguisha-
bility holds.
Case 2: Only Ujyq honest, U; corrupted. When U; is corrupted, the
simulator S ensures that:

e Atround 7, the left-proposed state in the ideal functionality
exactly matches what the corrupted U; proposes in the real
world.

e Atround 7 + 2, if U; updates the channel in the real world,
S replicates this behavior in the ideal world.

o If U; initializes the splicing handler in the real world, S
ensures the same happens in the ideal world.

For the honest Uj;1, from &’s perspective, the ideal world’s trace
is indistinguishable from the real world’s trace. Uj41 receives the
same request message, verifies it in the same way, and provides
approval if the state is valid.

Case 3: Only U; honest, Uiy1 corrupted. When U, is corrupted, the

simulator S ensures that:

e Atround 7+1, the right-proposed state in the ideal function-
ality reflects the corrupted Uj;1’s response to the proposal.
o The channel update occurs in the ideal world if and only if
Ui+1 approves the proposal in the real world.
e The splicing handler is initialized in the ideal world if and
only if the channel update succeeds in the real world.
For the honest Uj, its view in both worlds will be identical: U; sends
a request, and if approved, updates the channel and initializes the
splicing handler.
Case 4: Both U; and Uj;1 corrupted. The simulator directly replays

all messages in the ideal world, ensuring the behavior is identical
to the real world.

i T i : .
Therefore, HZpSetupDep GUC-realizes 7_2pSetupDep in the {Fpre1im,
i _ .
splicing—handler} hybnd orld. o

_ i i
GUC-realizes 7:2p5etupPrm

}-hybrid world.

i
Lemma 5. HZpSetupPrm
7_-i

7:i
splicing-handler’ ~ redeem-handler

in the {%relim,

Proor. We prove that for any environment & and adversary A,
there exists a simulator S such that & cannot distinguish between

. . i .
the real world execution with 7_—2pSetupPrm and A from the ideal

: . i
world execution with TZpSetupPrm and S.

Our simulator S handles the communication with the ideal func-

. . i . .
tionality ?.ZpSetupPrm and simulates the behavior of the corrupted

parties. We analyze the three possible corruption scenarios:

Simulator for 7:21pSetupPrm

Case 1: Both U; and U;y; honest. S does nothing.

Case 2: Only U; honest, Uj,1 corrupted.

e Atround 7, S intercepts the messages from corrupted Uj; to U; in
the real-world protocol:



— The proposed premium-lock transaction tx{ock—Prm

_ . ; i i
The associated revoke transactions £x7,, o prn A0 £X/0 010 pep

o S verifies if Uj;q provided valid signatures for the revoke transac-
tions. Then S extracts the proposed state Sy.jgpn; = (txfock_Prm.Outs),

- .
;evoke—Prm'Ins[l] and

redeem ix,
Ins[1]), replay in the ideal world, and resets

and corresponding triggers (fr

—r i
trsplicing - txrevokefDep

the right-proposed state in the ideal functionality:

- T .
3 1 - . . -7
(51d’ pid, reset-right, Srzghtx trsplicing’ trredeem) = ﬂ])St‘lupPrm

e Atround 7 + 2, if S receives:

(sid, pid, stateTx(S), RvkTx (S), RvkTxg (§)) &> 7

pSetupPrm
then S saves these values for future use.
o S observes whether the corrupted Uj4; updates the channel in the
real world: .
- If Uiy sends (ssidc, UPDATE, y;.id, tx] . _ppm) t0 FChannels,
then S simply replays the same message in the ideal world:

(ssidc, UPDATE, y;.id, stateTx(S)) — Tchannels

— If Ujsq aborts or deviates, S replicates the same behavior in the
ideal world.
e Similarly, S also observes if Uj;; updates the redeem handler. If Uj4q

updates the redeem handler, then S can replay it in the ideal world.

Case 3: Only U1 honest, U; corrupted.

e Atround 7 + 1, S receives from the ideal functionality:
T+1

. i R L i
(sid, SR’ Xk 1> txrkaR) — }—zlpselupprm

o In the ideal world, S simulates U;4; sending the approval message to
corrupted U;:

i d.pi : i =R - R
(sid, pid, approve-Prm, y;.id, txg, tx; ;. 1%, _g) <= Ui

where txg.Outs = Sﬁ, t_vaki I t_vaki g just remove Uj’s signature.
e S observes how corrupted U; responds at 7 + 1:
- If U; verifies the transactions and sends a valid signature
il i
0o ckeprm fOF tx_lock—Pfrn’ then S .does.not need to reset the left-
proposed state in the ideal functionality.

— If U; aborts or sends invalid signatures, S sets:
. 1
(sid,pid, reset-left, 1, 1,1) «— 7:ZpSL'tupPrm

e S also observes if U; updates the splicing handler. If U; , then S can
replay this action is the ideal world, as the corresponding revoke txs
are leaked from the ideal functionality.

Case 4: Both Uj, Uiy corrupted. S just block any inputs to the ideal func-
tionality, and directly replays all the messages observed from the real
world within the ideal world.

Indistinguishability Analysis:

We now analyze each case to show that the environment & can-
not distinguish between the real and ideal executions. It is obvious
that in case 1, and case 4, such indistinguishability holds. We focus
on the remaining cases.

Case 2: Only U; honest, Ui41 corrupted. When Ui, is corrupted, the

simulator S ensures that:

e At 7+ 1, the right-proposed state and the corresponding
revoke txs in the ideal functionality exactly matches what
the corrupted Uj41 proposes sent in the approve-lock-Prm
message in the real world.

e At7+2,the S will replay the approved-lock-Prm message
sent from Uj;, when the state and triggers match.

e The channel update occurs in the ideal world if and only if
it occurs in the real world.
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For the honest U;, from &’s perspective, the ideal world’s trace is
indistinguishable from the real world’s trace. In the real world, U;
updates the splicing handler only if the proposed state and triggers
match. So as the idea world’s, guranteed by ideal functionality’s
logic.

Case 3: Only Ujyq honest, U; corrupted. When U; is corrupted, the
simulator S ensures that:

e At round 7 + 1, he left-proposed state in the ideal
functionality reflects the corrupted U;’s response (the
approved-lock-Prm) to the proposal, dynamically updated
by S.

e The channel update occurs in the ideal world if and only
if U; ackowledge the Uj4; proposal in the real world. This
is guaranteed by the ideal functionality’s logic in the ideal
world.

e The splicing handler is updated in the ideal world if and
only if U; updates it in the real world. And S has the access
to the revoke txs leaked by the ideal functionality, so it can
replay the same action in the ideal world.

For the honest Uj,1, its view in both worlds will be identical: Uj4+1
updates the channel if approval is received, and the redeem handler
is initialized if the channel update succeeds.

i _ ; i .
Therefore, HZpSetupPrm GUC-realizes 7:2pSetupPrm the {Fprelim,

Fi Fi }-hybrid world. m]

splicing-handler’ ” redeem-handler

i oali i . )
Lemma 6. HZpSetupPrcpl GUC-realizes szSetupPrcpl inthe {Fpre1im,

}-hybrid world.

i i
(}vsplicing—handler’ (}'redeem-handler

Proor. We prove that for any environment & and adversary A,
there exists a simulator S such that & cannot distinguish between

the real world execution with IT: and A from the ideal
2pSetupPrcpl

. . i
world execution with 7:2pSetupPGCl and S.

Our simulator S handles the communication with the ideal func-

tionality 7"2i and simulates the behavior of the corrupted
pSetupPrcpl

parties. We analyze the possible corruption scenarios:

Simulator for ﬁlpSetupPrcpl

Case 1: Both U; and Uy honest. S does nothing.

Case 2: Only Ujy1 honest, U; corrupted.

e Atround 7, S intercepts the messages from corrupted U; to Ujq in
the real-world protocol:

~ The proposed principal-lock transaction x| ck-Prepl

- The associated revoke transactions t¢x and

1
revoke-Prcpl
txt
~“revoke-Prm o .
o S verifies if U; provided valid signatures for the revoke transactions.
Then S extracts the proposed state Syer; = (tx{ock_Prcpl.Outs),

1 —
splicing = ¥ Ins[1] and

Ins[1]), and resets the left-proposed state in

. : 5 i
and corresponding triggers (¢r revoke-Prepl

— I . i/
trredeem - txrevoke—Prm

the ideal functionality:
) =

. . o - T i
(sid,pid,reset-left, Sleft’ trsplicing’ trredeem) - 2pSetupPrepl
e Atround 7+ 2, if S receives:
. . - = = .1 +2
(sid, pid, stateTx(S), RvkTxr (S, trsplicing)’ RvkTxg(S, trredeem)) — (}-‘ZipSL‘tup[’GCl
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then S saves these values for future use.
e S observes whether the corrupted U; updates the channel and splicing
handler in the real world: )
- If U; sends (ssidc, UPDATE, y;.id, txiock_Prcpl) to Fchannelss

then S simply replays the same message in the ideal world:
(ssidc, UPDATE, y;.id, stateTx(S)) < Tcnannels

— IfU; updates the splicing handler after successful channel update,
S also replays this action in the ideal world.

— If U; aborts or deviates, S replicates the same behavior in the
ideal world.

Case 3: Only U; honest, Uj4q corrupted.

e Atround 7+ 1, S receives from the ideal functionality:

. i i i T+1 i
(sid, Sy, X[ > tX e g) < f‘zpsclupPrcpl

o In the ideal world, S simulates U; sending the request message to
corrupted Uj41:
i

-
1
rvk-Prcpl? tx

(sid,pid, request-lock-Prepl, y;.id, txi, tx vk-Prm

) = Ui

v
i

i _qi
where txg.Outs = S, ¢ vk-Prm

i
> xrvk—Prcp
tures.
o S observes how corrupted U responds at 7 + 1:
— If Uj4q verifies the transactions and sends a valid approval mes-
sage with signatures for the revoke transactions and the principal
lock transaction, S extracts the right-proposed state and sets:

1 and tx contain U;’s signa-

i

2pSetupPrepl

1 B T+
trredeem )

(sid,pid, reset-right, S]i_, trl

splicing®

— If Ujsq updates the redeem handler in the real world, S ensures
this happens in the ideal world as well.

— If Uj; aborts or sends invalid signatures, S sets:

(sid, pid, reset-right, 1, 1,1) AN
’ ’ T 2pSetupPrepl

Case 4: Both U;, U1 corrupted. S just blocks any inputs to the ideal func-
tionality and directly replays all the messages observed from the real
world within the ideal world.

Indistinguishability Analysis:

We now analyze each case to show that the environment &
cannot distinguish between the real and ideal executions:
Case 1: Both U; and U;.1 honest. Similar to previous proofs, the sim-
ulator does nothing, and the ideal functionality handles all the logic.
The execution follows exactly the same steps as the real-world
protocol, so indistinguishability holds.
Case 2: Only Ujyq honest, U; corrupted. When U; is corrupted, the
simulator S ensures that:

e Atround 7, the left-proposed state in the ideal functionality
exactly matches what the corrupted U; proposes in the real
world.

e Atround 7 + 2, if U; updates the channel in the real world,
S replicates this behavior in the ideal world.

e If U; updates the splicing handler in the real world after
channel update, S ensures the same happens in the ideal
world.

For the honest Uj.1, from &’s perspective, the ideal world’s trace
is indistinguishable from the real world’s trace. Uj41 receives the
same request message, verifies it in the same way, and provides
approval if the state is valid. The revoke transactions and update of
the redeem handler proceed identically in both worlds.

Case 3: Only U; honest, Uj41 corrupted. Similar to the proof for

ZiIJSetupPrm’ when Ui, is corrupted, the simulator S ensures that:
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e Atround r+1, the right-proposed state in the ideal function-
ality reflects the corrupted Uj,1’s response to the proposal.
e The channel update occurs in the ideal world if and only if
Ui+1 approves the proposal in the real world.
o The redeem handler is updated in the ideal world if and
only if Uj41 updates it in the real world.
For the honest Uj, its view in both worlds will be identical: U; sends
a request, and if approved, updates the channel and the splicing
handler.
Case 4: Both U; and Uj11 corrupted. The simulator directly replays
all messages in the ideal world, ensuring the behavior is identical
to the real world.

i _ . i .
Therefore, HZpSetupPGCl GUC-realizes TZpSetupPGCl in the
i i P
{7—~pre11m» ﬁplicing—handler’ 7—:'edeem—handler} hybrld world. o

_ i i
GUC-realizes ?_Zpr Dep

}-hybrid world.

Lemma 7. II

2pRfdDep in the {7_—prelim,

i i
?;plicing—handler’ (}-redeem—handler

Proor. We prove that for any environment & and adversary A,
there exists a simulator S such that & cannot distinguish between
the real world execution with IT! and A from the ideal world

2pRfdDep
. . i
execution with TZpr dDep and S.

Our simulator S handles the communication with the ideal func-

. . i . .
tionality 7';pr dDep and simulates the behavior of the corrupted

parties. We analyze the possible corruption scenarios:

Simulator for T;pr dDep

Case 1: Both U; and U;y; honest. S does nothing.

Case 2: Only U; honest, Uj,1 corrupted.

e Atround 7, S intercepts the messages from corrupted Uj; to U; in
the real-world protocol:

— The proposed deposit refund transaction ¢x*

rfd-Dep
9
- i i 1
The associated revoke transactions txrevoke-Prcpl and
%
txrevoke—Prm

o S verifies if U;,q provided valid signatures for the transactions. Then

S extracts the proposed state Sright = (txifd_Dep.Outs), and corre-

. '_
Ins[1] and £r] ..., =

sponding triggers (fr tx

r — i
splicing "~ ““revoke-Prcpl
’
tx

i,evoke_Prm.Ins[l]), and resets the right-proposed state in the ideal
functionality:

(sid, pid, reset-right, Sright, frr trr

T
splicing” redeem) -

(}_‘leRdecp
(F’leRdecp :

S 4ol
)s RVKTXR (S, 17} geem))

o Atround 7+ 2, if S receives following from
(sid, pid, stateTx(S), RvkTx (S, trsrplicing
then S saves these values for future use.

o S observes whether the corrupted Uy updates the channel and the
handlers in the real world: )

— If Uy sends (ssidc, UPDATE, y;.id, txrl‘fd—Dep) to Fchannelss
then S simply replays the same message in the ideal world:
(ssidc, UPDATE, y;.id, stateTx(S)) — Fchannels

- If Uj41 updates the splicing and redeem handlers after successful
channel update, S also replays these actions in the ideal world.

- If Uj4q aborts or deviates, S replicates the same behavior in the
ideal world.

Case 3: Only Uj41 honest, U; corrupted.




e Atround 7+ 1, S receives from the ideal functionality:

. i i i T+1 i
(sid, NI 2 I txrvk—R) «— 772prdI)ep

o In the ideal world, S simulates U;4; sending the request message to

corrupted U;:
i
(51d pid, request-Rfd-Dep, Vi id, txrfd Dep’t revoke—Prcpl’txrevoke Prm)
— U;
where £x? rfd-Dep .Outs = Sﬁ, and the revoke transactions contain Uj;1’s
signatures.

e S observes how corrupted U; responds at 7 + 1:

- IfU; verifies the transactions and sends a valid approval message
with signature orfl d-Dep for the refund transaction, S extracts
the left-proposed state and sets:

T+1
tr

l c.
(sid, pid, reset-left, Sy, tr redeem) ?;prchp

splicing®
— If U; aborts or sends invalid signatures, S sets:

. . 7+1
(Sld, pld, reset_left’ 4,4, J‘) 2pRfdDep

Case 4: Both U;, Uiy corrupted. S just blocks any inputs to the ideal func-

tionality and directly replays all the messages observed from the real
world within the ideal world.

Indistinguishability Analysis:

We now analyze each case to show that the environment &
cannot distinguish between the real and ideal executions:
Case 1: Both U; and U;,1 honest. Similar to previous proofs, the sim-
ulator does nothing, and the ideal functionality handles all the logic.
The execution follows exactly the same steps as the real-world
protocol, so indistinguishability holds.
Case 2: Only U; honest, Ui41 corrupted. When Ui, is corrupted, the
simulator S ensures that:

e At round 7, the right-proposed state in the ideal function-
ality exactly matches what the corrupted Uj41 proposes in
the real world.

e Atround 7+2, if Ui updates the channel in the real world,
S replicates this behavior in the ideal world.

o If Uj;1 updates the splicing and redeem handlers in the real
world after channel update, S ensures these same actions
occur in the ideal world.

For the honest U;, from &’s perspective, the ideal world’s trace
is indistinguishable from the real world’s trace. U; receives the
same request message, verifies it in the same way, and provides
approval if the state is valid. The transaction verification process
and signature checks proceed identically in both worlds.

Case 3: Only Ujy1 honest, U; corrupted. Similar to previous proofs,
when U; is corrupted, the simulator S ensures that:

e Atround 7 + 1, the left-proposed state in the ideal function-
ality reflects the corrupted U;’s response to the proposal.

o The channel update occurs in the ideal world if and only if
U; approves the proposal in the real world.

For the honest Uj,1, its view in both worlds will be identical: U;j41
sends a request, and if approved, updates the channel and the splic-
ing/redeem handlers.

Case 4: Both U; and Uj.1 corrupted. The simulator directly replays
all messages in the ideal world, ensuring the behavior is identical
to the real world.
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Therefore, II

2pRfdDep GUC-realizes 7"

2pRfdDep in the {7—-prelim,
}-hybrid world. m]

ﬁplicing—handler ‘};edeem-handler

Lemma 8. II GUC-realizes 7‘"

2pSettle in the Fpre1im-hybrid

2pSettle
world.

Proor. We prove that for any environment & and adversary A,
there exists a simulator S such that & cannot distinguish between
the real world execution with IT! and A from the ideal world

2pSettle
execution with 7'2 Settle and S.

Our simulator S handles the communication with the ideal func-
tionality ?_ pSettle and simulates the behavior of the corrupted par-

ties. We analyze the possible corruption scenarios:

Simulator for ‘F;PSE ttle

Case 1: Both U; and U;yy honest. S does nothing.

Case 2: Only Uiy honest, U; corrupted.

e Atround 7, S intercepts the messages from corrupted U; to Ui in
the real-world protocol:

— The proposed settlement transaction ¢x!

e S verifies that z‘xsettle

call. Then 8 extracts the proposed state Sleft = (l‘xsettle
resets the left-proposed state in the ideal functionality:

settle
reflects the balances specified in the setup

Outs) and

(sid,pid, reset-left, Sleft) N ZpSertle

e Atround 7+ 2, if S receives:

- 2
(sid, pid, stateTx(S)) = apSettle

then S checks if the corrupted U; would have updated the channel
state in the real world.

o If the state would have been updated in the real world, S replicates
this behavior in the ideal world:

(SSidc, UPDATE, Yi-ids stateTx(S‘)) - 7:Channels

o If U; aborts or deviates in the real world, S replicates the same behav-
ior in the ideal world.

Case 3: Only U; honest, U1 corrupted.

e Atround 7+ 1, S receives from the ideal functionality:
(sid, S ) (_—_ (F’ZipScﬁlc
e In the ideal world, S simulates U; sending the request message to
corrupted Ujyq:
(sid, pid, request-settle,y;.id, txt

settle
— Qi
where l‘xSettle Outs =S .
o S observes how corrupted Uj,; responds:
- If Uiyt veriﬁes the transaction and sends a valid approval with

signature Usettle’ S sets:

) = Uin

(sid, pid, reset-right, S]’;) I 7ﬂp5€ﬁlc

- If U4 aborts or sends invalid signatures, S sets:

7—1

(sid, pid, reset-right, 1) SALN 2pSettle

Case 4: Both U;, Ujyq corrupted. S just blocks any inputs to the ideal func-
tionality and directly replays all the messages observed from the real
world within the ideal world.

Indistinguishability Analysis:
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We now analyze each case to show that the environment &
cannot distinguish between the real and ideal executions:
Case 1: Both U; and Uj11 honest. Similar to previous proofs, the sim-
ulator does nothing, and the ideal functionality handles all the logic.
The execution follows exactly the same steps as the real-world
protocol, so indistinguishability holds.
Case 2: Only Ujyq honest, U; corrupted. When U; is corrupted, the
simulator S ensures that:

e At round 7, the left-proposed state in the ideal functionality
exactly matches what the corrupted U; proposes in the real
world.

e Atround 7 + 2, if U; updates the channel in the real world,
S replicates this behavior in the ideal world.

For the honest Uj.1, from &’s perspective, the ideal world’s trace
is indistinguishable from the real world’s trace. Uj41 receives the
same settlement request, verifies it in the same way, and provides
approval if the state correctly reflects the agreed balances.

Case 3: Only U; honest, Uj41 corrupted. Similar to previous proofs,

when U1 is corrupted, the simulator S ensures that:

e Atround 7+1, the right-proposed state in the ideal function-
ality reflects the corrupted Uj41’s response to the settlement
proposal.

o The channel update occurs in the ideal world if and only if
Ui+1 approves the proposal in the real world.

For the honest Uj, its view in both worlds will be identical: U; sends
a settlement request, and if approved, updates the channel to the
new balances.
Case 4: Both U; and Uj41 corrupted. The simulator directly replays
all messages in the ideal world, ensuring the behavior is identical
to the real world.

Therefore, HépSettle GUC-realizes 7"2’1) Settle 1D the Fpre1im-hybrid

world. O

Lemma9. I GUC-realizes FL . in the
splicing-launcher splicing-launcher
Forelim-hybrid world.
i _ . i .
Lemma 10. .Hredeem—launcher GUC-realizes 7——redeem—launcher in the
Forelim-hybrid world.
i T i :
Lemma 11'. Hslash-launcher GUC-realizes ﬁlash—launcher in the
Forelim-hybrid world.
i : i :
Lemma 12. Hsplicing-handler GUC-realizes iplicing—handler in the
Fprelim-hybrid world.
Lemma 13. II GUC-realizes F_ in the

redeem-handler redeem-handler

Forelim-hybrid world.

Lemma 9, Lemma 10, Lemma 11, Lemma 12, and Lemma 13 are
trivial to prove, as the protocol and corresponding ideal functional-
ities only consists of a single party. By the honest assumption, the
real-world execution is identical to the ideal world.

For abbreviation, we denote the set of all sub protocols as Fgyp,
including all the 2psetup protocols and the sub-protocols in the
splicing and redeem launcher/handlers.
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H.3 Proof of security and efficiency goals

In this section, we formally prove the main ideal functionality Fzeys
in the {Fpre1im Fsub }-hybrid model achieves the design goals. Here,
we provide the formal definition of the design goals, and then prove
the security of Zeus.

Setup. Given a multi-hop payment denoted by Mcg, where
Mce = (M,s,h). M contains the metadata for the multi-hop
payment, and s is the credential required by the payer, h is the
corresponding commitment.

For the metadata M, M := (U,T,x,Fees,S) where U =
(Uo, Uy, ..., Up, Ups1) is an ordered sequence of n + 2 parties with
payer Uy, payee Up41, and intermediate relays U; through Uj,.
T = (yo, ..., yn) denotes the sequence of payment channels, where
U; establishes channel y; with Ujyq, for i = 0 to n. The payment
amount is x, and Fees = (fi, ..., fn) represents the sequence of relay
fees where f; is the fee charged by intermediary U;. We denote the
on-chain transaction cost as F. S contains all the states of channel,
as defined in Appendix H.1.1. In Zeus, T denotes the timelock for the
principal, while A is the time required for the on-chain transaction
to be confirmed.

Assumptions. Our model follows a synchronous and authenti-
cated communication model, with a PPT adversary A controlling
all but explicitly-specified honest parties.

H.3.1
ance security in Zeus.

Balance security. Here, we give the formal definition of bal-

Definition H.1. (Balance Security) Given a multi-hop payment
McE, we say an ideal functionality Fy pyp achieves balance security:
1) if for any PPT adversary A, the balance of any honest party
Uie[1,n+1] Will not decrease compared with their initial balance;
and 2) if payer Uy and payee U, are honest, Uy pays U; in the
first channel yg only if Up41 gets paid in yy.

Theorem 6 (Zeus achieves balance security). Given a multi-hop
payment Mcg, the main ideal functionality Fz.,s is executed in
the {Fpre1im Fsub}-hybrid world achieves balance security.

Proor. We prove balance security by analyzing all possible
channel states that an honest party might encounter during pro-
tocol execution. For each honest party, we demonstrate that their
total balance across all channels will not decrease below their initial
balance, regardless of adversarial behavior.

For simplicity, we assume all channels have the same initial
balance (Ib,rb), where [b is the left balance and rb is the right
balance for any channel y;e [ |- We use the notation y; — Sk

€ STATE
to denote that channel y; is in state St When the on-chain

splicing-redemption happens, the relaysSZ:LEoptimistically revokes
its locked funds off-chain. So we omit the cost of revocation in our
analysis.

We first shows that if payer and payee are honest, payer pays
relay Uj in channel yy iff payee receives the payment x. In Fzeys,
if Up and Uy41 are honest, Uy settles yp to Paid iff Up4q ensures y,
is in the Refunded-Dep state. Once the Refunded-Dep state times
out, it is equivalent to the Paid state (in both states, the payee
has a new balance of rb + x). If y,, never enters the Refunded-Dep
state, the honest payer Uy will never settle yy to Paid, and the
splicing-redemption process will revoke all off-chain payments.



We then analyze balance security for the other three parties: hon-
est first relay Uy, honest intermediate relays Ui |3 ,], and honest
payee Up41 under different cases.

Case 1: Honest first relay U;. We analyze all possible state combi-
nations of yg and yi:

o Idle states: yp — S(I)DLE and y; — S%DLE.
In this case, the balance of U; remains unchanged at [b +rb.

e Spliced first channel: yy — SgPLICED and y; — S%DLE.
When yj is in state S(S)PLICED, as defined in Appendix H.1.1,
Uy still has its original balance rb. Combined with balance
Ib from y1, U;’s total balance remains Ib + rb.

e Spliced first channel with payer’s deposit locked in

second channel: yy — SgPLICED and y; — SEOCKED_DEP.
1

If y1 settles in state S|y gp_p ep after yy is spliced, the ideal

functionality ¥, ensures U; can revoke its locked deposit
: 1 1

Dep; through transaction RVkTXL(SLOCKED—Dep’ trsplicing).

This is guaranteed by the temporal constraints enforced by

Fl and which ensures Uy has

splicing-launcher s;licing—handler’
sufficient time (t.jys. + A) to perform this revocation after
splicing. Thus, U;’s balance remains [b + rb.
o First channel spliced while premium locked in second:
Yo — SgPLICED and y1 = Sloepprn
Similar to the previous case, Uj can revoke its locked deposit

1 . . P .
through ‘}-splicing—han dley While maintaining its balance of
Ib+rb.

o First channel spliced while principal locked in sec-
. 0 1
ondk: yo — Sqp| 1cgp and y1 — SLocKED-Prpl”
Similar to the previous case, U; can revoke its locked de-

. 1 . . .. .
posit through F_ plicing-handler while maintaining its balance
of Ib +rb.

o First channel spliced while deposit refunded in sec-
. 0 1
ond: yo — Sqp| 1cgp and y1 — SREFUNDED-Dep"
Similar to the previous case, U1 maintains its balance of at
lease Ib + rb. If payee fails to revoke its premium in-time,
U; will get an extra payoff of Prm; = fy + fi in channel y;.
e Paid first channel while deposit refunded in second:
0 1
Y0 = Sparp and ¥1 — SperinpEp-pep-
When y reaches state Sg 100 Ul ’s balance in yj increases to

rb+x+ 3", fi by definition. In y; with state SFIZEFUNDED-Dep’
Ur’s balance becomes [b — Prcpl + Prm;. Substituting

Prepl =x+ XL, fiand Prmy = fy + fi, we get:
n n
b= (x+ > )+ (fh+f)=lb-x=>f
i=1 i=2
Therefore, U;’s total balance becomes:
n n
(rb+x+ > )+ (Ub=x= > fiy=Ib+rb+fi
i=1 i=2

This exceeds the initial balance by fi, achieving balance
security.

o Both channels in paid state: yy — S(P)AID andy; — SFI,AID.
In this optimal case, U; securely earns its relay fee fi, and
its total balance increases to Ib + rb + fi.
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Therefore, Zeus achieves balance security for honest relay U; in
all possible channel state combinations.

Case 2: Honest intermediate relays Ujc[,,). We analyze all pos-
sible state combinations of y;—; and y;, considering both on-chain
and off-chain scenarios:

o Idle states: y;—; — S}'BEE and y; — SiDLE.

In this baseline case, U; maintains its initial balance of [b +

rb.

o Left channel with deposit locked, right channel idle:

Yi-1— Sll_BéKED-Dep and y; — Spp -

This analysis has two subcases:

— If yo is not spliced before time T (optimistic case): U;’s
balance in y;—1 increases by Dep;_; when the timelock
expires, while balance in y; remains [b. Total balance
increases to [b +rb + Dep;_1.

— If yo is spliced before T (dispute case): The splicing
trigger activates ; Iilcing—han dlep &llowing U to revoke
any locked funds in y;—; through RvkTx;. Balance
remains [b + rb.

e Both channels with deposit locked: y;_; — Si~!

) LOCKED-Dep
1

LOCKED-Dep*

This analysis has two subcases:

— Without splicing: U;’s balance in y;_; increases by
Dep;_; while decreasing in y; by Dep;. By protocol
design (as specified in 7_—21135€tupDep)’ Dep;_1 — Dep; =
Crelay > 0, ensuring total balance doesn’t decrease.

— With splicing: The ideal functionality ¥ licing-handl

splicing-handler

allows Uj to recover its locked deposit in y;, so balance

is at least [b + rb. If its left relay U;_; fails to revoke its

locked funds in y;—1, U; get a bonus of Dep;_; in yj—1.

e Left channel with deposit locked, right channel

With premium locked: y;—; — Sll_aéKED—DeP and y; —

S\ ockep-prm-

This analysis has two subcases:

— Without splicing: U; gains Dep;_; in y;—1 and Prm; in

¥i- So total balance increases to [b +rb + cpelay +Prm;.

— With splicing: U; can revoke its deposit in y; through

g , while maintaining balance in y;_;. If

andy; — S

7_slplicing—handler
redemption doesn’t occur, U; also retains Prm;. So the
balance of Uj is at least Ib + rb.
e Both channels with premium locks:y;_; — S
and yi = S{ocep-prn-
This analysis has three subcases:
— Without splicing: U;’s balance changes by (Prm; —
Prm;—1) + (Dep;_; — Dep;). By protocol design in
i we have Prm; —Prm;_; = f; and Dep;_; —

i-1
LOCKED-Prm

1
7__2pSetupP1rm’
Dep; = Crelay, ensuring non-negative change.

— With splicing but no redemption: U; can recover de-
posit in y; and retain premium Prm;, increasing balance
by fi.

— With splicing and redemption: Both deposit and pre-
mium are revoked, maintaining original balance (Ib +
rb).

42



Zeus: Defending against Fee Stealing and Griefing Attacks in Multi-Hop Payments

e Left channel with principal, right with premium:

. . 1
Yi-1 = § and yi — S} ookep-prm

IigéKED—Prcpl
This analysis has three subcases:

— Without splicing: U; gains additional principal Prcpl
compared to the previous "Both channels with pre-
mium locks, no splicing"case, increasing balance fur-
ther.

— With splicing but no redemption: U; can revoke prin-
cipal in y;, with a balance of at least (Ib +rb + f;).

- With splicing and redemption: All locked funds are
revoked, maintaining initial balance.

e Both channels with principal locks: y;_;
Sll_aéKED—Prcpl and y; — Sll_OCKED—Prcpl'
This analysis has three subcases:

— Without splicing: Prcpl is identical in both channels
by design, so total balance remains (Ib+rb+crelay + fi)-

— With splicing: U; can revoke principal in both
channels through RvkTx; transactions facilitated by
7:slpIilcing-handler and 7——s;)licing—launcher’ maintaining bal-
ance of (Ib+rb + f;)

- With splicing and redemption: All locked funds are
revoked, maintaining initial balance.

e Left channel with principal, right with deposit refund:
Yi-1 = Sll_aéKED-Prcpl and yi = Sgernpep-pep-
This analysis has three subcases:

— Without splicing: Compare with "Both channels with
principal locks, no splicing" case, U; has a better payoff,
as its pay less in channel ;.

— With splicing and no redemption: U; can revoke prin-
cipal in y;_1 through RvkTxy, while retaining the de-
posit refund in y;.

— With splicing and redemption: All locked funds are
revoked, maintaining initial balance.

e Both channels with deposit refunds: y;_;
Sl;EI}UNDED—Dep and y; — SFIQEFUNDED—Dep'
In this state, U;’s balance in y;—1 is Ib — Prcpl + Prm;_1,
and in y; it’s b — Prm; + Dep;. By protocol design, Prm;_1 >
Prcpl and Dep; > Prm;, ensuring total balance doesn’t
decrease. This holds regardless of whether splicing or re-
demption occurs.

e Left channel paid, right with deposit refund: y;_; —
Spatp and yi — SREFUNDED-Dep
When y;—1 — S;,;IID, U;’s balance becomes rb + Prcpl —
Prmj_; =rb+x+ Z;‘:ifj, In y;, the balance is Ib — Prcpl +
Prm; = 1b—x — Z;.’:Hl fj- Therefore, total balance is Ib +
rb + f;, which exceeds the initial amount. This remains true
regardless of splicing activity since y;_1 has already settled.

e Both channels paid: y;—1 — Sé;IlD and y; — SéAID

In this optimal case, U; securely earns relay fee f;, with

total balance increasing to Ib + rb + f;.

—

—

Therefore, Zeus achieves balance security for all honest relays
Uie[2,n] across all possible channel state combinations.

Case 3: Honest payee Up.1. We analyze the payee’s balance secu-
rity:
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e Without splicing: For all possible states of channel y,
without splicing, the balance of Uy+1 never decreases below
rb. In optimal case (yn — S7,1p), the balance increases to
rb+x.

o With splicing;: If yy is spliced, the payee Uy41 can redeem
the payment on-chain through 77, = and obtain

the payment amount x, while successfully revoking all off-
chain locked funds. The timing guarantees provided by
FZeus ensure Up1 has sufficient time to complete this re-
demption within ., + A after splicing.

Through this comprehensive analysis of all possible channel
states and transitions, we have demonstrated that Zeus achieves
balance security for all honest parties under any adversarial behav-
ior. O

H.3.2 Correctness.

Definition H.2. Given a multi-hop payment Mcg, we say a MHP
ideal functionality Fpspp achieves correctness if the final state of
all channels will be in the Paid state when all parties are honest.

Theorem 7 (Zeus achieves correctness). Given a multi-hop pay-
ment Mcg, if the ideal functionality Fz.,s is executed in the
{Forelim Fsub}-hybrid model, then ¥z, achieves correctness.

The proof of this theorem is straightforward, when every party
honest, all channel will be in the Paid state.

H.3.3  Coin availability.

Definition H.3. Given a multi-hop payment Mcg, we say a ideal
functionality Fpp achieves coin availability if for any corrupted
PPT A, the locked funds issued from honest U; will not be locked
forever.

Theorem 8 (Zeus achieves coin availability). Given a multi-hop
payment Mcg, if the ideal functionality F ;s is executed in the
{Forelim Fsub}-hybrid model, then ¥z, achieves coin availability.

This theorem is straightforward, by examining all possible states
listed in Appendix H.1.1 as the locked funds in any channel will be
released after a limited timelock. The timelock is irrelevant with
the length of payment path, so no funds will be locked forever.

H.3.4  Fee security. Here, we provide the formal definition of fee
security for a MHP ideal functionality. We demonstrate that our
main ideal functionality ¥z, achieves fee security.

Definition H.4 (Fee Security). Given a multi-hop payment Mcg,
we say an ideal functionality Fyyp satisfies fee security if for any
honest relay U; (i € [1, n]), in the presence of a PPT adversary A
controlling all other parties, the following guarantee holds: if the
payee Up41 receives the payment with the amount x off-chain, then
U; must receive its corresponding relay fee f; if it has provided
liquidity (locked funds) during the protocol execution.

Theorem 9 (Zeus achieves fee security). Given a multi-hop pay-
ment Mcg, if the ideal functionality ¥, is executed in the
{Fore1im Fsub}-hybrid model, then Fz.,; achieves fee security.

Proor. We analyze three distinct cases to demonstrate that Zeus
achieves fee security as defined in Definition H.4. For each case,
we show that when the payee receives the payment x off-chain,



any honest relay U; that has provided liquidity must receive its
corresponding fee f;.

Case 1: No on-chain process occurs. For an honest relay U;, we
show that if the payee receives the payment off-chain, relay U; will
receive its corresponding relay fee f;. Recall the proof of balance
security (Appendix H.3.1), where we analyzed the balance of any
honest relay U; under all possible conditions. We observe that once
U; locks the payer’s deposit off-chain, it can achieve one of the
following payoft states:

® b+ rb + crelay: This occurs when the protocol aborts dur-
ing the premium-lock phase. Here, U; has only locked the
payer’s deposit, with amount Dep; = cpayee + (7 — i)Crelay-
As demonstrated in Appendix C.2, the value of crelay is suf-
ficient to compensate for the relay cost associated with the
locked Dep;.

o Ib+rb+crelay + fit This occurs when the protocol aborts dur-
ing the deposit-refund phase. In this scenario, U; receives a
payoft of crelay + fi, which adequately covers the liquidity
cost of both the locked principal and the payer’s deposit.

e [b+rb+ f;: This represents either successful payment com-
pletion or protocol abortion during the settlement phase.
In either case, relay U; receives its designated relay fee f;,
satisfying the fee security requirement.

Case 2: Splicing transaction finalizes on-chain before timeout T.
Based on our analysis in Appendix H.3.1, an honest relay U; can
achieve one of the following payoffs:

o [b + rb: This occurs when the off-chain protocol aborts be-
fore Uj41 locks the premium, and the splicing transaction is
finalized. Although U; receives no additional compensation
in this scenario, the payer has chosen to settle the payment
directly on-chain rather than through the relay network.
Therefore, the fee security property is not violated since U;
did not contribute to the successful payment routing.

e [b+rb+ f;: This occurs when the premium is successfully
locked in y;. In this case, relay U; receives its fee f; as re-
quired by the fee security definition.

In both subcases, the fee security guarantee is maintained: either
U; did not contribute to payment routing (no premium locked) or
it receives its fee f;.

Case 3: Splicing transaction finalizes on-chain before T, with payee
redemption on-chain before T + A. In this final scenario, if all neigh-
bors of the honest relay U; behave rationally, U; may achieve a
zero additional payoff (receiving only its initial balance Ib + rb).
However, this does not violate fee security because the payment
is settled directly on-chain rather than through the off-chain re-
lay path. Since Definition H.4 specifically addresses fee security
when "the payee Uy41 receives the payment with the amount x
off-chain," this on-chain settlement case falls outside the scope of
the guarantee.

Across all three cases, we have demonstrated that whenever
the payee receives the payment off-chain, any honest relay that
has provided liquidity during protocol execution receives its cor-
responding fee, thereby satisfying the fee security requirement as
defined in Definition H.4. O
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H.3.5 Griefing resistance against cost-sensitive adversaries. In this
part, we prove that our ideal functionality ¥, achieves griefing
resistance against cost-sensitive adversaries defined in Section 2,
which requires that the cost incurred by an adversary to conduct
a griefing attack exceeds the financial damage inflicted on honest
parties.

Theorem 10 (Zeus achieves griefing resistance against cost-sen-
sitive adversaries). Given a multi-hop payment Mcg, if the ideal
functionality ¥z, is executed in the {Fpre1im Fsub }-hybrid model,
then Fz.ys achieves griefing resistance against 1-cost-sensitive ad-
versaries.

Proor. We demonstrate that ¥z, satisfies Theorem 10 by
showing that for any possible PPT adversary A controlling S4,
the griefing damage (liquidity cost imposed on honest parties due
to locked funds) is strictly less than the griefing cost (minimum
transaction costs incurred by the adversary to execute the attack).

Let us denote by F the cost of executing a standard (1 input, 1 out-
put) Bitcoin transaction, f the relay fee charged by each party, r the
time-value interest rate for locked Bitcoin, T the principal timelock
duration, and A the confirmation time for on-chain transactions.
We analyze all possible adversarial collusion patterns:

Case 1: Corrupted payer Uy. We consider two attack strategies:

o Attack 1: Abort after premium-lock phase. If Uy aborts the
protocol after the premium-lock phase. If the splicing re-
vocation does not occur before time T, each honest relay
Uje[1,n] Teceive a compensation of crelay + fi. If splicing oc-
curs, the adversary Uy incurs a transaction cost of at least F.
The total liquidity cost (griefing damage) for honest parties
(GDl) is:

n(n+1)
2

n(n+1
gcrela},) T+ (nﬁ) +

f) (T+A)

r- [(ncpayee +

Using the configuration parameters specified in Appendix
C.2, even in the worst-case scenario with T = 2 hours and
A = 1 hour, GD; < 0.01 USD, which is significantly less
than the adversary’s griefing cost of F =~ 0.3 USD.

e Attack 2: Revoke payment after reaching refunded-deposit
state. If the payer attempts to revoke an off-chain payment
after all channels have reached the refunded-deposit state,
the liquidity cost (GD3) is:

(nx + nfy + n2f)(T) + (nﬁ)+ @f) (T+A)

For a rational payment system, the total relay fees must

satisfy nf < F, as otherwise direct on-chain payments

would be more economical. With a standard fee rate of

fr =0.01%, we can rewrite the payment amount as x = 77

yielding:

n(n+1)
2

GD2:r~[(ﬂc+nf0+n2f)(T)+(nf0+ f)(T+A)]

fr
<r- [(fir +2nF) T+ (nF+(n+1)F/2)(T+A)

~ 0.23F < F
Thus, the griefing cost exceeds the griefing damage.



Zeus: Defending against Fee Stealing and Griefing Attacks in Multi-Hop Payments

Case 2: Corrupted payee Up11. Upyq has two griefing strategy: 1)
grief multiple payer’s deposit while burning its on-chain stake by
aborting Zeus once after payer’s deposit fully locked; 2) griefing the
whole principal by aborting after the lock-principal phase when
locked funds reach their maximum, forcing the honest payer to
splice yp, and then redeeming it. For the first strategy, Appendix C.2
in the manuscript have shown that given a small payer’s deposit,
we can reduce the griefing factor lower than one. Now we focus
on the second strategy, where adversary incurs a griefing cost of at
least F, and the griefing damage (GD3) is:

re | (n(x+ Cpayee) + nz(f + crelay))(T) + (”ﬁ) + @f) (T+ A)]

Under the same assumption that nf < 2F, this griefing damage
is approximately 0.25 USD, which remains less than the griefing
cost of F.

Case 3: Corrupted payer Uy and payee Uy11. With both endpoints
corrupted, the griefing damage remains the same as in Case 2:

GD4 = GDs3

However, the adversary now incurs a significantly higher griefing
cost of at least 2F, as both corrupted endpoints must place on-
chain transactions to execute the attack. Therefore, the griefing
cost exceeds the griefing damage.

Case 4: Corrupted payer Uy with some relays. This case is similar
to Case 1, where the griefing cost remains F, but the griefing damage
decreases since liquidity provided by corrupted relays is excluded
from the damage calculation. Thus, the griefing cost exceeds the

griefing damage.

Case 5: Corrupted payee Up11 with some relays. Similar to Case 2,
the griefing cost is F, but the griefing damage decreases due to the
exclusion of corrupted relays’ liquidity from the damage calculation.
Therefore, the griefing cost exceeds the griefing damage.

Case 6: Corrupted payer Uy, payee Up+1, and some relays. This
case combines the characteristics of Case 3 and Cases 4-5. The
griefing cost remains at least 2F due to the necessary on-chain
transactions, while the griefing damage is reduced compared to
Case 3. Therefore, the griefing cost strictly exceeds the griefing
damage.

For all possible adversarial coalitions defined in Section 2, we
have demonstrated that the griefing cost consistently exceeds the
griefing damage. Therefore, the ideal functionality ¥z, achieves
the griefing resistance property. O

H.3.6 Constant collateral.

Definition H.5. Given a multi-hop payment Mcg, we say an ideal
functionality Fpgp achieves constant collateral if the locked funds
in any channel y;c[q ] have constant timelocks, independent of
the payment path length n.

Theorem 11 (Zeus achieves constant collateral). Given a multi-
hop payment Mcg, if the ideal functionality F,; is executed in
the {Fpre1im Fsub}-hybrid model, then ¥z, achieves constant
collateral.

Similar to the coin availability, the theorem is straightforward,
ranging all funds locked in any possible state, the timelock is
bounded and irrelevant with the length of payment path, so no
funds will be locked forever.

H.3.7 Credential exchange support.

Definition H.6 (Credential exchange support). Given a multi-
hop payment Mcg := M, s, h, we say an ideal functionality Fzeys
achieves credential exchange if:
e Honest payer Uy pays x iff it receives credential s from
payee Upy1.
e Honest payee U, gives credential s iff it receives payment
x from payer Up.

Theorem 12 (Zeus achieves credential exchange). Given a multi-
hop payment Mcg, if the ideal functionality ¥z, is executed in
the {Fpre1im Fsub}-hybrid model, then Fz,s achieves credential
exchange.

ProoF. We prove credential exchange by analyzing two cases:
honest payer and honest payee.

Case 1: Honest payer Uy. We demonstrate that Uy pays x if and
only if it receives credential s from payee Up41. According to Fzeys
and the sub-functionality Fplicing-launcher:

e If U receives credential s: This occurs only when the
protocol successfully reaches the settlement phase, allowing
Uy to update channel yp to the PAID state. In this state, the
payer transfers amount x to the first relay.

e If Uj does not receive credential s by round T —2t.;,s, —
A: The payer will splice channel yp, revoking all off-chain
payments. In this case, Uy can offer the payment directly
on-chain through the HTLC mechanism, which guarantees
Up pays x if and only if it receives s.

Case 2: Honest payee Up41. We prove that Uy,1 gives credential
s if and only if it receives payment x. According to ¥z, the payee
Up+1 reveals the secret s only in two scenarios:

e Off-chain settlement: When channel y, reaches the
REFUNDED-Dep state. We can verify that in all possible res-
olution paths of this state:

— If channel y, times out in REFUNDED-Dep state, Up+1
receives amount x.

— If channel y, further settles to PAID state, U, receives
amount x.

— If splicing occurs before the timeout, Uy41 can submit
a redemption transaction with credential s on-chain,
receiving amount x.

e On-chain settlement: When the splicing transaction fi-
nalizes in Frpanners before time T, the payee reveals s only
during the redemption transaction, which guarantees re-
ceipt of amount x on-chain.

In both cases, the honest payee reveals credential s if and only if
it receives payment x, either off-chain or on-chain.

Therefore, ¥, achieves credential exchange as defined in Def-
inition H.6. ]
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