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Abstract—Smart grid has improved the security, efficiency
of the power system and balanced the supply and demand by
intelligent management, which enhanced stability and reliability
of power grid. The key point to achieve them is real-time data
and consume data sharing by using fine-grained policies. But
it will bring the leakage of the privacy of the users and losing
of control over data for data owners. The reported solutions
can not give the best trade-off among the privacy protection,
control over the data shared and confidentiality. In addition, they
can not solve the problems of large computation overhead and
dynamic management such as users’ revocation. This paper aims
at these problems and proposes a decentralized attribute-based
data sharing scheme. The proposed scheme ensures the secure
sharing of data while removing the central authority and hiding
user’s identity information. It uses attribute-based signcryption
(ABSC) to achieve data confidentiality and authentication. Under
this model, attribute-based encryption gives the access policies for
users and keeps the data confidentiality, and the attribute-based
signature is used for authentication of the primary ciphertext-
integrity. It is more efficient than ”encrypt and then sign” or ”sign
and then encrypt”. In addition, the proposed scheme enables
user’s revocation and public verifiability. Under the random
oracle model, the security and the unforgeability against adaptive
chosen message attack are demonstrated.

Index Terms—Attribute based signcryption,Decentralized at-
tribute based encryption,Smart grid

I. INTRODUCTION

With the rapid development of science and technology,
smart grid emerges as the times require. It meets electricity
demand and uses information networks to integrate power.
The difference between the smart grid and the traditional
power grid is that it breaks the form of one-way information
exchange and realizes the two-way information exchange
between users and power companies. The realization of this
two-way information flow enables the power supply company
to generate power in real time according to user requirements
and power requests, and enables users to collect and analyze
the power consumption data in the residential building in real
time according to the smart meter. Smart grid is divided into
power flow and information flow [11, 12]. After the power is
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generated, it is distributed by the substation for use by house-
hold appliances. The general structure of a smart grid consists
of six parts: bulk generation, transmission, distribution, users,
control center (CC), and market. CC is the core of the smart
grid, which collects the user’s electricity consumption by smart
meter. This collected data can help the market efficiently
distribute electricity. What we need to note is that the data on
user electricity consumption has economic value in the market
because it can predict future consumption conditions. The
information of power generation, power transmission, power
distribution and power consumption is sent to the cloud server,
which faces some risks, such as the disclosure of privacy and
the authentication of legal users.

The privacy and security of users in information networks is
something we should focus on. The schemes of [13], [16] and
other schemes have proposed attribute-based access control in
the smart grid. Hur et.al [9] strengthens security by hiding
access policies. All of the above schemes are managed by
a single center, which runs the risk of being overburdened
and overpowered. Liu et.al [10] added attribute revocation
in smart grid to achieve multiauthority based attribute based
encryption so that the scheme is more flexible. In the same
way, Decentralized attribute based encryption is added in smart
grid in order to avoid key escrow problem in a single auhtority,
which was introduced by Ruj et al [12]. In the meanwhile,
the scheme of identity based signcryption was introduced by
Alharbi et al [14] to achieve privacy-preserving in smart grid.
In addition, the schemes of [21]-[24] use different methods
to achieve privacy protection. However, these schemes do not
achieve unforgeability while achieving large attribute domains
and efficient revocation.

A. Our Contributions

In response to the above problems, our paper proposes
efficient decentralized attribute-based signcryption scheme for
secure data sharing that supports revocation and large attribute
sets. In this scheme, The user generates private key for himself.
The authority generates private key for the cloud server, and
the data owner generates the signing public and private keys
for the attributes sets, and generates ciphertexts. Only when
the users’ attributes sets satisfy the signcryption policy, the
cloud server could verify successfully and partially decrypt
the ciphertext for users. When users are to be revoked, the



cloud server only needs to delete the cloud server’s private
keys corresponding to users. The main features of the scheme
are as follows.

1. High efficiency: In the signcryption phase, massive
calculation arrangements to third parties, which alleviates the
computational burden of RTU. In the unsigncryption phase,
the user’s decryption overhead is only an exponential operation
and a bilinear pairing operation, regardless of the number of
attributes and the complexity of the access strategy.

2. Large universe: The attribute in the scheme can be any
string, and the length of the public key is independent of the
number of attributes of the system.

3. Public verification: In our scheme, when the user
downloads the ciphertext on the cloud server, the user’s
identity needs to be verified. During the verification process,
any third party can perform it, which will reduce the users
computational burden.

4. Revocable: When the user is revoked, even if the user’s
attributes meet the access policy, the user cannot decrypt any
ciphertext.

II. RELATED WORK

A. Multiauthority attribute based encryption

Attribute based encryption(ABE) which is also known as
fuzzy identity-based encryption[1], not only protects data
security, but also enables fine-grained access control. ABE
is mainly divided into two parts, namely ciphertext-policy
ABE(CP-ABE)[3] and key-policy ABE(KP-ABE)[2]. In CP-
ABE, the data owner defines an access policy for the attribute
set, and then encrypts the data according to the corresponding
attribute public key. The access structure is embedded in
the ciphertext, and users’ private keys are generated by their
attributes. If the user’s attributes set satisfies the access policy
defined by the data owner, the user can decrypt the ciphertext.
However, KP-ABE, its access policy is contrary to CP-ABE.
The above solutions posses a single authority to manage all the
private keys generated by single auhtority, which may cause
key escrow problem.

To solve the key escrow problem mentioned above, Chase[4]
introduced multiauthority attribute based encryption. It has
multiple authorities to manage disjoint sets of attributes and
to generate private keys for different attributes respectively.
It includes a trusted central authority. In 2011, Waters et.al
[19] proposed multi-authority attribute-based encryption which
consists of multiple attributes authorities to take the workload
together. In 2017, Zhang et al [20] present a scheme which
supports large universe and efficient revocation in multiauthor-
ity attribute based encryption. However, these schemes do not
achieve ciphertext unforgeability. In the meanwhile, any string
can be new attribute to be added.

B. Attribute based signcryption

The concept of attribute based signcryption(ABSC) was
firstly introduced by Zheng et al [21], which combines en-
cryption and digital signatures. The advantages of ABSC
include much less communication overhead than encryption

and signing steps, and ABSC can achieve confidentiality and
authenticity. Gagn et al. [23] proposed an ABSC scheme
in 2010 which contains a threshold access policy. Among
them, users choose their access structure in the setup phase.
However, in 2013, wang et al proves that Zheng et al’s scheme
is not secure. In 2011, Wang et al [24] proposed a ciphertext
strategy and a predicate ABSC scheme based on bilinear
pairs. Its efficiency is much higher than the combination
of ciphertext policy attribute based signature (CP-ABS) and
CP-ABE. In 2012, Emura et al [24] introduced a dynamic
CP-ABSC scheme, which achieves the signing access policy
updating when users’ signing keys are not re-sending. Imme-
diately, the scheme of fuzzy attribute-based signcryption[31]
was proposed to achieve data encryption, access control and
signature. ABSC was added in personal health records to
protect users’ privacy in [6], [27], [28] and [29]. In [29],
this scheme combines with cuckoo filter. In [27], Huang et
al present ABSC with non-monotonic access structure, and
Rao et al [28] proposed ABSC realizing expressive access
structures. In 2014, ABSC was introduced and achieved strong
unforgeability. the scheme of Xu et al [30] used ABSC to
achieve secure data’s access control.

III. PRELIMINARIES

A. Bilinear Groups

Define G0 and GT as two cyclic groups whose prime order
is p. g is a generator of G0. Let e be a bilinear map such that
e: G0 ×G0 → GT . The map’s properties has three aspects:

1. Bilinearity: For all g1, g2 ∈ G and u, v ∈ Zp, e(gu1 , g
v
2) =

e(g1, g2)uv;
2. Non-degeneracy: e(g, g) 6= 1;
3. Computability: For all g1, g2 ∈ G, there is an effective

algorithm to compute e(g1, g2).

B. Linear Secret-sharing Scheme (LSSS)

A linear secret scheme
∐

is linear over Zp if
1. The shares of a secret s ∈ Zp corresponding to attributes

can comprise a vector over Zp.
2. For every access structure of the property set, there is

a matrix and functions.This function maps the line number
of the matrix to the property. The specific definition refers to
[30].

C. Decisional q-parallel bilinear diffe-hellman exponent(q-
PBDHE) assumption

The q-DBPBDHE problem in group G is described below:
Randomly select a, s, b1, b2, · · · , bq ∈ Z∗p ,

D = (p, g,G, e, gs, {ga
i

}i∈[2q],i6=q+1, {gbja
i

}(i,j)∈[2q,q],i6=q+1,

{g
s
bi }i∈[q], {g

saibj
b
j
′ }(i,j,j′ )∈[q+1,q,q],j 6=j′ ).

Distinguish between e(g, g)sa
q+1

and R which is random
element in G. when

| Pr[A(D, e(g, g)sa
q+1

) = 0] | − | Pr[A(D,R) = 0] |≥ E ,



the advantage of the algorithm A to solve the q −
DBPBDHE problem is E . If the advantage of any polyno-
mial time algorithm to solve the problem of q−DBPBDHE
is negligible, then the hypothesis of q −DBPBDHE holds
in G.

D. Zero-knowledge Proof

The zero-knowledge proof protocol is essentially an agree-
ment involving two or more parties. The prover proves to
the verifier and convinces him that he knows or possesses
a certain message, but does not disclose any information
about the proven to the verifier during the certification process
information.

IV. OVERVIEW

Following is an overview of the proposed scheme.

A. System Model

In this section, we give the core building of our scheme, as
shown in Fig.2. There are cloud server, attribute authorities,
RTU, user. Their roles are as follows.

(1) Attribute authority(AA): Every attribute authority in-
dependently manages its own attribute universe and sets up its
own public key and secret key. It is responsible for generating
cloud server private key and the signing secret key. It is worth
noting that at least one attribute authority is credible.

(2) RTU: It is an trusted entity that owns data and would
like to share data by outsourcing them to cloud server. RTU
defines two intended access policies over attributes. The mes-
sage is signcrypted using encryption access policy and signing
access policy. Finally, RTU sends the confidential information
to cloud server.

(3) User(U): Each user owns a unique global identify in
the system, and possesses a set of attributes. Then U uses
the above information to generate public key and decryption
secret key. U downloads the ciphertext from the cloud and
unsigncrypt it.

(4) Semitrusted cloud server(C): A cloud server is in
charge of storing and verifying those encrypted data from
RTUs. The cloud server verifies user’s authorization, and then
decrypts part of the ciphertext using the cloud server private
key obtained from the attribute authorities. We assume that
it is curious but honest, namely, it will honestly perform the
valid assignments, but will attempt to learn information about
the outsourced data as much as possible.

B. Detail of the framework

Our scheme consists of the following algorithms.
GlobalSetup(λ): Take security parameter λ as input, this

algorithm outputs global public parameters of the system.
AuthoritySetup(GP)→ {PKθ, SKθ}: Every attribute au-

thority generates public and private keys for itself by using
global public parameters.

UserKeyGen(GP,id)→{UPKid, USKid}: U generates the
public key and private key for himself.

CSKeyGen(GP, {SKθ}, cert(id), UPKid, S) →
CSKid,S : Input GP, {SKθ}, UPKid, user’s identity

Fig. 1. System Model

certificate cert(id) and the user’s attribute set S, output the
cloud server private key CSKid,S for the user. The algorithm
is executed by attribute authorities and CSKid,S is sent
to the cloud server in a secret channel. Finally, an array
{cert(id), CSKid,S} is added to KT , the list of cloud secret
keys.

SignKeyGen(PK)→ SKs: This algorithm which is exe-
cuted by RTU takes attribute authorities public keys PK to
generate RTU’s signing secret keys SKs.

Signcrypt: There are two algorithms in the following steps.
(1).OS.Encrypt(GP,{PKθ}, SKs,We,Ws) → CT1: Input

GP, attribute authorities public keys {PKθ}, RTU’s signing
secret key SKs, message M and encryption access policy We

to generate ciphertext CT1. This algorithm is executed by the
third party and CT1 is sent to RTU.

(2).RTU.Encrypt(GP,CT1,Ws,m) → CT : This algorith-
m is executed by RTU, input GP, CT1, the message m, and
the signing policy Ws, output the ciphertext CT and upload
it to the cloud server.

Unsigncrypt: There are two algorithms.
(1).Cloud.Decrypt(CT, cert(id), CSKid,S , UPKid) →

CTid/⊥: Given ciphertext CT , user’s identity certification
cert(id), the cloud server secret key CSKid,S , user’s public
key UPKid. If the user is valid, the cloud server verifies
successfully and sends transformed ciphertext CTid to user.
Otherwise, the user gets nothing.

(2).User.Decrypt(CTid, USK) → m: The user U obtains
m by CTid and USK.

C. Security Model

Initializaion: The adversary A sends challenge signature
access structure W ∗s to challenger C.

Setup: C sends the public parameters PK to A and keeps
private keys secret.

Query1: A issues query in polynomial time.
(a) Signing queries: Choose the signing attribute set As /∈

W ∗s , C performs the corresponding algorithm and returns the
signing private keys SKAs to A.



(b) Decryption queries: Choose decryption attribute set
Ad. C performs the corresponding algorithm and returns
private keys SKAd to A.

(c) Signcrypt queries: For the message m, the signing
attribute set As, the decryption attribute set Ad, the encryption
access policy We and the signing access policy Ws, C performs
the Signcrypt algorithm to generate the ciphertext CT returns
to A.

Unsigncrypt queries: Given a query on the ciphertext CT ,
the decryption attribute set Ad, the signing attribute set As, C
sends message m that is generated by C to A.

Challenge: After querying, A outputs two equal messages
m0,m1 and the decryption access policy W ∗e . C chooses θ ∈
{0, 1} at random and generates the ciphertext CT ∗. CT ∗ is
acted as the challenge ciphertext.

Phase 2: A adaptively makes queries as in Phase 1 except
As /∈W ∗s .

Guess: A outputs a guess θ
′ ∈ {0, 1}. If θ

′
= θ, A wins

the game, and its advantage is Adv =| Pr[θ′ = θ]− 1
2 |.

Definition: This scheme is unforged against adaptive chosen
message attack, if there is a non-negligible advantage for
adversary who loses the following game with polynomial time.

V. CONSTRUCTION

In our scheme, the function δ(·) = T (ρ(·)) maps the row
of a matrix to an attribute authority because T : U → Uθ
maps an attribute i ∈ U to the attribute authority θ ∈ Uθ that
manages attribute i.

GlobalSetup(λ): Firstly, choose the security parameter λ,
a bilinear group G with prime order p. g is generator of G.
e : G × G → GT is bilinear pair on G. Secondly, select five
collision resistant cryptographic hash functions: H : Z∗p →
G,H1 : 0, 1∗ → 0, 1l, H2 : G → Z∗p , H3 : 0, 1 → Z∗p , F :
U → G. Moreover, pick g1, g2, y0, y1, · · · , yl ∈ G. Output
system parameters

GP = {p, g, g1, y0, {yi}i∈[1,l], G,H,H1, H2, H3, F, U, Uθ, T}.

AuthoritySetup(GP): Every AAθ (θ ∈ Uθ) chooses αθ, yθ ∈
Z∗p , and computes their public keys PKθ = {e(g, g1)αθ , gyθ},
secret keys SKθ = {αθ, yθ}.

UserKeyGen(GP, id): The user U registeres in the identity
management center(ICC), and then gets identity certificate
cert(id) and the id representing the identity. U picks xid ∈ Z∗p
at random, computes user’s public keys

UPKid = {gxid , H(id)xid},

and saves user’s secret key USK = ( 1
xid

) secretly.
CSKeyGen(GP, {SKθ}, cert(id), UPKid, S): Zero-

knowledge proof is executed between every AAθ and the
user, and the detail of the protocol is shown in Table 1. After
that, AAθ uses secret keys {SKθ}, system global parameters
GP, user’s public keys UPKid, user’s identity certificate
cert(id) and attribute set S to generate the cloud’s secret key
CSKid,S . For all i ∈ U , if T (i) = θ, attribute authority AAθ
randomly selects ti ∈ Zp and calculates

Ki,id = gxidαθ ·H(id)xidyθF (i)ti ,K
′

i,id = gti .

AAθ outputs the cloud’s secret key about identity id

CSKid,S = {Ki,id,K
′

i,id}i∈U

and sends it to the cloud. Finally, the cloud C adds array
{cert(id), CSKid,S} to the cloud server secret key list KT .

SignKeyGen(PK): AAθ randomly selects γθ, tθ ∈ Zp as
its secret key, and the corresponding public key is Rθ =
gγθ , Tθ = gtθ . AAθ also picks vθ ∈ Zp and computes the
signing private keys

SKs = {Ks,θ = gαθ (Tθ)
γθvθ ,K

′

s,θ = gtθvθ1 }θ∈Uθ ,

Signcrypt(GP,{PKθ}, SKs,M,We,Ws): There are two al-
gorithms: OE.Encrypt and RTU.Encrypt. RTU chooses three
random numbers s, s1, z ∈ Zp, and computes s2 = (s − s1)
mod p. Then, RTU selects the encryption policy We =
(Me, ρe), the signing policy Ws = (Ms, ρs), and sends s2, z
and We to the third-party server.

OE.Encrypt: The algorithm selects
s2, y2, · · · , yn, z2, · · · , zn ∈ Zp, the vector
−→v = (s2, v2, · · · , vn)T ,−→w = (0, z2, · · · , zn)T , and calculates
λx = (Me

−→v )x, wx = (Me
−→w )x for x = 1, 2, · · · , n,

where Mx is the x’th row of matrix Me. r1, r2, · · · , rn,
a
′

1, a
′

2, · · · , a
′

n ∈ Zp are randomly selected. CT1 is computed
as below.

{C1,x = e(g, g)λxe(g, g)αδ(x)rx , C2,x = g−rx ,

C3,x = gyδ(x)rxgwx , C4,x = F (ρ(x))rx}x∈[1,n],

S
′

θ,j = (K
′

s,θ)
a
′
j , S

′

2 = (
∏
θ∈Uθ

Ks,θ)
z.

CT1 = {{C1,x, C2,x, C3,x, C4,x}x∈[1,n], {S
′

θ,j}θ∈Uθ,j∈[1,n],
S
′

2} is sent to RTU.
RTU.Encrypt: For a given message m, RTU computes the

ciphertext CT2. The steps are as follows.
(a): RTU randomly chooses {φx}x∈Zp , generates a vector

−→
φ = (φ1, φ2, · · · , φn)T and calculates λ

′

x = (Ms
−→
φ )x.

(b): RTU randomly selects a1, a2, · · · , an ∈ Zp and
computes

C0 = me(g, g)s, C
′

= gs1, µ = H1(C
′
),

C
′′

= (gµ1 g)s, C
′′′

= gs1 , {S
′

j = aj − a
′

j}j∈[1,n],

H2(We,Ws, C0, C
′
, C
′′
, C
′′′

) = β,

H3(

n∏
x=1

(C1,x, C2,x, C3,x, C4,x),We,Ws) = (j1, · · · , jl),

S2 = (S
′

2)
1
z (y0

l∏
i=1

yjii )s(C
′′
)β .

The ciphertext is CT = {C0, C
′
, C
′′′
, {C1,x, C2,x, C3,x, C4,x

}x∈[1,n], {S
′

θ,j , S
′

j}θ∈Uθ,j∈[1,n], S2}.
Unsigncrypt(CT, cert(id), CSKid,S , UPKid): There are

two algorithms: Cloud.Decrypt and User.Decrypt.



User AA

1.Randomly pick z1, z2 ← Zp and
compute y1 = gz1 ,y2 = gz21
and send y1, y2 to AA.

y1, y2−−−→

2. Randomly selects c1, c2 ∈ Zp

c1, c2←−−−

3. compute p1 = z1 − xidc1,
p2 = z2 − xidc2

p1, p2−−−→
4. Verify if y1 = gp1gxidc1 , y2 = gp2gxidc2

TABLE I
ZERO-KNOWLEDGE PROOF

Cloud.Decrypt: Before the user downloads the ciphertext
from the cloud server, he needs to be authenticated. This
publicly verifiable process is performed by any third party,
because the verification process does not require any message.
U submits the identity certificate cert(id) to the cloud, the
cloud verifies

e(y0

l∏
i=1

yjii , C
′
)

n∏
j=1

∏
θ∈Uθ

e(R
λ
′
j

θ , S
′

θ,j(K
′

s,θ)
S
′
j ) ·e((ggµ1 )β , C

′
)

=
e(S2, g1)∏

θ∈Uθ e(g
αθ , g1)

,

where
∑n
j=1 λ

′

jaj = 1. If verifying suc-
cessfully, the cloud picks cx ∈ Zp which
satisfies

∑n
x=1 cxλx = s2,

∑n
x=1 cxwx = 0,

and computes C1,id =
∏n
x=1 C

cx
1,x, C2,id =∏n

x=1

{
e(Kρ(x),id, C2,x)e(H(id)xid , C3,x)e(K

′

ρ(x),id, C4,x)
}cx

and returns partial ciphertext CTid = (C0, C1,id, C2,id) to
user. Otherwise, the cloud outputs ⊥.

User.Decrypt: U utilizes USK = ( 1
xid

) to decrypt message
m:

C1,idC
1
xid

2,id = e(g, g)s2 ,m =
C0

e(g, g)s2e(g, C ′′′)
.

.
Revoke(cert(id),KT): Input user’s identity certificate

cert(id) and the cloud private keys list KT , find and delete
array {cert(id), CSKid,S} in the KT . So we update the secret
key list KT = KT \ {cert(id), CSKid,S}.

VI. SECURITY ANALYSIS

A. Unforgeability

Theorem 1: If the adversary A could break the EUF −
CMA security of our scheme with a non-negligible advantage
E , then we could use the algorithm B to solve q − CDHE
problem with the probability E ′ = Eλ(l + 1), where λ is a
security parameter and l is the hash function H1’s outputs
length.

Proof: The specific procedure of proof is in the appendix.

B. Confidentiality

Theorem 2: Assume that the scheme of Rouselakies-Waters
is statically secure, then our encryption scheme is also stati-
cally secure.

Proof: A detailed proof is in the Appendix.

VII. PERFORMANCE ANALYSIS

A. Security and Functionality

In this section, we compare the six aspects of authority,
large attribute domain, revocation, access structure, unforge-
ability, and authentication. Through comparison in Table 1,
this scheme realizes efficient revocation, flexible access struc-
ture, unforgeability, authentication and reaches large attribute
domains in a decentralized environment. As shown in Table 2,

TABLE II
COMPARISONS OF FUNCTIONALITIES WITH OTHER SCHEMES

Schemes [5] [26] [32] [38] [39] Ours
Authority Multiple Multiple Single Single Multiple Multiple
Attribute u-
niverse

Small Large Small Small Small Large

Revocation No Yes No No Yes Yes
Access
structure

Circuit LSSS LSSS LSSS LSSS LSSS

Unforgeability No No Yes Yes Yes Yes
Authentication Yes No Yes No Yes Yes
Encryption
Outsourcing

No No No No Yes Yes

Decryption
Outsourcing

Yes Yes No No Yes Yes

we provide a comparison of some important features, such as
ciphertext storage, decryption key storage, and the signing key
storage. this scheme is compared with [32], [37], [38] and [39]
in the length of decryption keys, signing keys, and ciphertext.
| Uθ | represents the number of authorities. | G | and | GT
represent the size of groups G and GT . le, ls are the number
of encryption attributes and signing attributes, respectively. By
comparison, it can be obtained that the length of the decryption
private key of this scheme is only | G |.Note that | G |, | GT |
is set to 512bits.



From the comparison of Figures 1-3, although the ciphertext
storage of this scheme is relatively large, the decryption key
storage is only constant and has the least storage.
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Fig. 2. Comparison on storage of decryption and signing keys between
different schemes

B. Performance

Figure 3 shows the comparison between this scheme and
the previous scheme in signcryption and decryption. Here, E
represents the time taken for the exponential operation, and P
represents the time taken for the pairing operation. It can be
seen from Fig. 4 that compared with other schemes, the time
required for decrypting the signcryption in this scheme is only
an exponential operation and a bilinear pairing operation.
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Fig. 3. The time cost of signcryption and unsigncryption
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Fig. 4. Comparison on computation cost of signcryption and unsigncryption
between different schemes

VIII. CONCLUSION

In this paper, we propose decentralized attribute-based sign-
cryption in smart grids, which achieves secure and efficient
data sharing. The solution meets large attribute domains and
can support efficient user revocation. This solution generates a
cloud secret key so that the cloud can decrypt part of ciphertext
to reduce the amount of calculation on the user side. Moreover,
outsourced signcryption and outsourced unsigncryption are
applied to alleviate computational burden. Therefore, this
system can be used in lightweight mobile device.
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IX. APPENDIX

X. SECURITY ANALYSIS

A. Unforgeability

Theorem 1: If the adversary A could break the EUF −
CMA security of our scheme with a non-negligible advantage
E , then we could use the algorithm B to solve q − CDHE
problem with the probability E ′ = Eλ(l + 1), where λ is a
security parameter and l is the hash function H1’s outputs
length.

Proof: There is an q − CDHE problem ’s instance y =
(g, g1, g2, · · · , gq, gq+2, · · · , g2q), where a ∈ Zp, g is a

generator of G and gi = ga
i

. The algorithm B’s goal is to
compute gq+1. Firstly, B chooses four hash functionsH1 :
{0, 1}∗ → {0, 1}l, H2 : G → Z∗p , H3 : {0, 1} → Z∗p and
H4 : {0, 1} → Z∗p . Secondly, B acts as the challenger in
EUF − CMA security game and interacts with A in the
following steps.

Initialization: A selects the challenge signing access policy
W ∗s = (A∗s, ρ

∗
s) to B. A∗s , a matrix of l∗ × n∗, labels the

function ρ∗s in the W ∗s .
Setup: B selects β

′ ∈ Z∗p , d, d
′ ∈ Z∗p at random and defines

β = β
′

+ aq+1, e(g, g)β = e(ga, ga
q

)e(g, g)β
′

, g1 = gd, g2 =

gd
′

. B also pocks (z0, z1, · · · , zl) ∈ Zl+1
p at random, λ

′
= λ

and λ
′
(l+1) < p, where λ is a security parameter. In addition,

B sets y0 = gp−λ
′
π+b0

p , yi = gbip g
zi for all i ∈ [1, l], where

π(0 < π < l) and (b0, b1, · · · , bl) ∈ Zl+1
λ′

. B also defines two
functions F1(

−→
j ) = p − λ′π + b0 +

∑l
i=1 jibi and F2(

−→
j ) =

z0 +
∑l
i=1 jizi so that y0

∏l
i=1 y

ji
i = g

F1(
−→
j )

q gF2(
−→
j ). For each

attribute x ∈ S, we note that X is the set of indices i, such
that ρ∗s(i) = x. If X 6= Ø, B picks fx ∈ Zp and computes
hx = gfxgaM

∗
i,1ga

2M∗i,2 · · · ga
n∗M∗i,n , else X = Ø, hx = gfx .

Finally, B sends the global parameters

GP = {p, g, g1, g2, y0, {yi}i∈[1,l], G,H,H1, H2, H3, F, U, Uθ, T}

and the signing public key is e(g, g)β .
Signing keys queries: For the signing attribute set Ms, A

makes a query. If Ms /∈ W ∗s , B randomly picks r̂ ∈ Zp and
computes −→η = (η1, η2, · · · , ηn∗) ∈ Zn

∗

p , where η1 = −1 so
that −→η M∗i = 0 and ρ∗s(i) ∈Ms for all i. Moreover, B defines
rs = r̂+η1a

q+η2a
q−1+· · ·+ηn∗aq−n

∗+1, and then calculates

K
′

s = gr̂
n∗∏
i=1

(ga
q+1−i

)ηo ,Ks = gβ
′

gar̂
n∗∏
i=2

(ga
q+2−i

)ηi

KS,x = (K
′

s)
fx

n∗∏
j=1

(ga
j r̂

∏
o=1,··· ,n∗o 6=j

(ga
q+1+j−o

)ηo)M
∗
i,j ,

where x ∈ As. If ρ∗s(i) 6= x for all i, B implicitly selects
Ks,x = (K

′

s)
fx . Finally, B sends the signing secret keys

SKMs
to A.

decryption keys queries: Firstly, select some valid users
and ask the corresponding public and private keys of users:



UPKid = {gxid , H(id)xid}, USKid = { 1
xid
} . Secondly,

select the uncorrupted AAs and ask for the corresponding
public keys: {PKθ}. Moreover, ask for the private key of
the cloud server with {S, id} and we could obtain CSKS,id=
{Ki,id = gxidαθH(id)yθF (i)ti ,K

′

i,id = gti}.
Signcrypt queries: When A makes a query to B, and

B makes the corresponding responds according to the two
following conditions:

(a) If Ms /∈ WS , B runs the signing keys queries to
obtain the private keys SKMs , generates CT by running the
Signcrypt algorithm and returns to A.

(b) If Ms ∈ Ws, B performs in the following steps: B
chooses φ ∈ Zlp at random and computes a vector

−→
φ =

(−φ1,−φ2, · · · ,−φl) such that
−→
φMs = −−→1n. If ρs(i) /∈Ms,

φi = 0 for all i ∈ [1, l]. B computes C0 = me(g, g)s, S1 = grs

and H1(S1,We,Ws) = (j1, j2, · · · , jl). If F (
−→
j ) = 0,

B stops. Otherwise, B randomly selects s
′ ∈ Z∗p , defines

s = s
′ − a

F1(j)
and calculates

C
′

= gs
′

g
−1/F1(

−→
j )

1 , C
′′

= g(dµ+d
′
)s
′

g
−(µd+d

′
)/F1(

−→
j )

1

where µ = H2(C
′
).

S2 = gβ
′

gars(

l∏
i=1

(hrsρs(i))
φi)(gF1(

−→
j )

q gF2(
−→
j ))s

′

(g
−F2(

−→
j )/F1(

−→
j )

1 )

(C
′′
)β , where β = H3(We,Ws, C, C

′
, C
′′
, {C1,x, C2,x, C3,x,

C4,x}x∈[1,l], S1, S2). Finally, B sends the ciphertext CT =
{C,C′ , C′′ , {Ci}i∈[1,l], S1, S2} to A.

Unsigncrypt queries: When A makes a query on CT , B
calculates the decryption private key CSKS,id and USKid and
performs the Unsigncrypt algorithm to generate the message
m and returns to A.

Forgery: A publishes the effective forgery ciphertext

CT ∗ = {C∗, C
′∗, C

′′∗, {C∗1,x, C∗2,x, C∗3,x, C∗4,x}i∈[1,l], S∗1 , S∗2}.

which is on (m∗,W ∗e ,W
∗
s ). CT ∗ meets two conditions: (1),

the result of unsigncrypt algorithm is m∗ 6=⊥ when A∗d ∈W ∗e ;
(2), A can not issue the signcrypt queries on (m∗,W ∗e ,W

∗
s ).

In the following step, B uses the method to solve the q −
CDHE problem.
B calculates

−→
j ∗ = (j∗1 , j

∗
2 , · · · , j∗l ). If b0+

∑l
i=1 jibi 6= λπ,

then B aborts. Otherwise, F1(
−→
j ∗) = 0 mod p, and B computes

C∗0 = m∗e(g, g)s, C
′

= gs, C
′′

= g(dµ+d
′
)s

{C∗1,x = e(g, g)λ
∗
xe(g, g)αδ(x)∗rx , C∗2,x = g−rx ,

C∗3,x = gyδ(x)∗rxgwx , C∗4,x = F (ρ(x)∗)rx}x∈[1,l],

S1 = K
′

s = grs , H1((S∗1 ,W
∗
e ,W

∗
s ) = (j∗1 , · · · , j∗l ),

H3(W ∗e ,W
∗
s , C

∗, C
′∗, C

′′∗, {C∗1,x, C∗2,x, C∗3,x, C∗4,x}x∈[1,l], S1,

S2) = β∗, S∗2 = Ks(y0
∏

i∈[1,l∗]

y
j∗i
i )s

∏
x∈[1,l∗]

(KS,ρ(x)∗)
φ∗xA

∗
S,x(C

′′
)β
∗
,

where µ∗ = H2(C
′∗), β∗ = H3(W ∗e ,W

∗
s , C

∗, C
′∗, C

′′∗,
{C∗1,x, C∗2,x, C∗3,x, C∗4,x}x∈[1,l∗], S∗1 , S∗2 ) and the

vector
−→
φ ∗ = (−φ1,−φ2, · · · ,−φl∗) meets∑l∗

i=1 φ
∗M∗S,i = −−→1n∗ . Finally, B can compute

S∗2/{gβ(
∏l∗

i=1(S∗1 )fρ∗s (i))(C
′∗)F2(

−→
j∗)+(dµ+d

′
)β∗} = gq+1.

B. Confidentiality

Theorem 2: Assume that the scheme of Rouselakies-Waters
is statically secure, then our encryption scheme is also stati-
cally secure.

Proof: Assuming there is the adversary A who is capable of
breaking the our scheme with a non-negligible probability E ,
then we can construct a simulator B who breaks the scheme
of RW with an advantage E . Let C is the challenger who is in
the RW’s scheme to interact with B.

GlobalSetup: The challenger C sends global parameters

GP = {p, g, g1, g2, y0, {yi}i∈[1,l], G,H,H1, H2, H3, F, U, Uθ, T}

to the simulator B. B publishes GP to be global parameter of
our scheme and sends GP to A.

Signing keys queries: B picks α, rs ∈ Zp computes the
singing private keys

SKs = {Ks = gαgyrs ,K
′

s = grs , {KS,i = hrsi }i∈As},

where y =
∑
θ∈l yθ =

∑
θ∈l(ỹθ +∑

x∈X
∑n

′

j=2 bxa
q+2−jA

′

x,j).
Decryption keys queries: The adversary A chooses some

corrupt {AAs} ⊆ Uθ, and generates their public keys
{PKθ}θ∈AAs and sends them to B. Next, A issues queries
to B according to our scheme;

(1). B chooses some authorized {AAs′} ∈ Uθ, makes
queries about their public keys and sends public keys to A
.

(2). Choose some authorized users {idi}mi=1, and issue
queries about their public keys and secret keys. B sends these
users’ public keys to A.

(3). Choose {Si, idi}mi=1 and make queries about the cloud
secret keys, where Si is attributes set possessed by user idi.
T (Sj) ∩ Cθ = Ø. There are two cases:

(a) For 1 ≤ i ≤ m, j ∈ Si, compute Kj,idi =
(gαθH(idi)

yθF (j)t)xidi ,K
′

j,idi
= (F (j)t)xidi .

(b) For m ≤ i ≤ n, j ∈ Si, select gj ∈ G and tj ∈ Z∗p
at random, calculate Kj,idi = gjF (j)tjgj ,Kj,idi = F (j)tj ,
where gj = (gαθH(idi)

yθ )xidi . Consequently, Kj,idi =
gαθxidiH(idi)

yθxidiF (j)tj ,K
′

j,idi
= F (j)tj .

B sends the above the cloud secret keys {CSKSi,idi}
m

i=1

to A.
Signcrypt queries: A chooses two messages m0,m1 with

equal length, and a challenging access policy (A∗, ρ∗). It’s
noting that every user who issues query can not satisfy the
access policy (A∗, ρ∗). B signcrypts the message similar to
the above way.

Guess: A outputs the guess b
′ ∈ {0, 1}. In a similar way,

B outputs b
′
.

Finally, if A could break our encryption scheme with a non-
negligible advantage E , then B could break RW scheme with
advantage E . Assume that the assumption of q−DPBDHE



holds, our scheme is statically secure in the random oracle
model. From article[10], we know that if the assumption of q−
DPBDHE holds, the scheme of RW is statically secure in
the random oracle model. Finally, we can prove this theorem.


