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Abstract. Nowadays, information is known as the main asset of each organization, which
causes data generation to be exponentially increasing. Hence, different capacity issues
and requirements show up with it, e.g. storage and maintenance of generating data,
searching among them, and analyzing them. Cloud computing is one of the common tech-
nologies used to meet these requirements. Popularity of this technology is extremely
growing as it can be used to handle high amount of data in a cost efficient and highly
available (anytime and anywhere) manner. However, there are still extensive security
challenges (e.g. data confidentiality) with this technology. Cryptography is one of the
main methods used to fulfill privacy preserving of people and organizations. Encryption
methods can impressively keep data private, so it is not possible to search among en-
crypted messages in order to retrieve information, after applying traditional encryption.
Searchable encryption can enable searching among encrypted data and overcome this
shortage. However, much more research is required to enable whole data searching while
proper level of security would be achieved for these systems. In this paper, a technique
to perform searching by the third party is introduced. When a number of nodes are inter-
acting and some of them may upload malicious documents, this technique can be useful.
Furthermore, document categorization is another application of the referred scheme.
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Introduction

Cloud storage enables easy and quick access to data, while storage and computational
cost efficiency is achieved. Moreover, it enables accessing data anytime and anywhere,
and minimizes data corruption and loss risk. Therefore, many people and organizations
are attracting to utilize this technology. Within cloud storage, data is loaded on servers
which users have no physical access to, and cloud service provider handles the data. On
the other hand, data privacy preserving is highly demanded, because information is
confidential and the owners do not tolerate exposure of them. The simplest way to meet
this demand is to encrypt the data before uploading it on cloud, by its owner. There is
no statistical similarity between encrypted and original document in this way. There-
fore, no operation can be performed on cipher text.
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So far several cryptographic algorithms and protocols were introduced (most of them
public key based schemes) in which data owner and the server can perform computa-
tions on cipher texts and the encryption process have provable security against classical
and quantum attacks. Homomorphic encryption techniques as well as Lattice based
cryptography are among these techniques but have a very high computation overhead
although very secure against attacks [27-35]. Searching is one of the most essential
operations within cloud. There are large amount of documents on storage space, which
just a small number of them are required in the course of each access. Due to this fact,
it is noticeable that the ability to select a limited number of these documents is highly
demanded, and searching is one the most important basic ways to have this selection
done. A common solution to search among documents is to get the entire database,
decrypt it and search for intended entries. Considering high amount of documents,
bandwidth constraints, connection speed, and limited storage space on user’s computer,
this solution is not practical. Another solution is allowing server to decrypt the data and
make queries among them, and finally send the results to the user. Implementing this
solution causes the whole information to be revealed to the server, and server can mis-
use this information. Modern encryption methods are another solution that enable
searching among data, e.g. homomorphic encryption and searchable encryption. Due to
simpler implementation and higher performance of searchable encryption compared to
homomorphic encryption, it is the focal point of this article. During searchable encryp-
tion, server is enabled to search among encrypted data according to authorized user
request, and sends the result to him without learning any information. A searchable
encryption scheme normally consists of four steps. First, functions and variables are
selected and intended keys would be produced. In the next step, the document or in-
tended database entry is created along with index set, and they are sent to storage server.
The authorized user, who intends to search, creates a trapdoor using his desired key-
word and authorized key, and sends it to the server in the third step. Finally, server
verifies the received trapdoor and existing indexes in the fourth step and returns verifi-
cation result i.e. 1 for verified and O for not verified. This function is known as the test
function [1, 2].

The algorithms used to create trapdoor and index should be designed in order that
they are correlated. This correlation is in a way that matching between trapdoor and
index can be verified by the test function. Besides, trapdoor and index must be produced
in a way that they can reveal no information about original text. On the other hand,
using the private key is obligatory to produce the trapdoor. Hence, only authorized users
are able to produce the trapdoor.

In many applications, data owners may send malicious information. PEDKS[3]
scheme was proposed to prevent such activities. However, this scheme enables server
to perform searching, which can cause information to be revealed to external servers.
Furthermore, it may be difficult for receivers to search malicious words among docu-
ments, due to several reasons including lack of knowledge and time. Hence, another
party is required to perform this analysis, which must be enabled to search among these
data. For example, you can specify an authentication server as inspector of uploaded
information, in order to ensure integrity and safety of this information, and prevent vi-
cious users from sending malicious information consequently. The introduced scheme



in this article pursues this goal. This scheme can grant search capability to the server
trusted by user. Additionally, two different public keys are used to build cipher text and
indexes. Hence, even the authentication server is not able to decrypt the document and
access to all of the information.

The main purpose of this article is to improve a previously proposed scheme named
searchable public-key encryption scheme with a designated tester (dPEKS)[4], and
added grant search capability to other components.

The rest of this article is organized as follows: The research background is presented
in the second section. Requirements of our proposed scheme are explained in section 3.
In section 4, architecture of our proposed scheme is described. The proposed scheme is
explained in section 5, and it is analyzed in section 6. Finally, conclusion of this article
is presented in section 7.

2 Related works

The first practical scheme in order to perform searching on encrypted text (searchable
encryption) was presented by Song et al. [5]. This scheme is based on symmetric cryp-
tography, in which the user and the data owner are the same person. This scheme does
not contain indexes. Another efforts in this context are performed in [6-9], which pre-
sent some concepts such as index, inverted index, conjunction search, and performing
search via small computational capacity devices. Additionally, other efforts have been
done to improve performance and security [10-12].

On the other hand, Boneh et al. [13] proposed the first searchable asymmetric cryp-
tography scheme (public key cryptography scheme with the ability to search keywords).
This scheme utilizes identity-based encryption (IBE) to implement searchable asym-
metric encryption. Public key cryptography schemes with the ability to search keywords
are useful when multiple data owners intend to send information to a single receiver. In
this method, data owner encrypts the document and indexes using receiver’s public key.
In addition, receiver uses his private key to search among documents and decrypt them.
The mentioned scheme generates an index for each keyword. The index set is conse-
quently sent to storage server, along with encrypted document. However, proposed
scheme in [13] was vulnerable to keyword guessing attacks. PERKS scheme [14] was
proposed to handle this issue. In this scheme, the keyword is first merged with a private
string, and then hashed. This action is done on the receiver side. Despite the fact that
the mentioned scheme was secure against keyword guessing attacks, it suffered from
basic problems e.g. receiver necessity to be permanently online. dPEKS scheme was
another effort to overcome this issue, which was secure against online keyword guess-
ing attacks. However, this scheme is vulnerable to online keyword guessing attacks as
well. An attack was performed against this scheme in 2013, which was named “online
keyword guessing attack” due to interaction between attacker and server [15]. Chen
proposed a scheme to secure dPEKS scheme against online attacks in 2015 [16]. How-
ever, this scheme was yet vulnerable to cloud server. Whereas, some schemes were
proposed to secure methods against this attack [17-20]. For example, proposed plans in
[17, 18] are applicable to dPEKS, and despite their constraints are able to secure the



scheme against internal keyword guessing attack. Another securing method was pro-
posed in [19], which uses the data owner’s key such as work done in [18]. Despite the
constraints of this scheme (i.e. requirement to create a trapdoor per each data owner), it
is efficient for its proper structures. Ibraimi et al. [3] proposed a scheme to grant search
capability among documents to the cloud server. Their purpose was to enable categori-
zation of documents, and search for documents that included malicious words. Never-
theless, it causes high amount of data being exposure to the server. Moreover, presented
schemes in [21-25] were proposed to increase searchable asymmetric encryption capa-
bilities.

3 Preliminaries

In this section, we briefly review some required concepts and mathematical back-
grounds.
3.1 Bilinear Pairing

Bilinear pairing [26] has found extensive application in cryptography. Assume that G,
and G, be additive cyclic group and multiplicative cyclic group with prime order g,
respectively.

Let g be a generator of G;. Thee: G; X G; — G, mapping is a bilinear pairing if it
satisfies the following conditions:

1) Bilinearity: Va,b € Z,,V g;,9, € Gi:e(g1%,9,") =e(91,92)*"

2) Non-degeneracy: For V g € Generator (G,), e(g , g) € Generator (G,).

3) Computability: An algorithm exists to effectively compute e(g,,g,) for all

91,92 € G1.
3.2 Discrete Logarithmic Problem

The discrete logarithm problem is defined over finite cyclic group. If g and h are ele-
ments of a finite cyclic group, then the solution x to the equation h = g* called as the
discrete logarithm of h to the base g. currently, there isn’t any efficient algorithm to
solve a logarithmic problem via a regular computer. Therefore, this problem has a spe-
cial status in asymmetric cryptography.

Diffie-Hellman's encryption is based on a problem named Diffie-Hellman's assump-
tion. This assumption expresses: there isn’t an efficient algorithm which can calculate
g® only with knowing < g, g%, g” > (without a or b). This assumption has wide
usage in public key encryption and digital signature. dPEKS scheme applied this as-
sumption to secure the trapdoor and also to keep randomness and in distinguishability
of it against the external attacker.

4 Architecture of the proposed scheme

In our proposed scheme, an architecture including four components is used, i.e. data
owner, receiver, storage server, and authentication server. Data owner intends to send



information to the receiver. Generating a trapdoor, receiver can search among infor-
mation, and can access his intended information as well. Storage server is obligated to
save the information and provide them to receiver. It can also perform searching using
the trapdoor provided by the receiver, without learning about content of documents or
the words which the trapdoor is generated using them. This server can be provided by
a third party organization, and is assumed to be honest. Authentication server is obli-
gated to verify integrity and security of the information on storage server.

First, the data owner generates the index using public keys of server and receiver.
He subsequently sends the indexes and encrypted text to the server. Server stores the
delivered information. Now, receiver calculates the shared key, using its private key
and public key of authentication server. Then, it generates the trapdoor using public and
private keys of storage server, and sends it to the storage server. Storage server gets the
trapdoor and performs the test. If trapdoor and index match, storage server sends the
intended document to the receiver.

On the other hand, authentication server first generates the shared key using its pri-
vate key and data owner’s public key. Then, it generates the trapdoor of intended key-
word (a key for threat measurement) using the shared keys between it and receiver. The
authentication server subsequently sends the trapdoor to the storage server in order to
identify which documents contain the intended word, and removes them from storage
server if necessary. In fig. 1 proposed architecture is shown.

e Encrypted Set of Indices
; Document

Trapdoor

Set of Encrypted

Trapdoor
2 documents

Fig. 1. The proposed architecture

5 The Proposed scheme

Our presented scheme is based on two previously proposed schemes. The reasons why
dPEKS scheme is selected within PEKS schemes, are its popularity and being a basic
scheme which has many security extensions to improve the security level. On the other
hand, structure of SAE-I scheme is different, which causes the improvement in its per-
formance.



5.1 Proposed Scheme based on dPEKS

This section presents the proposed scheme based on dPEKS. This scheme contains 8
algorithms which are explained subsequently.

GlobalSetup(X): In this algorithm, the variables and functions needed in the
other algorithms would be chosen. This algorithm is like the GlobalSetup algorithm in
dPEKS. In addition a g,, which is the generator of dPEKS. GlobalSetup(4). Z,, is cho-
sen (gp = < dPEKS. GlobalSetup(4) , g, >).

KeyGen,yra_serv(8P): This algorithm determines the public/private key pair
of authentication server. Authentication server can calculate the shared key with re-
ceiver using his private key (According Diffie-Hellman key exchange). The dPEKS
does not contain this component, and this component is introduced in this article. The
algorithm picks a random a € Z,. It outputs PRIVyyry-sgry = a and
PUBjyTH-sERy = gpPRIVAUTH_SERV-

KeyGenggry(gp): This algorithm determines the public/private key pair of
sever. With this pair we can insure only server can perform test algorithm, because the
test algorithm requires private key of the server. This algorithm calls the
dPEKS.KeyGenggry (gp) function.

KeyGenggc(gp): This algorithm determines the public/private key pair of re-
ceiver. With this pair we can insure only receiver can perform trapdoor function to
search on data, because the trapdoor algorithm requires receiver’s private key. This al-
gorithm calls the dPEKS.KeyGengg, function (PRIV =
dPEKS.KeyGengge (gp). PRIVgge ,PUB = dPEKS.KeyGenggc (gp). PUBggc).
Now this algorithm calculates the key pair (PRIVggc; =< PRIV ,b =
PUB, yri—sgry” RV PRIVRECL > PUBL,. = < PUB ¢ = g, RIVPRIVRECY (| =
(gp-9)° >).

PEKS(M, PUBggry , PRIVpg , PUBRgc, gp): The DO calls this function to
prepare the encrypted message to be sent to the cloud server. This function first extracts
keywords from  message. It then encrypts the message (¢ =
ENCpyprec.puB.pUBrec, (M)) and builds the index calling dPEKS.dPEKS (for each
word win M [, = dPEKS.dPEKS(w, PUBgggy , PUBggc-d, gp)) and concatenates
them to build index set ( index — set). Then sends DATA = {c, index — set}to the
cloud server.

UserTrapdoor(gp , PUBggry, PRIVRgc , W): Only authorized receiver
can perform search on his data. To achieve this, he runs Trapdoor function.
Trapdoor function requires receiver’s private key as a parameter, and since the
others does not have this key, they cannot perform searching among data, using
this function. Trapdoor  function calls dPEKS.dTrapdoor(T,, =
dPEKS.dTrapdoor(gp , PUBsgry, PRIVggc. b ,w)).

ServerTrapdoor(gp , PUBggry, PRIVRgc, W): In this scheme, the
authentication server have privilege to search. To achieve this, authentication
server creates a trapdoor for intended keyword. It builds trapdoor using
dPEKS.dTrapdoor. In order to do so, it first calculates the shared key



c¢PRIV AUTH-SERV

(KEY yrH—sgry = gpP- 9 )- Then this key is used instead of the re-
ceiver’'s private key, who intended to generate the trapdoor (T, =
dPEKS.dTrapdoor(gp , PUBsgry, KEYsur—sgry » W))-

Test(gp, DATA, PRIV gggy , T,,): Cloud server runs this function to find
documents that match the trapdoor (match intended keyword). In this scheme,
only server can perform test, as well as dPEKS scheme. This is done to prevent
offline keyword guessing attack. To achieve this, the function needs private key of
the server. This function calls dPEKS. dTest (f =
dPEKS.dTest(gp, I, , PRIVsgry , T,)) , for all indexes in DATA. If f == 1, the
document contains the keyword and server returns it to the trapdoor creator (re-
ceiver or authentication server).

Correctness test

According to closure property of groups, PUBsyry-serv = 9p* € Zp, b=
PUByry—sery’ VPRIVRECY € 7, and d = (gp.g)” € gp. G,. Therefore we can use
b as receiver’s private key (since it is an element of Z), and d as his public key (since
it is an element of G,). The Correctness of test algorithm is like the dPEKS. Finally, the
equality between receiver’s private key and the key of authentication server would be
proven.

Proof:

KEYayrh-serv = gP-9

PRIV —SERV\PRIV.PRIV
(g AUTH-SER ) REC1
gz .g

cPRIVAUTH_SERV PRIV.PRIVREC1 PRIV AUTH-SERV

= gp-g¥r =

= gp_g(PUBAUTH—SERV)PRIVPRIVRECl =p

5.2 Proposed Scheme based on SAE-I

This section presents the proposed scheme based on SAE-I. This scheme contains 8
algorithms which will be explained later.

GlobalSetup(): In this algorithm, the variables and functions needed in the
other algorithms would be chosen. This algorithm is like the GlobalSetup algorithm in
SAE-I. In addition a g,, which is the generator of SAE — I . GlobalSetup(1).Z, is
chosen (gp = < SAE — I .GlobalSetup(4) , g, >).

KeyGenpg(gp): This algorithm determine the public/private key pair of Data
Owner. Data owner can build index using his private key. The algorithm calls SAE —
I.keyGen. It outputs PRIV, = SAE — I.keyGen(DO).PRIV and PUBp, = SAE —
I.keyGen(DO).PUB.

KeyGen,yrh_serv(8P): This algorithm determine the public/private key pair
of authentication server. Authentication server can calculate the common key with re-
ceiver using his private key (According Diffie-Hellman key exchange). The algorithm
calls SAE —I.keyGen. It outputs PRIV,yry—_sgry = SAE — I.keyGen(AUTH —
SERV). PRIV and PUBuyry—-sgry = Gp' 'V AUTH-SERV,

KeyGenggc(gp): This algorithm determines the public/private key pair of re-
ceiver. With this pair we can insure only receiver can perform trapdoor function to

search on data, because the trapdoor algorithm requires receiver’s private key. This al-
gorithm calls the SAE —I.keyGen function (PRIVgzg; =< a = SAE —



I.keyGen(REC). PRIV ,b = PUBuyry_sgry" >,PUBggc =< ¢ = g,*,d =
gle=g* >).

PEKS(M, PRIVpqo, PUBRgc, gp): The DO calls this function to prepare the
encrypted message to be sent to the cloud server. This function first extracts keywords
from message. It then encrypts the message (C = Enc,(M)) and builds the index call-
ing SAE — I.Buildindex (for each word w in M, I, =SAE —
1. BuildIndex( PRIVypoPUBggc-d,w)) and concatenates them to build index set
(index — set). Then sends DATA = {c, index — set} to the cloud server.

UserTrapdoor(gp,PUBpq, PRIVRgc, W): Only authorized receiver
can perform search on his data. To achieve this, he runs Trapdoor function.
Trapdoor function requires receiver’s private key as a parameter, and since the
others does not have this key, they cannot perform searching among data, using
this function. Trapdoor function calls SAE —I.Trapdoor(T,, = SAE —
I.Trapdoor(PUBpg, PRIVggc. b ,w)).

ServerTrapdoor(gp, PUBggry, PRIVRgc , W): In this scheme, the
authentication server have privilege to search. To achieve this, authentication
server creates a trapdoor for intended keyword. It builds trapdoor using SAE —

I.Trapdoor. In order to do so, it first calculates the shared key (KEY,yry—sgry =

PRIV — . . . . ) :
¢tV AUTH=SERVY ‘Then this key is used instead of the receiver’s private key, who

intended to generate the trapdoor (T, = SAE —
I.Trapdoor(PUBp, KEY yrr—sery »W))-

Test(gp,DATA, PRIV gggy , T, ): Cloud server runs this function to find
documents that match the trapdoor (match intended keyword). This function calls
—I.Test (f = SAE — I.Test(1,, ,T,)),forall indexes in DATA. If f == 1, the doc-
ument contains the keyword and server returns it to the trapdoor creator (re-
ceiver or authentication server).

Correctness test
The correctness proof of this scheme is like the pervious scheme. But Correctness of
this scheme is based on SAE — I algorithm.

6 Performance and Security Evaluation of the Scheme

In this section, we briefly review some required concepts and mathematical back-
grounds.
6.1  Performance Analysis

In our proposed scheme a new component is added to the previous scheme. Conse-
quently, a new algorithm is required to generate the key of this component. The Key-
Gen_REC function is altered, a parameter is added to receiver’s private key, and two
parameters are added to receiver’s public key. To make these changes, we perform an
exponential function in private key generation and two exponential functions in public
key generation. However, since keygen is run only one time, it can be ignored. The



ServerTrapdoor function is added to perform search with the shared key. This function
is like UserTrapdoor function existed in pervious schemes, but it requires two additional
exponential functions. Hence, the performance of our proposed scheme depends on
original scheme and its overhead is negligible.

6.2  Security Analysis

Security analysis phases of our proposed scheme is similar to phases of dPEKS scheme.
Granting search capability to the authentication server is the only difference between
these two schemes. Considering this, it must be proven that key sharing does not create
security problems. Two security issues are noticeable:

1. Having the public keys of the authentication server and receiver, external attacker
(penetrator) should not be able to obtain their shared private key.

2. Having a shared key with the authentication server, the user should not be able to
obtain the shared key between the authentication server and another receiver.

Diffie-Hellman key exchange method is used for key sharing. Both mentioned secu-
rity issues are considered in this method. Hence, the method is secure against two men-
tioned parties i.e. external attacker and malicious user. Clearly if an attacker can per-
form one of the mentioned attacks above, then he is able to attack the Diffie-Hellman
key exchange algorithm as well.

7 Conclusion

In this article a method to grant search capability to the third party in cloud platforms
is introduced which was also proposed in [3]. This scheme can be used to search ma-
licious documents, and document categorization. Besides, PKEDS scheme enables the
cloud server to perform searching which is not desirable. In our proposed scheme, the
user can grant this capability to his/her trusted third party. The third party would be able
to perform searching and categorizing the documents, and delete malicious ones as well.
To achieve this, Diffie-Hellman key exchange method is applied be-tween the user and
the third party. Accordingly, the proposed scheme is based on two mentioned schemes.
Furthermore, the introduced method can role as a warning for networks which let their
keys to be generated by an untrusted component, or use an algorithm or application to
generate the keys.

Acknowledgment: We gratefully acknowledge the financial support from the Iran Na-
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